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Crisis mapping started in response to 
an unnecessary problem: When a crisis 
happens, information is available via the 
Internet and mobile phones, but that 
information does not reach the people in 
government and aid agencies who are 
making such decisions as where to put 
resources or how to move an individual 
to safety. In January 2010, something 
amazing happened. After an earthquake 
in Haiti killed hundreds of thousands of 
people and overwhelmed the country 
and local agencies’ ability to respond, 
groups of technologists and subject 
matter experts around the world did not 
just sit and wonder what to do—they 
set up a short message service (SMS) 
and online connections and organized 
themselves into teams to create maps, to 
route incoming messages to responders, 
to assess building damage, and to cre-
ate a single list of missing people from 
dozens of different sources. They did 
all this from locations far removed from 
the crisis zone itself. For many people, 
including myself, Haiti was the start of an 
age in which we were no longer passive 
consumers of information about crises, 
but could generate information and help 
process it ourselves. 

There has been much written about the 
data response in Haiti. It was not the first 
time that global teams had come together 
to manage crisis data (the 9/11 Listserv 
and Sahana response to the 2004 
Boxing Day tsunami came earlier), but 
it was the first massive global volunteer 
response to a sudden onset crisis. And 
the mappers have not gone away. Since 
2010, crisis mappers like myself have 
responded with maps, data, and local 
coordination to floods (Pakistan, 2010), 
earthquakes (New Zealand, 2011), tsu-
namis (Japan, 2011), tornadoes (United 
States, 2011), hurricanes (United States, 
2011), cyclones (Australia, 2011), 
drought (Somalia, 2011), cold/snow 
(Balkans, 2012), oil spills (United States, 
2010), conflict (Libya, 2011), conflict 
migration (Somalia, 2011), elections 
(Sudan, 2011), post-disaster recovery 
(Libya, 2011), and riots (London, 2011); 
they have also helped map smaller 
incidents all over the world (Humanity 
Road 2010-2012). In addition, they have 
helped train traditional responders to do 
this themselves by working together on 
crisis responses and on several interna-
tional disaster simulations.

Foreword
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persons’ databases, and the community 
has addressed its own needs by devel-
oping safety measures such as ways to 
deal with post-traumatic stress disorder 
and security protocols for activations in 
hostile environments, such as the 2011 
Libya deployment.

Worry about legal liability has remained, 
however. When a crisis hits, we do what 
is needed in the most sensible way we 
can. But what if our data are misused? 
What if a volunteer gets hurt? Are we 
legally responsible for the contents of 
our data? What is the legal status of 
a loosely formed group of people who 
want to help? When I was approached 
to help with this report, my first thought 
was, “Phew, we can finally know best 
how to help protect our people.” On 
reading the final version, I really do think 
that we can.

Sara Farmer 
Chief Technology Officer 
Utopia Way

But with this new ability comes issues: 
how to work effectively with traditional 
and on-the-ground responders; how to 
build and use systems that are needed 
rather than simply possible; how to 
protect the privacy of vulnerable people; 
and how to keep the volunteers and 
their leaders safe from physical, virtual, 
or legal harm. I have struggled with each 
of these questions during my times with 
Crisis Camp London, CrisisCommons, 
the Standby Task Force, Open Crisis, 
Humanity Road, Geeks Without Bounds, 
and—in a slightly different field—during 
my stint as Chief Architect at United 
Nations Global Pulse. Progress has 
occurred in many of these areas. The 
crisis-mapping community has built links 
to response agencies and activation 
protocols for working with them. It has 
supported efforts like Random Hacks of 
Kindness and Geeks Without Bounds 
that are dedicated to building useful and 
usable technologies. Other groups, such 
as the Missing Persons Community of 
Interest, have worked hard on standards 
to protect people’s data in missing 



1010

Executive Summary

hazardous condition, begins to render 
assistance, or forms a special relation-
ship with survivors. Certain states have 
statutes that may mandate a response. 
Statutory protections are available for 
certain digital volunteers. Individual 
states provide varying degrees of im-
munity for digital volunteers who have 
established appropriate organizational 
structures. Because many digital vol-
unteers make interstate responses and 
choice-of-law doctrine is applied unpre-
dictably, the utility of state immunity laws 
may be limited.

A federal statute, the Volunteer 
Protection Act of 1997 (VPA), offers 
more predicable protection to a broader 
range of digital volunteers. Like its state 
counterparts, the VPA requires that 
digital volunteers adopt particular or-
ganizational structures to come within 
its protections and imposes limits on 
volunteer compensation, which can be 
inadvertently exceeded.

Contrary to the belief of many digital 
volunteers, so-called Good Samaritan 
laws offer little, if any, protection for 
digital volunteers. Good Samaritan 
laws typically require that the volunteer 

Major emergencies and crises can 
overwhelm local resources. In the 
last several years, self-organized 
digital volunteers have begun le-
veraging the power of social media 
and “crowd mapping” for collabor-
ative crisis responses. Rather than 
mobilizing a physical response, 
these digital volunteer groups have 
responded virtually by creating 
software applications, monitoring 
social networks, aggregating data, 
and creating “crowdsourced” maps 
to assist both survivors and the 
formal response community.

These virtual responses can subject digi-
tal volunteers to tort liability. Digital vol-
unteers are at risk if they fail to use rea-
sonable care in making their responses. 
Problems could arise from disseminating 
false information, developing software in 
a sloppy manner, failing to act in a matter 
commensurate with similarly situated 
professionals, or failing to properly vet 
and supervise volunteers.

Digital volunteers may also be subject to 
liability if they fail to act when they have 
a duty to do so. Such a “duty to rescue” 
can arise if a digital volunteer creates a 
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rescuer be responding, in person, to 
a medical emergency that he or she 
came upon by happenstance. The 
digital volunteer model does not satisfy 
these requirements. 

In addition to statutes that limit or 
eliminate liability, there are several other 
strategies that digital volunteers can 
use to mitigate their risk. Groups should 
engage in a high-level risk assessment 
to determine where they are most at 
risk for liability and install appropri-
ate protections. The development and 
enforcement of operational policies can 
help to mandate reasonable behavior 
and create an industry practice across 
groups. Digital volunteers should also 

organize nonprofit corporations to avail 
themselves of statutory protections and to 
reduce vicarious liability among individual 
volunteers. Insurance may be available to 
digital volunteers for certain types of li-
ability. Groups can also utilize disclaimers 
and contracts of adhesion to discourage 
reliance or limit liability. Finally, groups 
should seek professional legal counsel.

The report concludes that evaluating the 
precise contours of potential liability for 
digital volunteers can be difficult because 
of the novelty of issues and the lack of 
court guidance.  Deliberate planning and 
organization can mitigate many of the po-
tential liabilities, allowing digital volunteers 
to proceed with confidence. 
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single-purpose organizations focused 
on a specific event in a local area, but 
the majority respond globally to a variety 
of events.5 They are “activated” by 
requests from the general public, formal 
response organizations, and members 
of the groups themselves.6 The length of 
response varies from hours to weeks.
 
These virtual responses pose liability 
questions that the courts have yet to 
address. Some digital volunteers and 
emergency managers are trying to 
understand the risks that these virtual 
responses present and to develop strat-
egies that will reduce liability.7

This report attempts to address these 
concerns by evaluating the tort liabilities 
that digital volunteers face and propos-
ing strategies to combat those risks. 
The report’s scope is limited to digital 
volunteers subject to the jurisdiction of 
state and federal courts in the United 
States applying state and federal 
law. This could include U.S. citizens 
responding to crises both inside and 
outside of the United States and to 
foreign nationals responding to crises 
inside the United States. Although this 
report does not address foreign law, 

Introduction

Major emergencies and crises can 
overwhelm local resources. This 
problem is traditionally addressed 
with support from state and federal 
governments, nongovernmental 
organizations (NGOs), and the 
private sector. Notwithstanding 
this support, addressing the acute 
needs of people in disaster zones 
is often a challenge for non-local 
responders, as it may take days or 
weeks to organize and travel to the 
disaster site.

In the last several years, self-organized 
digital volunteers have begun lever-
aging the power of social media and 
“crowdmapping”1 for collaborative crisis 
response.2 Rather than mobilizing a 
physical response, these digital volun-
teer groups have responded virtually by 
creating software applications, monitor-
ing social networks, aggregating data, 
and creating “crowdsourced”3 maps 
to assist both survivors and the formal 
response community.4

Digital volunteer groups have responded 
to every variety of crisis, including 
earthquakes, floods, civil uprisings, and 
snowstorms. Some of these groups are 
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digital volunteers should consider the 
possibility that they may be subject to 
foreign law and/or to the jurisdiction of 
courts in other countries. They should 
also consider the possibility that U.S. 
courts may apply foreign law pursuant to 
choice-of-law doctrines. 

This report does not attempt to address 
potential liabilities arising from intellectual 
property infringement, invasion of privacy, 
or disclosure of confidential information. 
The application of these issues to digital 
volunteers is an appropriate subject for 
additional research.
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recovery efforts. Although this work is per-
formed virtually from wherever a particular 
volunteer is physically located, it is often 
labor-intensive, requiring volunteers to 
“cut and paste” information from one data 
source to another. 

Software Development

Digital volunteers develop software ap-
plications or modify existing open-source 
software to perform various response 
tasks, including “crisis mapping,”10 lan-
guage translation, and data aggregation. 
The best known software tools are those 
that facilitate crowdsourced mapping of 
disaster areas.11

Unlike commercial software developers, 
digital volunteers create and modify open-
source software. Open-source licenses 
permit anyone to access and modify the 
structure and functionality of an applica-
tion. Software developed by digital volun-
teers is often created by unrelated parties, 
each contributing his or her own tweak or 
innovation to the code.12 Even in the case 
of open-source software distributed by 
a centralized organization, there may be 
many different versions in use as various 
volunteers make modifications.13

Digital Volunteers: 
What Do They Do?

Digital volunteers engage in a wide 
variety of activities. In the event of 
a lawsuit, liability will turn on a de-
tailed factual inquiry into the exact 
activities of particular defendants. 
To explore the types of potential 
liability that may arise from particu-
lar types of activity, it is helpful to 
divide these activities into several 
categories: data aggregation, soft-
ware development, crisis mapping, 
data verification, and communica-
tion with affected parties. Some 
groups engage in only a single cat-
egory of activity, but most engage 
in elements of each. 

Data Aggregation

Digital volunteer groups aggregate data 
from a variety of unconnected publicly 
available information sources, including 
traditional media outlets, social media 
feeds such as Twitter and Facebook, 
short message service (SMS) messages, 
and data from online missing persons 
registries.9 They collect, translate, ag-
gregate, and provide this information 
to the public and formal responders to 
increase situational awareness of chang-
ing conditions and to facilitate rescue and 

1
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In addition to traditional media 
outlets, volunteers rely on 
nontraditional resources, such 
as trusted individuals with 
handheld global positioning 
system (GPS) units,satellite 
imagery, and SMS messages and 
Tweets from unknown sources. 

Crisis Mapping 

Digital volunteers use open-source and 
proprietary software to develop crowd-
sourced maps that the public or formal 
responders can use to facilitate rescue 
and recovery. In addition to creating ac-
curate base maps with information on the 
location of roads,14 crisis maps include 
the location of both life-safety threats15 
and resources.16 

Crisis mapping volunteers rely on a vari-
ety of sources to produce crowdsourced 
maps. In addition to traditional media 
outlets,17 volunteers rely on nontraditional 
resources, such as  trusted individu-
als with handheld global positioning 
system (GPS) units,18 satellite imagery,19 
and SMS messages and Tweets20 from 
unknown sources. These data are plotted 
on a preexisting map or used to create 
the map itself. As with data aggregation, 
volunteers often map “manually” by taking 
each piece of sourced data and plotting 
it on the digital map.21 

Data Verification

Crisis mapping volunteers sometimes 
attempt to verify the integrity of the 

incoming data by using one or more 
techniques. These techniques fall into 
two categories—passive verification and 
active verification.

Passive verification involves evaluating 
sourced, publicly generated data to 
determine the accuracy of the informa-
tion. For example, requiring multiple 
independent reports of life-safety 
threats before posting that information 
on a crowdsourced map is a passive 
verification technique. Another is com-
piling lists of prescreened local sources 
with a history of legitimacy and accu-
racy, such as traditional news outlets, 
local contacts, and digital volunteers.22 
Passive verification does not involve 
contacting the original data provider 
or directing third parties to go to the 
incident location. Although volunteers 
try to obtain additional data to verify 
a particular piece of information, the 
techniques rely on passive observa-
tion.23 Some volunteers use sophisti-
cated data-mining and analytical tools 
to develop and verify information.24

Active verification techniques involve 
communication between a volunteer 
and a data source. Typically, this means 
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contacting the data source to evaluate 
its credibility25 or attempting to direct 
sources into a position where they can 
confirm or deny a report.26 For example, 
directing local sources to observe a life-
safety threat and report back with a digital 
image is an active verification technique. 

Some digital volunteer groups use no 
verification techniques whatsoever. They 
aggregate, map, or transmit any data 
they receive without curation. Non-
curating groups rely on the sheer volume 
of data to infer the truth. These groups 
take the position that false data will be 
minimized both by the high volume of 
correct data and the self-policing of the 
crowd. During a large disaster, small 
digital volunteer groups often do not 
have sufficient staffing to employ either 
active or passive verification techniques 
in a timely way. 

Communication with Affected 
Parties

Some digital volunteers actively com-
municate with disaster survivors and 
data sources for more than just data 
verification. They provide survivors with 
situational information and respond to 
requests for aid by directing professional 
responders and offering helpful informa-
tion.27 These groups provide assistance 
to survivors as a class, rather than pro-
viding individualized advice.28 

Other digital volunteer groups take a dif-
ferent approach. Citing their lack of train-
ing to operate in such a role, the prime 
directive of these groups is to “not inter-
act with disaster-affected populations.”29 
Instead, they focus on supporting the 
needs of the formal response community 
and humanitarian organizations.
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 Digital volunteers typically do 
not need to travel to a disas-
ter area to render aid. Instead, 
most “respond” virtually using 
personal computers and mobile 
devices connected to the Internet. 
Although group leaders often have 
technical or humanitarian experi-
ence, most digital volunteers have 
little specialized training  
or expertise.

Like other grassroots movements, digi-
tal volunteer groups grew in an ad hoc 
fashion, often in response to an isolated 
incident. Reinforced by the positive 
results that their work achieved, they 
have tended to become less transient 
and more organized. 

Organizational Models

Groups fall into four categories, each 
of which has a unique impact on the 
potential liability of individual mem-
bers: exchange model, partnership 
model, traditional model, and inte-
grated model.

Exchange Model

Digital volunteer groups operating 
through an exchange model maintain 
their grassroots origins and have mini-
mal or nonexistent centralized manage-
ment, few or no assets or funds, and 
no physical location. These “groups” 
are composed of dispersed individuals 
who collaborate in virtual forums or at 
conferences. The virtual forums also 
often serve as a repository of user-
generated information, procedures, 
workflows, and the collective knowl-
edge of the members.

It is unlikely that exchange model 
groups are cohesive enough to have 
any legal existence or significance be-
yond the individual members. Exchange 
model members should expect to be 
held liable for their own actions or 
inactions, but without a more direct 
connection to other members, they 
are unlikely to be held accountable for 
the conduct of other members in their 
group. In other words, membership in 
an exchange model group is unlikely to 
either increase or mitigate liability for 
individual volunteers. 

Organizational Structure 
And Its Significance 2
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Partnership Model

More centrally organized than exchange 
model groups, partnership model digital 
volunteer groups often have an inner 
circle of regular members who refer to 
themselves as a “board of directors,” 
“board of advisors,” “board of consul-
tants,” “management team,” or “core 
team.” These groups have not formed 
nonprofit corporations, but the inner-
circle members collectively develop 
protocols and procedures for use by 
other volunteers and share responsibility 
for successes. 

Additional volunteers join the core 
group during disaster events. During a 
response, the governing members assert 
varying degrees of control over the event 
volunteers, either mandating the use of 
standardized operating procedures or by 
generally directing their activities.

The partnership model has serious 
negative implications for individual 
members. The law treats these groups 
as “unincorporated associations,” that 
is, groups of individuals who have 
voluntarily agreed to join together for 
a common purpose and do not have a 
corporate charter.30 An unincorporated 
association is similar to a business 
partnership formed for purposes other 
than making a profit. An agreement to 
join together for a common purpose 
determines the existence of such an 
association.31 Such an agreement need 
not be in writing; courts can find an 
implied agreement from the conduct of 
the members.32 Because no writing or 
particular set of procedures is neces-
sary, individuals are often unaware that 
they have formed an association or that 

there are significant legal consequences 
associated with that designation.

 State laws vary widely on their treat-
ment of unincorporated associations. 
Some states treat members as each 
other’s agents for liability purposes.33 In 
those states, if a member injures a third 
party through conduct encouraged or 
ratified by the association, each member 
will be liable to the third party to the full 
extent of the innocent member’s assets. 
This could include personal possessions 
and real estate.34 For example, if a mem-
ber of a partnership model group that 
conducts crowd mapping negligently 
injures a disaster survivor by posting 
obviously false information on the map, 
each member of the group would be li-
able for the full cost of the injury that the 
other member caused. This is true even 
if the innocent member had no knowl-
edge of the injury-causing member’s 
negligent conduct and no opportunity to 
prevent it.

Other states treat unincorporated 
nonprofit associations more favorably, 
limiting liability for those uninvolved in 
the tortious conduct. Several states have 
adopted the Uniform Unincorporated 
Non-Profit Association Act (UUNPAA). 
35 This act expressly limits imposition 
of tort and contractual liability on group 
members arising solely from the actions 
of other group members, thus provid-
ing some of the protections associated 
with a nonprofit corporation without the 
expense, formality, or procedures.36 

From a liability perspective, the partner-
ship model is inappropriate for digital vol-
unteer groups. It unnecessarily exposes 
members to unlimited liability for the 



Responding To LiabiLiTy: evaLuaTing and Reducing ToRT LiabiLiTy foR digiTaL voLunTeeRs

21

actions of other members, and the ac-
tivities of digital volunteers can be high 
risk.37 Even worse, members of partner-
ship model organizations may not realize 
that their participation has the potential 
to expose them to such liability. 

Other states treat unincorporated 
nonprofit associations more favorably, 
limiting liability for those uninvolved in 
the tortious conduct. Several states have 
adopted the Uniform Unincorporated 
Non-Profit Association Act (UUNPAA). 
35 This act expressly limits imposition 
of tort and contractual liability on group 
members arising solely from the actions 
of other group members, thus provid-
ing some of the protections associated 
with a nonprofit corporation without the 
expense, formality, or procedures.36 

Traditional Model

Digital volunteer groups in a traditional 
model have formally organized nonprofit 
corporations within a particular state 
and obtained nonprofit status with the 
Internal Revenue Service and state tax-
ing authorities. These groups maintain 
a structure similar to that of traditional 
nonprofit organizations with a board of 
directors and officers. The law recog-
nizes a traditional model group as exist-
ing separately from any of its members.38 
It can sue and be sued, own separate 
assets, and enter into contracts in its 
own name.

From a liability perspective, this separate 
existence offers the most protection 
for individual members. If a nonprofit 
corporation negligently injures a third 
party, the injured person may recover 
only against the assets of the nonprofit, 

not against the personal assets of any 
of its members.39 Similarly, members of 
nonprofit corporations are not liable for 
the actions of other members.

Although a member may still be sued 
individually for his or her own conduct, 
the existence of a nonprofit provides 
practical cover for such suits, particularly 
if the nonprofit is sufficiently capitalized 
and maintains insurance. Injured plaintiffs 
are more likely to sue an insured and well 
capitalized nonprofit corporation than an 
individual volunteer.

The federal government and some 
states limit or eliminate liability for the 
volunteers of certain nonprofit corpo-
rations engaged in particular kinds of 
conduct.40 Volunteers operating without 
an organized nonprofit cannot avail 
themselves of these protections. 

Although the traditional model offers the 
most protection for digital volunteers, 
many groups do not utilize it. This lack 
of adoption is likely attributable to the 
transitional nature of the groups, the 
procedural and technical requirements 
for governance and organization, the dis-
persed and transient nature of members, 
a desire to remain agile and flexible, and 
a general lack of awareness of liability. 
There are also costs associated with the 
formation and maintenance of nonprofit 
corporations that many groups are un-
able to bear. 

Integrated Model

Most digital volunteer groups spawned 
from gatherings of like-minded people 
eager to bring their talents to humani-
tarian crises. Digital volunteer groups 
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Digital volunteer groups have 
certain responsibilities and 
obligations with regard to their 
volunteers. Indeed, digital volunteer 
groups and their members may 
be exposed to liability for the 
actions of group members. 

typically operate outside of the formal 
response model, making it unclear as to 
how the volunteers should interface with 
the formal response community. There 
is ongoing debate about how emer-
gency managers can best utilize digital 
volunteers and how digital volunteers 
can organize themselves to add value to 
a response.41

In contrast to the grassroots develop-
ment of most groups, some groups 
have been created by emergency man-
agers attempting to develop teams of 
virtual responders.42 These integrated 
model groups are necessarily incorpo-
rated into the formal response struc-
ture from the outset. This top-down 
structure has a clear leader and a clear 
audience—the emergency manager—for 
the data it provides.

Depending on state law and the level of 
organization, digital volunteers operating 
in the integrated model may be treated 
in different ways. In some instances, 
state law treats certain volunteers as 
state or municipal employees for liability 
purposes, allowing them to avail them-
selves of whatever protections the state 
provides for its own employees.43 On 

the other hand, where integrated model 
groups have not availed themselves of 
the formalized volunteer intake process 
or when no such laws exist, integrated 
model groups can have the status of ex-
change, partnership, or traditional model 
groups. Absent state laws allowing for 
the incorporation of volunteers, inte-
grated model status is liability-neutral, 
and it is necessary to evaluate which 
other category the group fits. 

Legal Significance of 
Organization

Digital volunteer groups have certain 
responsibilities and obligations with 
regard to their volunteers. Indeed, digital 
volunteer groups and their members may 
be exposed to liability for the actions of 
group members. 

Depending on how a digital volunteer 
group is organized, individual volunteers 
associated with the group or respond-
ing to a crisis with the group may be 
considered “agents” of the group or its 
members. “Agency” is a legal status that 
describes the authority of one person to 
act on behalf of another and determines 
the way in which liability should be ap-
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portioned among them. The existence of 
an “agency relationship” is significant, 
because liability for the actions of an 
agent attaches to his or her “principal,” 
the individual or group for which the 
agent is acting, in certain circumstances. 

Agents can impose significant liability 
on their principals. Principals are liable 
for the actions of their agents under 
the doctrine of respondeat superior, 
meaning “let the master respond.” 
This doctrine imposes liability on the 
principal for the conduct of the agent 
if the agent was acting in the course 
and scope of his or her duty. Liability 
may exist regardless of whether the 
principal knew that the specific con-
duct was occurring.

There are several ways to create an 
agency relationship: agreement, estop-
pel, and operation of law.44 An agency 
relationship can be created by either 
an express or an implied agreement 
between the individual volunteer and 
the group.45 The agreement need not be 
written or even discussed, because an 
agreement can be implied by conduct. 
For example, if a member of a digital vol-
unteer group speaks at events or applies 
for grants on behalf of the group and the 
group accepts the benefit, the volunteer 
and the group have an agency relation-
ship by implied agreement. 

Agency relationships can also be 
created by estoppel. Derived from 
the French word meaning “to stop,” 46 
estoppel is a flexible legal concept that 
prohibits a person from taking advan-
tage of a situation that he or she cre-
ated.47 As applied in an agency context, 
an organization (i.e., the principal) may 

not deny that a person is its agent if the 
conduct of the organization leads a third 
party to reasonably believe agency ex-
ists.48 For example, if a digital volunteer 
group posts a list of its members on its 
site during a response and one of those 
members acts negligently and causes 
injury to disaster survivors during a 
response, a court may find an agency 
relationship exists by estoppel—even if 
there is an express written agreement 
between the group and the volunteer 
that no such agency exists. A court may 
hold the principal liable for the actions 
of the volunteer. A court is more likely to 
find such a relationship if the individual 
volunteer is unable to fully compensate 
the survivor for his or her injuries.

Finally, agency relationships are some-
times created by operation of law.49 
Members of a partnership are deemed 
to be agents of one another. Similarly, 
members of an unincorporated nonprofit 
organization, like those in partnership 
model groups, are each other’s agents 
for liability purposes.

The existence of an agency relationship 
depends largely on which organizational 
structure a group adopts. Exchange 
model organizations, for example, are not 
cohesive enough to have an independent 
legal existence separate from that of their 
members. This loose structure makes it 
unlikely that an agency relationship arises 
simply from being a member of such a 
group. The law presumes that members 
of unincorporated nonprofit associa-
tions are each other’s agents for liability 
purposes. In partnership model groups, 
therefore, members may be liable for the 
actions of any other member acting in 
the scope of his or her duties. In tradi-
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tional model groups, the law presumes 
that members of nonprofit corporations 
are the agents of the nonprofit but not of 
other members. Traditional model groups 
should expect to answer for the negli-
gent actions of their members. 

A principal is generally liable only for 
acts that an agent commits in the scope 
of his or her responsibilities. Courts 
examine a variety of factors to determine 
whether a particular act occurred in the 
scope of the agent’s responsibilities: (1) 
whether the act was authorized by the 
principal; (2) the time, place, and pur-
pose of the act; (3) whether the act was 
one commonly performed by agents on 
behalf of their principal; (4) the extent 
to which the principal’s interests were 
advanced as a result; (5) the extent to 
which the private interests of the agent 
were involved; (6) whether the principal 
furnished the means or instrumental-

ity by which the injury was inflicted; 
(7) whether the principal had reason 
to know that the agent would perform 
the act in question and whether the 
agent had ever done it before; and (8) 
whether the act involved the commis-
sion of a crime.50

Assume a partnership model group has 
a core group of volunteers who have 
responded to a variety of disasters. Each 
member participates in the day-to-day 
operation of the response. On a par-
ticular disaster response, one volunteer 
communicates with a disaster survivor 
without the other members’ knowledge 
and gives the survivor bad advice, which 
results in serious injury. Since the law 
implies agency between members of a 
partnership group, each member stands 
as the principal of the others. The negli-
gent member who caused the injury was 
likely acting in the scope of his or her 
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Regardless of whether an agency rela-
tionship exists, individual digital volun-
teers cannot eliminate or reduce liability 
for their own actions or inactions simply 
by being a member of a digital volunteer 
group.51 To the extent that he or she 
negligently causes injury, an individual 
volunteer is liable to the full extent of his 
or her personal assets, including home, 
bank accounts, and car.52

duties and advancing the group’s mis-
sion when the injury occurred; therefore, 
each member of the group can be held 
liable to the injured survivor to the full ex-
tent of each member’s personal assets. 
This is true even if the group has a policy 
against communicating directly with sur-
vivors, as the act was committed during 
the course of a group response and the 
group created the opportunity.



2626



27

To understand the potential liabil-
ity for digital volunteers, one must 
understand in which courts volun-
teers can be sued and which law 
a court will apply. These concepts 
are referred to as jurisdiction and 
choice of law, respectively. Both of 
these concepts are hyper-legal and 
applied inconsistently. Moreover, 
jurisdiction and choice-of-law doc-
trines are areas where the law has 
struggled to take into account new 
technology, thereby compounding 
uncertainty for digital volunteer 
groups. As a result, digital volun-
teers may be haled into court in 
unexpected places and be subject 
to unexpected law.

Jurisdiction for Digital 
Volunteers

Jurisdiction refers to a court’s power 
to resolve certain classes of disputes 
between people of various states and 
national citizenships. Although this is a 
complex and technical area of the law, 
it is important for digital volunteers to 
have a basic understanding of jurisdic-
tion so that they may conduct activities 

in such a way as to reduce the number 
of courts where they may be sued. The 
fewer courts with jurisdiction, the more 
difficult it is for potential plaintiffs to as-
sert their claims. 

In order to have jurisdiction, a court must 
have both subject-matter jurisdiction 
and personal jurisdiction. Subject-matter 
jurisdiction, as its name suggests, is a 
court’s power to hear disputes of a par-
ticular type. Personal jurisdiction refers to 
a court’s power over the people or things 
in a dispute. 

State courts always have subject-matter 
jurisdiction over tort law claims. In some 
instances, federal courts may also 
have subject-matter jurisdiction. Since 
subject-matter jurisdiction is largely a 
given, this section will focus on how 
courts exercise personal jurisdiction.

Personal Jurisdiction Basics

Traditionally, a person53 becomes subject 
to the jurisdiction of a particular court 
when he or she is physically present in 
the state where the court sits.54 Although 
this remains a viable way for a court to 
exercise jurisdiction, the Supreme Court 

Jurisdiction And 
Choice-Of-Law Issues 3
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has expanded the concept of personal 
jurisdiction. Modern rules allow a court to 
exercise jurisdiction over a person even 
when he or she is not physically present 
in the state where the court sits and even 
if he or she has never visited the state.55 
This type of extraterritorial jurisdiction is 
most relevant to digital volunteer groups.

Courts engage in a two-part analysis to 
determine whether they have personal ju-
risdiction over parties that are not physi-
cally present in the state where the court 
sits. First, the court must ask whether the 
state legislature has authorized it to exert 
its power over the defendant through 
what is called a “long-arm statute.” 
Although long-arm statutes vary by state, 
they typically aim to define the type of 
conduct that would subject a defen-
dant to jurisdiction.56 They consistently 
allow courts of one state to exercise 
jurisdiction over out-of-state defendants 
who have caused injury to persons or 
property in the state where the court sits, 
even if the defendant has never visited 
the state. 

Second, if the court determines that the 
long-arm statute authorizes it to exercise 
jurisdiction, it must determine whether 
exercising jurisdiction is consistent with 
the procedural due process rights af-
forded to defendants by the Fourteenth 
Amendment of the Constitution. The 
Fourteenth Amendment protects a 
defendant from being subject to the 
jurisdiction of a court when the defen-
dant cannot reasonably expect to be 
sued there.57

To determine whether the exercise of ju-
risdiction complies with the Fourteenth 
Amendment requirements, courts 

engage in a three-part analysis. First, 
“there [must] be some act by which the 
defendant purposefully avails itself of 
the privilege of conducting activities 
with the forum state.”58 This includes a 
defendant’s intent to cause a particular 
result within a state, even if the de-
fendant has no direct contact with the 
state.59 Second, there must be a rela-
tionship between a defendant’s contact 
with the state and the injury caused. 
The “tighter” the relationship, the fewer 
contacts are needed to establish juris-
diction. Third, the exercise of jurisdic-
tion must not “offend traditional notions 
of fair play and substantial justice.”60 In 
other words, jurisdiction must be rea-
sonable based on a number of factors, 
including the burden on the defendant, 
the state’s interest, and the plaintiff’s 
interest in a convenient forum. 

The first prong of this analysis—“whether 
the defendant purposefully established” 
contacts with the state—is the most 
important of the elements.61 Traditionally, 
the contacts that a person made 
with a state were easily ascertained. 
Recognized methods of establish-
ing contact included buying or selling 
goods, living there, hiring employees, 
injuring someone, entering into con-
tracts, and advertising or soliciting in the 
state. The Internet, however, challenges 
our understanding of what it means for a 
defendant to purposely establish direct 
contact with a state.

Some early cases held that a court could 
exercise jurisdiction over a defendant 
simply because the defendant main-
tained a Website that could be ac-
cessed within the state.62 Under such 
a formulation, the owner of a Website 
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The more interactivity, 
the more likely 
jurisdiction exists. 

would be subject to jurisdiction in every 
state where people had access to the 
site. Such an extreme understanding of 
virtual “contacts” has been largely sup-
planted by the Zippo analysis.63

Zippo Manufacturing Co. v. Zippo Dot 
Com, Inc.64 was the first case in which 
a court formulated an Internet-specific 
analysis of jurisdictional contacts. Zippo 
contemplates a spectral assessment of 
Internet contacts.65 At one end, there is 
the defendant who uses a Website to 
actively engage in business in a par-
ticular state. Such a defendant might 
repeatedly transmit files to that state, 
specifically directing marketing efforts 
to consumers in that state or contract-
ing with individuals located there using 
the Website.66 In this situation, a court 
clearly has jurisdiction. At the other 
end, a defendant who passively posts 
information on a Website with little 
interactivity is unlikely to be subject to 
jurisdiction.67 Between these extremes 
are interactive Websites that allow those 
visiting the site to exchange information 
with the site.68 The more interactivity, the 
more likely jurisdiction exists.  

The rules that determine whether a 
United States court has jurisdiction 
over an individual or an organization 
are the same regardless of whether the 
group is based in or is operating in the 
United States. For example, a group 
organized in Canada that intentionally 
directs volunteer activities to Michigan 
as part of a response may be subject 
to jurisdiction in Michigan because it 
likely has a constitutionally significant 
connection with Michigan. Similarly, a 
group organized in Pennsylvania that 
makes a response in Europe can be 
sued in Pennsylvania because it is 
present in the state. 

Presence, Virtual Contacts, and 
Jurisdiction over Digital Volunteers 

What kinds of activities would subject a 
digital volunteer group to the jurisdiction 
of courts in a particular state? Presence 
in a state is the simplest way for courts 
to obtain jurisdiction. Depending on 
which organizational model the digital 
volunteer group adopts—exchange, 
partnership, traditional, or integrated—
presence has different meanings.
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In partnership model groups, 
jurisdiction exists in every 
state where a member 
is physically present.

In the case of the exchange model, pres-
ence means the physical presence of a 
digital volunteer within a state. Since the 
exchange model does not have a legal 
significance, this would be the case even 
if a digital volunteer were not a member 
of an exchange model group. Similarly, 
a court’s jurisdiction over one exchange 
model member will not allow it to auto-
matically exercise its jurisdiction over 
other members. 

In partnership model groups, jurisdiction 
exists in every state where a member is 
physically present. Although not the case 
with exchange model groups, a court 
with jurisdiction over one member of a 
partnership model group may have juris-
diction over every member of the group. 
Thus, if a partnership model group has 
nine members in Pennsylvania and one 
member in North Dakota, a court in North 
Dakota may exercise jurisdiction over the 
nine Pennsylvania members also. 

A traditional model nonprofit corpora-
tion is present in the state where it is 
incorporated. The presence of members 
in other states does not constitute the 
presence of the nonprofit corporation 
there. If a traditional model group is 

incorporated in Pennsylvania and has 
members in North Dakota, the group is 
not present in North Dakota for jurisdic-
tional purposes. 

Even if a group is not present in a 
state, a court may exercise jurisdic-
tion if the group has minimum con-
tacts with a state and those contacts 
satisfy the constitutional requirements 
discussed previously. As of May 2012, 
no court has evaluated the type of 
contacts or the level of contacts that 
a digital volunteer group must have 
with a state before the group can be 
subject to jurisdiction in that state. 
Notwithstanding this lack of precedent, 
the Zippo interactivity spectrum is a 
helpful analytical tool. 

Groups that do not allow citizens of 
a particular state to interact directly 
with them are unlikely to be subject to 
jurisdiction in that state. For example, a 
group that monitors Twitter feeds and 
missing persons’ registries from a disas-
ter area in another state, aggregates the 
data, and publishes the information on 
the Internet for public consumption is 
not likely to be subject to jurisdiction in 
the state where the disaster occurred. It 
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would be as if the group were standing 
just across the border from the affected 
state, listening to what was happening 
on a radio, and publishing its findings 
on the Internet. Even if the group was 
aware that the information was being 
used in the disaster affected state, the 
group has not purposely directed any-
thing into the state. The data are openly 
available to anyone on the Internet, and 
there is no interactivity with survivors in 
the state. In such a case, the group has 
little jurisdictionally significant contact 
with the state. 

At the other extreme, groups that allow 
a high level of interactivity with people in 
the affected state will likely be subject 
to jurisdiction in that state if members’ 
actions cause injury there. If members 
of a digital volunteer group located in 
Pennsylvania were engaging in two-way 
communication with disaster survivors in 
Kansas and their advice caused injury in 
Kansas, the group would almost cer-
tainly be subject to the jurisdiction of the 
Kansas state courts.  

Between these extremes, a court would 
face the challenge of assessing the 
level of interactivity between group 
members and survivors. Activities such 
as advertising the existence of a group 
to disaster survivors, offering software 
tools to people, allowing survivors to 
modify information on the site, or provid-
ing information tailored to survivors or 
responders in a particular state increase 
the probability that a group would be 
subject to the jurisdiction of a court in 
that state. 

Choice of Law for Digital 
Volunteers

 A court determines which law to apply 
to a dispute, whether it be that of the 
state where the court sits or that of 
another state or country, in a choice-
of-law analysis.69 Since there is little 
uniformity in choice-of-law doctrines 
across states,70 scholars routinely refer 
to it as a legal “mess.”71 Courts have 
adopted five “systems,” all of which 
are inconsistently applied, to resolve 
choice-of-law questions.72

Although discussion of these systems is 
beyond the scope of this article, digital 
volunteer groups should appreciate that 
they may be subject to the laws of an-
other state or country. Which law a court 
applies can determine the outcome of a 
case. For example, a court might choose 
to apply the law of a state that statutorily 
eliminates liability for volunteers rather 
than the law of a different state without 
such protections.

Unfortunately, groups can do little or 
nothing to predictably control which 
law will apply. Even the terms of use 
or contracts of adhesion that attempt 
to specify which law applies are not 
consistently enforceable. At a minimum, 
groups should recognize that they may 
be subject to the law of the place where 
the injury occurred, where the digital 
volunteer group operates, and where the 
potential plaintiff resides. 
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In its simplest form, a tort 
is a civil wrong. A person or group 
commits a tort when the actions or 
inactions of that person or group 
unfairly cause injury to another. 
In such cases, the law provides 
a remedy for the injured person, 
most commonly in the form of a 
monetary award. 

Most civil lawsuits involve unintentional, 
negligence-based claims rather than 
intentional torts where the defendant 
intended to cause an injury. Benevolent 
intent is no defense to liability if an 
organization acts negligently. Indeed, 
formal responders may also be liable on 
negligence-based theories. 

Negligence claims arise in a variety of 
contexts, but they share the same core 
elements. To assert a claim for negli-
gence, an injured party must prove that 
(1) the defendant owed the plaintiff a 
legal duty of care; (2) the defendant 
breached that duty; and (3) the breach 
caused the injury.73 

Duty of Digital Volunteers

Generally, everyone has a legal duty to 
act as a “reasonable person” would act 
in order to avoid injury to others.74 In 
the United States, this has become a 
common-sense proposition. If a person 
who is speeding and weaving between 
cars on the highway causes an accident, 
society agrees that the injured person 
should recover for that injury even if the 
defendant did not intend to cause injury. 
When evaluating how a reasonable 
person would act, the law compares 
a defendant’s conduct with societal 
norms. The existence and scope of a 
duty are matters of law for a judge, not a 
jury, to determine.

Although there are no hard and fast 
rules that define reasonable behav-
ior, many courts employ an economic 
analysis to identify reasonable conduct. 
Under such an analysis, there is a direct 
relationship between the magnitude of 
the potential harm and the probability 
that it will occur on the one hand, and 
the burden of taking precautions against 
the harm on the other. The higher the 
potential for major harm, the more 

Tort Liability For 
Digital Volunteers 4
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Compliance with industry 
standards does not 
automatically absolve  
a person of negligence. 
Rather, “[c]ustomary 
practice is not ordinary 
care; it is but evidence 
of ordinary care.”

precautions a reasonable person would 
take to prevent the harm. When the 
magnitude of the harm, amplified by the 
probability that it will occur, exceeds the 
burden of taking precautions to prevent 
the harm, then the defendant has not 
acted reasonably. 

Under some circumstances, the law 
imposes a higher duty. Individuals with 
special skills or knowledge owe a duty 
to act as a reasonable person with the 
same skills or knowledge would act.75 
This proposition also aligns with com-
mon sense. In determining whether a 
surgeon was negligent, the surgeon’s 
conduct should be compared with that 
of other similarly skilled physicians 
and not to that of laypeople. A person 
need not be a member of a profession 
or have any particular certification, but 
can be subject to a higher duty simply 
because of particular experience or 
training in an area.

Courts also look to industry standards 
to determine the appropriate duty in 
a particular situation. A defendant’s 
failure to conform to industry standards 
suggests negligence.76 If 90 percent of 
the companies that make aeronautical 

navigation charts use a new technique 
for accurately identifying the location 
of broadcasting towers, a court is likely 
to find that a company that did not use 
the new technique and misidentified 
the location of a tower did not act as a 
reasonable person would. 

Compliance with industry standards 
does not automatically absolve a  
person of negligence. Rather,  
“[c]ustomary practice is not ordinary 
care; it is but evidence of ordinary 
care.”77 Courts perform an indepen-
dent analysis of the reasonableness of 
the industry standard. If the standard 
is found to be unreasonable, a de-
fendant may not avoid liability simply 
because the defendant’s action was 
in compliance with that standard. In 
a well-known case, a tugboat com-
pany was held liable for losing barges 
towed by one of its tugboats because 
the tugboat was not equipped with a 
weather radio.78 The tugboat company 
presented evidence that weather radios 
were not widely used in the industry at 
the time and argued that its failure to 
use one was not a breach of its duty of 
reasonable care.79 The court rejected 
this argument, stating that “[c]ourts 
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must in the end say what is required; 
there are precautions so imperative that 
even their universal disregard will not 
excuse their omission.”80

The outcome of negligence cases 
often turns on which duty a court 
applies. The higher the duty, the more 
likely it is that a defendant failed to 
live up to that duty. In the context of 
digital volunteer groups, however, it is 
not clear what duty they owe and to 
whom they owe it. There are no court 
decisions addressing the issue to 
provide guidance, so it is necessary to 
extrapolate from existing law. 

To Whom Do Digital 
Volunteers Owe a Duty?

As a starting point, digital volunteers 
owe a duty to anyone who could 
foreseeably use the information that 
they deliver. It can be difficult to de-
termine whether a particular person is 
a foreseeable user of information, as 
many digital volunteer groups make 
their information publicly available to 
anyone with an Internet connection. 
Nevertheless, this foreseeability limita-
tion does eliminate some plaintiffs. 
For example, the foreseeable users of 
information provided by a group that 
is mapping a hurricane might include 
formal responders, survivors, and the 
families of survivors. The group would 
owe a duty to each of these classes of 
potential users, even if only minimal. On 
the other hand, researchers may not be 
foreseeable users of the information, 
and the group would owe them no  
duty at all.

How Does a Digital Volunteer 
Act Reasonably?

Digital volunteers must act as a rea-
sonable person would act in like 
circumstances. They should apply the 
magnitude/probability of harm versus 
the burden of prevention approach 
described earlier. Assume heavy rains 
and flooding have forced people from 
their homes and concentrated them in a 
storm shelter. A digital volunteer group 
is collecting information from Twitter and 
SMS and plotting the information on a 
crisis map. The group receives an SMS 
message that a levy has ruptured near 
the shelter and the shelter will soon be 
flooded. Throughout that day, the group 
has received similar false reports submit-
ted as pranks. Posting this information on 
the map will likely cause a stampede or 
riot at the shelter. 

Before publishing the report of the 
ruptured levy, the digital volunteer group 
must weigh the burden of taking precau-
tions against the probability and mag-
nitude of the potential harm. Although 
the probability that there has been a 
rupture in the levy is low (because of the 
volume of phony reports), the potential 
magnitude of injury is high and could be 
compounded by the delay associated 
with extra precautions. A group might 
be able to discharge its duty by aggres-
sively attempting to verify the information 
before posting it to the map, reporting 
the information to professional respond-
ers rather than directly to the public, or 
posting the information with a conspicu-
ous disclaimer indicating that the report 
is unverified. On the other hand, a report 
of a lost pet would not require such pre-



Commons Lab  |  PoLiCY series  |  VoL 1

36

cautions, because less harm could occur 
from posting a false report.

Even without a professional certification 
or full-time employment, digital volun-
teers with particular knowledge or skill 
could be held to a higher standard. For 
example, a court may find that a profes-
sional emergency manager serving as a 
digital volunteer has a duty to act as a 
reasonable emergency manager would 
act under like circumstances.81 Similarly, 
geographic information systems (GIS) 
professionals or social media experts 
engaged in crisis mapping could be held 
to the standard of other GIS profes-
sionals or experts rather than that of a 
first-time volunteer. 

Courts may also look to industry stan-
dards to determine what the appropriate 
level of care is for digital volunteers. If it 
becomes clear that mapping groups are 
using a particular verification technique 
to confirm the existence of life-safety 
threats, an outlier group that refuses to 
use the technique may have breached 
its duty of care. Because digital volun-
teer activities are new, ever changing, 
and diverse, it is difficult to identify what 
the “industry” standard is for digital 
volunteers. As groups become more 
established and formal, the industry will 
become more defined. 

Not all digital volunteer activities 
are entirely novel. Even without the 
benefit of case law specific to digital 
volunteers, courts have addressed the 
liabilities associated with some group 
activities, albeit in more commonplace 
contexts. These lessons are applicable 
to digital volunteers.

Negligent Design and 
Production of Software 

An increasing number of cases deal 
with the negligent design or produc-
tion of software. This liability exists for 
digital volunteers also. Injuries caused 
by negligently designed software range 
from poor function to the release of 
sensitive data to serious personal injury. 
In a dramatic case involving a radiation 
machine used for treating cancer, a soft-
ware design problem resulted in deadly 
radiation burns to a patient.82

Digital volunteers must take extra care 
when designing and producing soft-
ware if the software has a high poten-
tial of doing serious harm. Assume a 
group of digital volunteers developed a 
software tool that aggregated data from 
a variety of sources. They are aware 
that professional rescuers and fam-
ily members of survivors are using the 
aggregated list to locate and rescue 
survivors. Because serious injury could 
result from an inaccurate list, the group 
has a duty to take extra precautions 
in the design and development of the 
software tool. These precautions might 
include delaying the release of the soft-
ware product until a thorough debug-
ging process can occur and standard-
izing quality control procedures.

There are also a number of cases in 
which plaintiffs have asserted claims 
against software companies for negli-
gent design or production of software 
that allowed hackers or other cybercrim-
inals to access confidential information. 
Although these cases have generally not 
been very successful because it can be 
difficult to establish a causal relation-
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ship between the breach of duty and 
the damage,  their frequency suggests a 
growing trend.83 For example, a group’s 
assistance to a government agency 
mapping critical infrastructure may cre-
ate a duty for the digital volunteers to 
design or modify the mapping software 
to make it difficult for unauthorized indi-
viduals to access the map. If the group 
fails to take adequate precautions and 
terrorists use the information to attack 
the infrastructure, the group could be 
liable for the breach.  

Industry practice may set a level of duty 
that is higher than digital volunteers 
expect. There are procedures for qual-
ity control within the larger software 
industry. Courts may look to those 
quality control procedures to evaluate 
whether digital volunteers have lived up 
to their duty. 

Duty to Rescue

As a general proposition, the law does 
not obligate a person to come to the 
aid of another person, even if the as-
sistance could be rendered with little 
or no risk to the rescuer.84 The law 
colorfully describes this concept: 
The result of the rule has been a series 
of older decisions to the effect that one 
human being, seeing a fellow man in dire 
peril, is under no legal obligation to aid 
him, but may sit on the dock, smoke his 
cigar, and watch the other drown.85

The justification for this harsh rule is that 
it reflects a strong preference for indi-
vidual rights and the law’s unwillingness 
to conscript people into acting. It also 
seeks to limit the scope of potential de-
fendants liable for failing to rescue. If a 

person is drowning on a crowded beach, 
should everyone on the beach be liable 
for failing to rescue? Although there are 
exceptions to this general proposition, it 
remains the rule in all but a few states. 

Uncomfortable with the rule’s harsh ef-
fects, courts have created a number of 
exceptions that would require a person 
to act. First, a duty to rescue arises if 
the potential rescuer causes the harm, 
even if not acting negligently.86 Courts 
have reasoned that the creator of the 
peril is often best situated to take harm-
reducing measures. 

Second, a duty to rescue arises when 
a person undertakes a rescue.87 A 
person who begins a rescue must act 
reasonably in performing it and may not 
abandon it. Courts reason that once a 
person undertakes a rescue, it discour-
ages others from undertaking the rescue 
and, if performed negligently, could leave 
the survivor worse off than if no attempt 
had been made in the first place.

Third, a duty to rescue arises when there 
is a special relationship between the sur-
vivor and the potential rescuer.88 These 
relationships, usually involving some sort 
of reliance, include common carrier–pas-
senger, hotel operator–guest, business-
customer, parent-child, and teacher-stu-
dent relationships. More recently, courts 
have recognized special relationships 
in a variety of contexts, emphasizing the 
dependence of one party on the other.89 

Fourth, some states have enacted 
statutes that create a duty to res-
cue in certain circumstances. These 
states—Florida, Massachusetts, Ohio, 
Rhode Island, Washington, Wisconsin, 
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Minnesota, Vermont, and Colorado—are 
in the minority and impose little or no 
penalty for failing to rescue.90 

Once a duty to rescue arises, the 
rescuer must act reasonably to perform 
the rescue. A reasonable rescue is one 
that a reasonable person would engage 
in under like circumstances. What a 
reasonable person would do depends 
on the seriousness of the situation, the 
danger involved in performing the rescue, 
and the rescuer’s qualifications. In many 
cases, a reasonable “rescue” is simply 
calling professional rescuers. 

The activities of digital volunteer groups 
can potentially call each of these excep-
tions into play. Groups that engage in 
two-way communication with survi-
vors are at the highest risk. Assume a 
volunteer group encourages survivors 
to make requests for help to the group, 
which will then relay the requests to 
formal responders. The group receives a 
variety of such requests, and some are 
not communicated to the appropriate 
responders. Some survivors wait for help 
that never comes and are injured as a 
result. The digital volunteer group could 
be liable under either the  “undertaking 
rescue” or the “reliance–special relation-
ship” exceptions, because encouraging 
survivors to direct their request for aid to 
the group could reasonably be construed 
as undertaking a rescue or creating a 
reliance relationship. 

Even more passive digital volunteer ac-
tivities may create a duty to rescue under 
the “reliance–special relationship” excep-
tion. The more survivors reasonably rely 
on groups to provide rescue, the more 
likely it is that such a duty might arise. 

If a volunteer group sets up an SMS 
number and distributes flyers instructing 
people to send their location and needs 
in the aftermath of a natural disaster to 
that number, survivors may rely on the 
number to their detriment when they put 
in a request for help, thinking that the 
number is associated with formal re-
sponders. In such an event, a court may 
find a reliance relationship that gives rise 
to a duty to rescue.  

Digital volunteer groups are also at risk 
for the “created danger” exception.91 For 
example, if a group provides incorrect 
substantive advice on how to purify 
drinking water in a disaster, a duty to 
rescue those who might be injured by 
the use of that information could arise 
under the “created danger” exception—
even if that group acted as a reasonable 
person would in providing the advice 
initially. In this context, a rescue might 
mean quickly acknowledging the error 
and posting corrective advice. 

Negligent Hiring and Supervision

Groups can be liable for the actions of 
their volunteers acting in their roles as 
digital volunteers. Groups may also be 
liable for the actions of agents acting 
outside the scope of their duties on a 
theory of negligent hiring or supervi-
sion.92 Volunteer groups, like for-profit 
companies, have a duty to use reason-
able diligence in hiring and supervis-
ing their volunteers. To have a claim 
for negligent hiring, a plaintiff must 
demonstrate that the digital volunteer 
group was negligent or reckless in the 
employment of or association with the 
volunteer.93 Similarly, a volunteer group 
may be liable for the injuries caused 
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Liability for negligent hiring 
or supervision can be 
particularly problematic 
for digital volunteers 
because of the difficulty 
of authenticating the 
identity or qualifications 
of individual volunteers.

by a volunteer if the group negligently 
failed to supervise the volunteer. Just 
as with other negligence-based claims, 
the greater the risk of injury, the more 
precautions a group must take to satisfy 
the duty of care.  

Assume a state emergency manage-
ment agency was to hire an adminis-
trator to manage human relations and 
other employment matters. The new hire 
has no emergency management training, 
but routinely directs relief efforts and 
gives instructions to responders without 
the office’s knowledge or permission. If 
the administrator’s advice causes injury 
to survivors or responders, the agency 
could be liable for negligent supervision. 
The fact that directing relief efforts is 
not in the scope of the administrator’s 
duties does not excuse the agency from 
liability based on a negligent supervi-
sion theory. Courts often state that the 
purpose of the tort is to provide recov-
ery for those injured by agents acting 
outside of their duties.

Liability for negligent hiring or supervi-
sion can be particularly problematic 
for digital volunteers because of the 
difficulty of authenticating the identity 

or qualifications of individual volunteers. 
The fact that volunteers interact virtually 
and are often spread globally can make 
it difficult to verify even the most basic 
information. Assume a group is mapping 
protests. An activist volunteer with an 
extensive criminal record attends a re-
sponse event and provides the organizer 
with a false name. Asking the volunteer 
to produce a simple photo identification 
and running a background check would 
have revealed several outstanding war-
rants. If the activist were to make false 
postings regarding police brutality that 
incited a riot, the group could be held 
liable for negligently hiring or supervising 
the volunteer. 

Missing the Mark—Breaching 
the Duty

A defendant breaches a legal duty when 
his or her conduct fails to conform to 
the relevant duty. Whether a person or 
group has breached a duty is typi-
cally determined by a jury, rather than 
a judge, and is a fact-specific inquiry. 
Whether a breach has occurred is inter-
twined with the duty itself—the greater 
duty a court imposes, the more likely a 
breach has occurred. 
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Bad Relations—Causation

If the defendant is to be liable, the law 
requires that a defendant’s breach 
caused the plaintiff’s injuries.94 There 
are two types of causation under this 
analysis. First, the defendant’s breach 
must have been the cause in fact of 
the plaintiff’s injury; that is, the plaintiff 
must be able to show that, but for the 
defendant’s breach, plaintiff would not 
have been injured. Second, the de-
fendant’s breach must have been the 
proximate cause of plaintiff’s injury. To 
show proximate cause, a plaintiff must 
demonstrate that his or her injury was 
a reasonably foreseeable result of the 
defendant’s breach.95 

Two or more defendants can be the 
cause of a person’s injury.96 Assume 
a person is negligently speeding on 
the highway when a second motorist 
negligently cuts the speeder off. The 
speeder swerves to avoid the second 

motorist and hits a pedestrian. In such 
cases, the law will impose liability on 
both the speeder and the second mo-
torist. Courts in some jurisdictions will 
allow the injured pedestrian to recover 
the full amount of his or her damages 
from either the speeder or the second 
motorist. Those in other jurisdictions 
will attempt to apportion the liability 
between the speeder and the second 
motorist, depending on their respective 
levels of fault.

Whether causation exists is a fact-
intensive inquiry, and it is difficult to 
anticipate the scenarios in which it 
can become an issue. Digital volun-
teer groups should recognize that the 
existence of more than one cause for 
a person’s injury will not insulate them 
from liability. Indeed, most injuries that 
could result from the activities of digital 
volunteers will have multiple causes. 
Assume a construction company 
negligently failed to add a particular 
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ingredient to concrete used in a bridge, 
allowing the bridge to become dam-
aged in an earthquake. A digital volun-
teer group then negligently posts false 
information that sends people across 
the bridge when the group should have 
known that the bridge was damaged. 

Because both the error by the con-
struction company and the error by the 
volunteer group caused injury, both will 
be held liable.  
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There are statutes at both the state 
and the federal level that may offer 
protection for digital volunteers 
under certain circumstances.97 
These protections typically provide 
immunity to volunteers from neg-
ligence claims, but do not reduce 
liability when a volunteer has acted 
in a grossly negligent fashion. 
“Gross negligence” is defined 
as the failure “to exercise even 
that care which a careless person 
would use.”98 Since demonstrating 
gross negligence is much more dif-
ficult than showing simple negli-
gence, these laws insulate volun-
teers from liability for all but the 
most egregious acts or omissions.

State Immunity Laws

In some states, formal responders can 
rely on sovereign immunity to limit their 
liability for certain acts performed in 
the course of their duties.99 Sovereign 
immunity is derived from the common 
law principle that the “king can do no 
wrong.” In other words, where immunity 
exists, citizens are not permitted to 
sue their government. Although all fifty 
states now allow suits against them-

selves in some circumstances, those 
circumstances are often limited. Some 
states with a tradition of emergency 
service volunteerism have extended, by 
statute or court decision, state immunity 
to private nonprofit organizations or 
individual volunteers performing govern-
ment functions.100 

In states where they are available, 
state immunity statutes can offer well-
tailored and ready-made solutions 
for groups. Since immunity statutes 
do not typically require volunteers to 
be citizens of the state or even to be 
present in the state, groups that make 
virtual responses may be able to take 
advantage of the protections if they 
meet the statutory requirements. For 
example, ad hoc volunteers or national 
groups without a presence in a state 
may need to form or associate with an 
in-state nonprofit organization.  

A variety of limitations make these pro-
tections unavailable for certain groups. 
First, some states require that groups 
or individual volunteers be named on 
a roster and approved by the relevant 
emergency management agency prior 
to an emergency if they are to be 

Protection for 
Digital Volunteers 5
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The Good Samaritan 
laws clearly exclude 
digital volunteer groups 
from their coverage, 
and digital volunteers 
should not rely on these 
laws in any way to shield 
them from liability.

protected. As many groups do not 
have consistent members, this may be 
difficult. Second, in some states im-
munity exists only when the appropriate 
state agency or emergency manager 
requests the assistance of the digital 
volunteers. Groups that self-activate or 
activate at the request of the public will 
receive no protection. Third, protec-
tion applies only to groups operating 
within a particular state, limiting use 
for groups with a national or interna-
tional focus. Fourth, the application 
of choice-of-law principles becomes 
paramount. If a court determines that 
the law of a state without immunity 
applies, groups will have a greater risk 
of liability. As discussed previously, the 
application of choice-of-law principles 
can be unpredictable. 

 Good Samaritan laws are another ex-
ample of expanded immunity. Every state 
has enacted legislation that limits liability 
for those rendering emergency care 
without a preexisting duty to do so.101 
These laws were originally intended 
to encourage physicians and other 
trained medical personal to render aid to 
survivors outside of a hospital environ-
ment by reducing liability concerns. In 

many states, these laws also protect any 
person who voluntarily renders aid. 

Although Good Samaritan laws vary 
by state, they typically require that the 
volunteer responder be physically pres-
ent at the accident scene, come upon 
the scene of the accident by chance, 
and render emergency care.102 Many 
Good Samaritan laws specifically define 
“emergency care” as medical care.

The Good Samaritan laws clearly ex-
clude digital volunteer groups from their 
coverage, and digital volunteers should 
not rely on these laws in any way to 
shield them from liability. Digital volun-
teers are not generally physically present 
at emergency scenes, do not respond by 
happenstance, and do not render emer-
gency care in the way that the Good 
Samaritan laws contemplate. This lack 
of coverage is contrary to the expecta-
tions of many digital volunteers who 
mistakenly believe that these laws do 
offer protection.103 Moreover, it is practi-
cally impossible to expand the scope of 
Good Samaritan laws though lobbying 
efforts. Good Samaritan protections are 
creatures of state law. Digital volunteers’ 
interstate responses, coupled with the 
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unpredictability of choice-of-law doc-
trines, means that the Good Samaritan 
laws of all fifty states would need to be 
expanded to offer reliable protection. 

Volunteer Protection Act  
of 1997 

In response to concerns that fear of 
liability was deterring citizens from vol-
unteering in a crisis, Congress enacted 
the Volunteer Protection Act of 1997 
(VPA).104 The VPA shields individual 
volunteers from personal liability for 
acts performed for a nonprofit corpo-
ration.105 In order to prevail against a 
VPA-covered volunteer, a plaintiff must 
prove that a volunteer was grossly 
negligent.106 The act also eliminates the 
imposition of punitive damages against 
a volunteer acting within the scope of 
his or her responsibilities.107

The VPA also has several significant 
limitations. It provides no liability protec-
tion for the nonprofit organization itself, 
suggesting the need for insurance.108 

Volunteers who receive more than $500 
per year for their services, excluding re-
imbursements for reasonable expenses, 
receive no protection under the VPA. 
States can opt out of the law’s limitation 
of liability when the plaintiffs and defen-
dants are citizens of the same state.109 

Although the VPA offers significant 
protection from liability, its restrictions 
make it unsuitable for some groups. It 
does not have the limitations that make 
the Good Samaritan laws inapplicable 
and appears to cover the activities of 
digital volunteers. The law’s national 
scope also makes choice-of-law issues 
less of a concern. On the other hand, 
the VPA requires that volunteers perform 
services for nonprofit corporations and 
so offers no protection to exchange or 
partnership model volunteers. The $500 
per year compensation ceiling includes 
non–cash-based compensation that 
can unknowingly be satisfied with fringe 
benefits sometimes associated with 
volunteer work, including meals, t-shirts, 
and small gifts.
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The potential for liability for 
digital volunteer groups would 
not surprise most members of the 
community. Some groups have 
attempted to mitigate these risks 
in various ways, whereas other 
groups appear to have made no 
attempt to reduce liability whatso-
ever. Regardless of the approach 
currently taken, groups should 
become aware that a variety of 
relatively simple, liability-reducing 
steps are available  
to them.

In light of the fact that most groups are 
underfunded, some may perceive the 
suggested strategies as too expensive 
to be workable. Many of the suggested 
strategies, however, require little or 
no funding, and most of the volunteer 
groups surveyed for this report have 
already begun to adopt one or more of 
these approaches. 

Current perceptions also presuppose 
that groups will remain ad hoc grass-
roots organizations indefinitely. In the 
same way that modern fire departments 
have evolved from “bucket brigades,” 
digital volunteer groups are likely to 

evolve into more regular organizations. 
This evolution will make them more entic-
ing targets of lawsuits, and groups will 
have no choice but to integrate liability-
reducing strategies into their operations. 
Early adoption of these measures, in 
particular the costless policy strategies, 
should help to ease organizational grow-
ing pains and offers immediate protec-
tion in the meantime.  

Some members of the community may 
view some of these strategies as anti-
thetical to the grassroots nature of the 
model. Critics may argue that it is pre-
cisely because anyone can volunteer his 
or her time without previous experience 
or ongoing commitment that this system 
is so powerful. Attempts to impose struc-
ture on that model, they may argue, will 
kill it in the process.

This argument creates a false dichot-
omy. Some of the suggested strategies 
change the response methods of some 
groups, but none would fundamen-
tally change the model. The common 
theme of these strategies is structural 
improvement, thoughtful planning, and 
better organization. These concepts do 
not somehow prohibit groups from tap-

Liability-Reducing 
Strategies 6
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ping into the power of crowdsourcing; 
rather, they help to ensure protection 
for volunteers. Although difficult to verify 
with empirical evidence, Congress 
and state legislatures have readily 
acknowledged that a fear of liability is 
a deterrent to volunteerism, particularly 
among the most senior and skilled 
volunteers.110 The strategies described 
in the following may help provide the 
measure of confidence necessary to 
make operating digital volunteer groups 
a lasting model.

Liability-reducing strategies for digital 
volunteer groups fall into several cat-
egories: (1) policy creation, (2) informed 
choice of organizational structure, (3) 
purchase of insurance, (4) use of agree-
ments and disclaimers, and (5) consulta-
tion with counsel.

Policies

Policies help to avoid negligence by 
giving volunteers a formulaic way to 
conduct themselves as a reasonable 
person would under a particular set of 
circumstances. When developed prior to 
a response, standardized policies take 
much of the guesswork out of acting in 
a responsible way during a rushed and 
stressful situation. 

Policies also help to develop the stan-
dard of care. As discussed earlier, courts 
have not addressed the scope of a 
digital volunteer’s duties. When the first 
court does, it may compare a group’s 
policies with the policies of similar 
groups to help define the appropriate 
level of duty. Courts are less likely to find 
that volunteer groups that have and en-
force operational policies have breached 

their duty, as the courts may consider 
those policies as coextensive with the 
duty of care.

Unenforced or disregarded poli-
cies can have the opposite effect. If a 
group’s operational policies embody the 
standard of care, routinely disregarding 
them will fall below that duty. Moreover, 
having and ignoring policies creates the 
appearance that the group was aware 
of the existence of a duty and chose to 
disregard it.

A group without any operational policies 
has other issues. Without any policy 
guideposts, a court is more likely to set 
a standard of care that is inconsistent 
with reality. Such a ruling could not only 
have a negative result for the defendant 
volunteers in the case, but also set a 
bad precedent for other digital volun-
teer groups.

Developing Operational Policies

Developing specific policies is an 
ongoing process that must evolve ac-
cording to a group’s activities, organiza-
tional structure, and past experiences. 
Although each group needs to develop 
policies appropriate for the activities 
that they carry out, some common best 
practices can help to reduce liability. It 
is self-evident that policies and organi-
zational structure cannot be developed 
in the midst of a disaster. Attempting to 
do so risks delaying response and gen-
erating short-sighted or ineffective poli-
cies. Rather, groups must deliberately 
and carefully develop their procedures 
during non-emergency time. 
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Working together to 
develop common 
policies for common 
risks will help groups 
to create an “industry 
standard” that shapes 
the duty of care. 

Groups should begin the policy devel-
opment process with a high-level risk 
assessment that classifies risks ac-
cording to their magnitude, determines 
the probability that they will occur, and 
allocates the costs associated with 
mitigating them. A simple matrix is help-
ful. The worse the potential harm, the 
more precautions a group must take. 
It is important that the risk assessment 
process result in a written document that 
middle- and upper-level volunteers can 
reference and update as appropriate. 
This document can also be helpful for 
litigation purposes. 

Working together to develop common 
policies for common risks will 
help groups to create an “industry 
standard” that shapes the duty of 
care. Yearly conferences in which 
group leaders exchange policies 
and trade notes on successes and 
failures may help achieve some 
consistency. The more consistency 
in policies across groups, the more 
likely a court will recognize industry 
practice as the standard of care. 

Specific Operational Policies 

Since activities vary by group and 
response, it is difficult to develop an ex-
haustive list of specific operational poli-
cies. It is possible, however, to suggest 
policy themes for the various activities of 
the digital volunteer groups.

All groups should be mindful of juris-
dictional issues and should attempt to 
reduce the number of states where a 
court may be able to obtain jurisdiction 
over them. Converting from an exchange 
or partnership model to a traditional 
model organization reduces the number 
of states where a group has jurisdictional 
“presence.” Moreover, the fewer interac-
tions a group has with disaster survivors, 
the less likely a group will be subject to 
jurisdiction under the Zippo analysis.111 

Reducing interactive contacts with sur-
vivors also reduces substantive liability. 
Although there is generally no duty 
to rescue, such a duty arises when a 
group voluntarily undertakes a rescue or 
creates a reliance relationship between 
the rescuer and the survivor. Eliminating 
or limiting direct communication with 
survivors reduces this liability. Assume 
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Although making data 
open to the public is 
critical to the models of 
many groups, limiting 
access to data sharply 
reduces the number 
of potential plaintiffs. 

a group receives a report that a person 
needs assistance. The group alerts the 
survivor that help is on the way and 
removes the person’s need for help from 
the crisis map that it maintains, but it fails 
to alert formal responders. The digital 
volunteer group might be liable under a 
duty to rescue theory for failing to take 
appropriate steps to ensure a response. 
Now assume the same facts, except that 
the group does not alert the person that 
help is on the way. Even if the outcome 
is the same, the group would not be 
subject to liability for failing to rescue the 
person because it never established a 
reliance relationship.

Groups should minimize the number of 
people who have access to the infor-
mation they provide. Although making 
data open to the public is critical to the 
models of many groups, limiting access 
to data sharply reduces the number 
of potential plaintiffs. Groups should 
carefully evaluate their core mission 
and limit the availability of information to 
those who must use it for the mission. 
If a group’s mission is to support the 
distribution of food aid to disaster-af-
fected groups, for example, developing 
a relationship with a traditional humani-

tarian organization and providing the 
organization with password-protected 
data accomplishes the group’s goal 
while limiting potential plaintiffs.

Mapping or data-aggregating groups 
should develop comprehensive pro-
cedures to ensure the integrity of their 
data. Such procedures should include 
manual checks and, to the extent pos-
sible, software tools. The greater the risk 
of injury stemming from a potential error, 
the more verification processes should 
be in place. Similarly, groups that are 
developing or modifying software should 
have production procedures in place to 
ferret out dangerous bugs in software 
that deals with critical data. If a group is 
dealing with non-public maps, groups 
should implement security controls to 
prevent unauthorized access to sensi-
tive information. 

The risks of negligent hiring and negli-
gent supervision should be a concern for 
all groups. Procedures and verification 
techniques are necessary to prevent 
malicious or incompetent volunteers 
from causing injury. Just as with other 
policies, the greater the magnitude of 
harm that could result from the actions of 
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a malicious volunteer, the more rigor-
ous the protections must be. Volunteers 
in positions devoted to simple tasks 
such as translating SMS messages into 
English may not require any background 
checks or verification, as there is a rela-
tively low risk that volunteers performing 
these tasks can cause much damage. 
On the other hand, background checks 
or other more extensive verification may 
be appropriate for high-level volunteers. 
Groups also should establish standard-
ized training programs for new volun-
teers. Training will help reduce liability 
arising from failure-to-supervise claims 
and liability resulting from the direct 
negligence of volunteers. 

Adoption of Traditional 
or Integrated Model 
Organizational Structure

Statutory protections may insulate digital 
volunteer groups in certain circum-
stances. In order to take advantage of 
these protections, groups should adopt 
appropriate organizational structures. 

Adopting a traditional model organi-
zation reduces the liability of digital 
volunteers by limiting individual liability 
for the actions of other members, al-
lowing access to the protections of the 
VPA and its state counterparts, and 
facilitating the purchase of insurance. 
The protection offered by the VPA is a 
particularly attractive feature, because it 
reduces liability without the need to de-
velop procedures or modify the manner 
in which the group makes a response. 
In addition to the liability-reducing 
benefits, traditional model groups can 
facilitate funding by allowing the cre-
ation of bank accounts in the name of 

the organization and allowing donors to 
claim tax deductions. For active groups, 
these benefits more than outweigh the 
costs associated with creating and 
maintaining a nonprofit corporation.

Traditional model organizations can 
also purchase insurance more easily. 
Exchange and partnership model groups 
are often not structured formally enough 
to purchase insurance. Partnership 
model groups may not even know that 
they would find it difficult to buy insur-
ance as they are unlikely to consider the 
prospect. The formalized organization of 
the traditional model group allows for a 
clearly defined, named insured.

Creating a traditional model nonprofit 
organization is a two-step process 
that involves both corporate and tax 
law components. A group must form 
a nonprofit corporation in a particular 
state, a process that can occur relatively 
quickly. From a liability point of view, 
this step is the most critical, because it 
allows the group to take advantage of 
the VPA and limits the liability of mem-
bers for the actions of other members. 
The group must then apply for nonprofit 
status with the Internal Revenue Service 
and state taxing authorities, which can 
take longer. 

Groups should also consider operating 
as integrated model groups by 
associating with emergency managers 
or in-state nonprofit organizations when 
available. This may involve registering 
volunteers with appropriate agencies or 
entering into mutual aid agreements with 
in-state groups. In states that extend 
statutory immunity to those groups, 
operating as an integrated model 
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group may offer significant protection. 
Furthermore, integrated model status 
does not prohibit the adoption of a 
traditional model organization, thereby 
potentially allowing a group to receive 
the benefit of both the VPA and 
whatever state protections exist. 

Purchase of Insurance 

Traditional domestic general liability 
policies cover bodily injury and prop-
erty damage caused by the negligent 
conduct of the insured.112 Although no 
courts have addressed the issue, these 
policies appear to be broad enough to 
cover injuries caused by the activities of 
digital volunteer groups. General liability 
policies are relatively inexpensive and 
can be supplemented with umbrella 
policies at little cost; therefore, groups 
responding to disaster situations in the 
United States should obtain general li-
ability policies.  

These policies, however, have a variety 
of exceptions and exclusions to cover-
age that might affect coverage for 
groups.113 Groups should take special 
care to compare their activities with the 
scope of the policy to confirm that the 
potential injuries that digital volunteers 
might cause fall within the coverages in 
the policy.

General liability policies have geographic 
coverage areas, and liabilities that arise 
outside of those areas are not covered.114 
These policies cover only injuries that 
arise in the United States, Puerto Rico, 
and Canada and require that claims be 
brought in the United States. For groups 
making international responses, injuries 

caused by digital volunteers abroad will 
not be covered.

Injuries directly or indirectly caused by 
war or civil insurrection are also excluded 
from these policies.115 Accordingly, digital 
volunteer groups responding to man-
made disasters should not assume that 
they have coverage.

General liability policies do not cover the 
loss of electronic data.116 For example, if 
a group that develops software destroys 
data on a system that someone has 
volunteered for a response, a general 
liability policy will not cover the loss of 
these data. 

Each one of these exclusions can be 
covered with other forms of specialized 
insurance. A variety of companies offer 
worldwide general liability policies and 
policies that cover injuries caused by 
war. Several companies offer data-loss 
policies. Depending on the scope of 
coverage, these policies can be expen-
sive. To determine whether the benefits 
of these specialized forms of insurance 
outweigh their costs, digital volunteer 
groups should consult with insurance 
professionals and legal counsel. 

One way for a group to mitigate its insur-
ance costs is to specialize in a particular 
type of response or geographic area. 
If a group makes responses only in the 
United States, a simple general liability 
policy may offer adequate coverage. 
Another group might handle only conflicts 
in a particular area of the world. This 
limitation might also have the unintended 
benefit of allowing the group to develop 
a particular expertise with certain areas, 
including the development of trusted 
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sources. For groups that conduct re-
sponses everywhere in the world for every 
type of disaster, insurance costs would be 
the highest.

Aside from the formal protections as-
sociated with appropriate insurance 
coverage, the purchase of insurance 
provides a measure of practical insula-
tion from liability for individual volunteers. 
Even though individual volunteers are 
never absolved of their own negligent 
conduct by being a part of an organiza-
tion, an injured party will often not bother 
to assert a claim against individual 
volunteers when he or she can obtain 
full compensation from an appropriately 
insured entity. The “deep pockets” of 
the insurance company will dissuade a 
potential plaintiff from suing an individual 
with limited financial assets. 

Agreements and Disclaimers

Contracts of adhesion and terms of 
use may also be helpful as a way to 
shape the relationship between a digi-
tal volunteer group and potential plain-
tiffs. These devices attempt to create a 
contract that requires a user to assent 
to certain conditions before using a 
group’s site. They can be used to limit 
liability, select the law that will apply, 
or require a plaintiff to bring claims in a 
particular court.

Although sometimes helpful, groups 
should not rely on these agreements 
as their sole liability-reducing measure. 
Courts routinely refuse to enforce 
contracts of adhesion either because 
they find that the parties never came to 
a true agreement or because they find 
such contracts unconscionable. Courts 

are particularly reluctant to enforce 
contracts of adhesion that require the 
prospective waiver or limitation of rights.

Even an enforceable contract of adhe-
sion cannot reach all potential plaintiffs. 
Assume a group negligently posts false 
information. One person reads the 
information on a smart phone and yells 
it to bystanders, who stampede. In the 
site’s terms of use, all users agree not 
to sue the group maintaining the site. 
The person who visited the site may 
be barred from bringing a claim, but 
the bystanders injured in the stampede 
would not be barred, because they 
never visited the site or assented to the 
terms of use.

Digital volunteer groups also can 
reduce liability arising from duty-to-
rescue claims through the use of 
disclaimers that discourage reliance 
relationships. Depending on a group’s 
activities, disclaimers should indicate 
that professional responders have not 
been alerted, that members do not 
respond to requests for help, or that 
information is not verified. Similarly, 
educating data users on the sources of 
the data and the difficulty or impossibil-
ity of ensuring the data’s accuracy can 
help to reduce liability.

Like contracts of adhesion, disclaim-
ers and warnings will not shield groups 
from all claims. People who have not 
read a disclaimer will not be barred 
from bringing claims. Accordingly, 
groups should make disclaimers clear 
and conspicuous to information users. 
Making a brief reference to a larger dis-
claimer may be insufficient. The better 
practice is to insert a brief disclaimer 
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with a reference to a larger disclaimer 
directly in the stream of disseminated 
information. For example, a group 
using Twitter to provide information to 
disaster survivors should put a brief 
disclaimer in the “Tweets” themselves 
(e.g., use a hashtag such as #unveri-
fied). Mapping groups should consider 
putting a disclaimer adjacent to the 
main crisis map.    

Consultation with Legal 
Counsel

Although this report provides a general 
overview of the law, it is not a substitute 
for legal counsel who is familiar with the 
law related to emergency services or 
nonprofit organizations. Tort claims turn 
on highly fact-specific circumstances, 
and it can be difficult to make mean-
ingful generalizations. An attorney can 

evaluate which of a group’s activities 
carry the greatest risk and develop op-
erational policies aimed at reducing that 
risk. Such customized policies may also 
be less intrusive to a group’s activities 
than “boilerplate” policies, because they 
modify only the procedures necessary 
to reduce liability.

Counsel can also assist digital volun-
teer groups in positioning themselves 
to take advantage of any state statutory 
protections that exist. Most states pro-
vide some form of liability protection for 
volunteers who abide by statutorily cre-
ated requirements. An attorney can also 
guide groups on how to take advantage 
of the VPA. 

The decision to purchase insurance and 
the type of insurance to purchase are 
decisions that should be made only in 
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with detailed knowledge of a particular 
group’s activities can help to select 
the appropriate coverage in conjunc-
tion with insurance professionals, when 
insurance is necessary.  

conjunction with counsel. Depending 
on a variety of factors, jurisdictional 
issues may make it so difficult to 
maintain a lawsuit against groups 
making international responses that 
insurance is unnecessary. An attorney 
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The liabilities that digital 
volunteers face cannot be 
understated. Both the formal 
response community and the 
public will increasingly depend 
on the information that these 
groups provide to make criti-
cal decisions. The potential for 
liability will follow. But the risk 
for liability should not be over-
stated either. The widely varying 
activities of groups and the lack 
of case law present a broad 
spectrum of potential claims. As 
groups specialize and case law 
develops, however, it will be-
come clearer what risks particu-
lar types of responses present, 
and groups will be in a better 
position to efficiently mitigate 
these risks. 

No silver bullet will eliminate liability. 

Rather, liability issues must be ad-

dressed with a series of conscious 

decisions that fit a group’s mission 

and culture. To reduce liability in 

a meaningful way, groups should 

engage in a comprehensive review of 

their organizational structures, their 

activities, and their volunteers.

Liability-reducing strategies should 

not be an end in themselves, but 

shorthand for ways to deliver critical 

services safely and effectively. Tort law 

not only is concerned with compen-

sating injured people, but also seeks 

to have a normative effect on the way 

people act, encouraging them to avoid 

behavior with a high risk of injuring 

others. To the extent that implement-

ing liability strategies seems overly 

burdensome, digital volunteer groups 

should consider that they might not be 

operating with a level of care that is 

commensurate with the risk associated 

with their activities.

This report should not be construed 
as legal advice and does not reflect 
the law of any particular state. Groups 
should consult with counsel prior to 
adopting any of the strategies identified 
in this report.

Conclusions
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