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The Scope of the Problem

Bulk cash smuggling across the U.S.-Mexico border cannot be viewed in isolation.
Rather, the process of illegally moving large quantities of dollars across the border
must be viewed as part of the movements in a larger pipeline that flows across the
northern tier of South America, through Central America and Mexico and into the

of portions of that pipeline, its plazas and branch
northward are cocaine, human traffic, gang me

[t is important to understand that all of these pro ove through the same basic
architecture and rely on many of th nable the flow of goods
and services. s

Like muchelse.i
product of adaptation and evolution by the drug cartels to law enforcement efforts. This
means that any analysis of the movement is constantly subject to change. Using the

pipeline analogy, products can be rerouted around whatever law enforcement obstacle is

! An example of the differences in estimates, Mexican Attorney General Eduardo Medina Mora, appearing
before the Mexican Congress in October 2007, stated that Mexican banks receive about $1 billion from
their U.S. counterparts annually, but return up to $16 billion, of which about $10 billion “does not have
an explanation ... and could be attributed to the flow of drug trafficking money.” According to Samuel
Gonzalez of the Mexican Autonomous Institute of Technology (Instituto Tecnoldgico Auténomo de
México—ITAM) drug proceeds laundered in Mexico account for as much as four percent of the country’s
GDP, or roughly $35.7 billion annually. See: “Marching as to War,” Economist.com, January 31, 2008.
http://www.economist.com/world/la/displaystory.cfm?story id=10608676
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raised and a blockage or bottleneck occurs. Globalization and the "dollarization™ of the
Mexican economy have opened a variety of new fronts for the movement of profits from
drug cartels and other transnational criminal organizations.

However, the money derived from the sale of drugs and other illicit activities, and the
need to move and place that cash, are vital to the criminal organizations that generate the
revenue. This offers significant vulnerabilities that can be exploited by law enforcement
and intelligence operations on both sides of the border. The impact of cash seizures is
high because it deprives the criminal organizations of both profits (the reason for
existing) and operating fund (the source of power and impunity).

The Growing Dominance of the Mexican Drug Trafficki anizations

decline of the Colombian structures, given the dem
Valley cartels and the increased pressure by the Co
Armadas Revolucionarias de Colombi
Colombian organization for the first
their power and wealth grow dramatic

The need to move largerar ] oped at the same time as
stronger U.S. anti-m i articularly after the 9/11 attacks,
have made other n rough banks, and other uses of the
formal financial sec ] nd risky, and has contributed to a heavy
reliance on bulk cash sm . me time, the cartels need to rely far less

sinesses such as casas de cambio and centros
s. There are several reasons for this, including:

Cocaine sotirces of supply in South America prefer to be paid in U.S. dollars
from Mexican buyers;

e Many businesses in Mexico accept U.S. dollars, thus providing an easy means
for drug trafficking organizations to place their illicit proceeds into the
formal economy. Among the favorite places to place the dollars are in real

estate, luxury vehicles, construction and other cash-intensive businesses.

Hoarding cash is also common.

Further adding to the attractiveness of the dollar is that much of the region is officially
dollarized, so the dollar can now flow without the need to exchange to local currencies.



El Salvador, Panama, and Ecuador all officially use the U.S. dollar as their currencies,
and other countries in Latin America use the U.S. dollar as an acceptable parallel
currency. Of particular concern are Panama (especially the Coldn Free Trade Zone) and
El Salvador, which have some of the most rapidly growing banking systems in Latin
America, while having little visible legitimate means to support such growth.

The revenue generated from drug trafficking and criminal activity is dispersed throughout
Mexican society, including the business community, politicians, law enforcement and
military personnel, the media, and scores of other individuals. Recent political changes in
Mexico have also led to a significant change in corruption patterns and how the criminal
organizations distribute their cash. Under the one-party rule of ' orruption was
largely top down, that is to say that senior officials could be nd distributed the
money down the chain of command. With the advent of i e, most states and
towns have several parties that must be paid off at the he criminal

Itis important to note that most of t d into Mexico does not stay
there. At least a half (some estimate
immediately to purchase more prod ) uggled or sent on to

Colombia, often via Panama, Ecuador use the economies of all
elsewhere.
The expenses of thi

Calderon administra
could significantly imp

1g trafficking organizations militarily. This
cartels and their associated criminal

primary method for the drug trafficking organizations to move money from the

% In August 2008, EIl Universal reported that Mexican Defense Secretary Guillermo Galvan stated that
500,000 individuals in Mexico are tied to the illegal drug trade. According to Galvan, this includes
300,000 growers, 160,000 small-time drug dealers or transporters, and 40,000 individuals in leadership
positions. These figures may be considerably understated, as private security forces, complicit public
officials, and willing members of the business or financial community were not mentioned in Galvan’s
remarks. See Brendan Walsh, “Mexico Estimates 500,000 Tied to Drug Trade, El Universal Says,”
Bloomberg.com, August 9, 2008;
http://www.bloomberg.com/apps/news?pid=20601086&sid=a2 CHFyjv3gn8.



http://www.bloomberg.com/apps/news?pid=20601086&sid=a2CHFyjv3gn8

United States to Mexico, it is likely that new patterns in money laundering and bulk
cash movement will emerge and could already be underway.

One is the growing use of over invoicing or under invoicing of products that are
bought in China and shipped to Mexico. There is credible anecdotal evidence that
Mexican drug trafficking organizations are buying container loads of cheap plastic
products in China, which are shipped to Mexico at a substantially inflated declared
value. Many of these containers are never claimed in customs, but the person or
company that ordered goods will most likely have successfully laundered the
declared value of the products. This means the laundering organizations have
moved their money from the point of origin, primarily the Unit ates, to a bank
outside of Mexico, and can now move it back through the b ng system as clean
money. This risk mitigation of this method may lessen thé nce of bulk cash
shipments.

A second important shift is the growing presen in
Mexico. These organizations, buying up large ico's
west coast--particularly hotels and casinos bec

businesses--offer new opportunities for Mexican zations to launder and move
their funds through the formal finangi can be placed into the

Russian laundering structures out an bedelivered in Mexico
again as clean cash. Alternatively, if _ izations have large amounts of

computerized, no chable and unable to communicate with other registries, meaning
that land records are virtually impossible to trace. This is important because proceeds
from the drug trade are flowing directly into land purchases in Mexico. These purchases
allow criminal organizations to establish territorial control, set up training camps and safe
havens and expand their influence in significant parts of the country.

3For an interesting look at the new concerns about Western Union, see:
http://www.supreme.state.az.us/opin/pdf2009 /WesternUnionOpinion%Z20FINAL.pdf; and Josh
Meyer "Blood eres Over the Mex1can Border," Los Angeles Times, June 8, 2009 accessed at:

2009]un08.0,4162344.pr1nt story
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Stored value cards, which are essentially pre-paid debit cards, also allow money to flow
freely across the border in relatively small quantities. As with Western Union activities,
there is anecdotal evidence that the stored value cards are being used to "smurf" cash
across the border, meaning that many people are using them to draw relatively small
amounts of money so as to not draw attention to themselves, but in aggregate they are
able to move significant amount of funds.

Facing the Threat

The multiple and constantly evolving options available to drug
organized criminal organizations to move and hide their fund
extreme difficulty in combating the flow of illicit funds. As the movement of
drugs, people or weapons, the specific routing and methot

on their own, with little communication or informati sharmg with other units. On

a federal level, resources and talent in the Treasur artment, particularly FinCen
and OFAC, have been taken from the
finance. In the intelligence communi vailed. Only the DEA

parts of the governme \ ‘ d slightly in recent months,
2d crimi izations, unless they are directly
linked to terrorism ! main a far lower priority than prior

an government to more aggressively pursue the
ut much of the implementing legislation remains
rnmental and judicial infrastructure is lacking. While the
e on the cartels has forced the groups to spend more

ue operations, relatively little emphasis has been placed on
of cash to them.

money in ordet
cutting off the

For example, funding for Mexico’s Financial Intelligence Unit (Unidad de Inteligencia
Financiera—UIF) has been far from adequate. In 2006, the UIF received just 0.3
percent, or $7.1 million, of the budget allotted to the Ministry of Finance and Public
Credit (Secretaria de Hacienda y Crédito Publico—SHCP), less than the ministry's
public relations department. There are indications the situation may be changing.
Under the Mérida Initiative the UIF is to receive $5 million in IT assistance and
FinCEN has begun a more intensive relationship with the UIF to modernize and
improve its capabilities.



Like drugs moving south to north, money moving north to south must cross the
border if it is physically transported. Bulk cash is much easier to move when it takes
up less space and weight. This means that there is a constant demand for $100 bills,
as a way of consolidating the small bills into less bulky larger bills. But even this
presents the drug traffickers with significant challenges. For this reason, much of
the same architecture for moving bulky drug shipments north is used in moving
cash south.

Money is often smuggled in false compartments of trucks and other vehicles, many
vehicles are used in order to minimize the loss of an 1nd1v1dual busts, to
consolidation centers. At the consolidation centers the mone pum packed in
plastic bags in the highest bills available, usually $100 bill n many smaller

The Road Ahead

It is not realistic to think in terms
shipments and other forms of mone

operations. This requires a ng that if one method is successfully
tackled the cartels will already h ones operational. Key to any

success is the effe i nce and financial intelligence, meaning
the ability to sift thro i of data for the anomalies that indicate
illicit gain. -
intelligen

_ f the keys to the more successful targeting the
FARC ant in organizations) is the creation of vetted units on both

share information can the financial side begin to be
addressed. The nd recently in Iraq, SOCOM in the Pentagon) have worked,
with some success, to track financial structures of criminal and terrorist groups.
They have done this by maintaining a concerted focus on finances, including
successfully exploiting "pocket litter," telecommunications, and exploiting human
intelligence. These lessons need to be studied and applied to the Mexico-U.S. border
situation.

ability to com

On the U.S. side, it is imperative that local and state law enforcement forces be given
the training and tools to follow the money. Because the movement of money is often
a multi-jurisdictional challenge, coordination among these groups across state lines
and with the federal government is imperative. Most border police forces do not



have the resources to do more than try to keep from being overrun by the flow of
drugs, guns and illegal immigrants. Tracing finances is often only done when cash is
seized coincidentally as part of an operation. There is not the training or the
personnel to do more on the financial front.

Coordination with the federal government is not a small task. The DEA, FBI, FinCEN,
DOD, IC and DHS all have equities in tracking illicit finances, particularly if a
designated terrorist entity is involved. This comes into play in the Mexico situation
because the Mexican cartels deal directly and indirectly with two designated
organizations, the FARC and the United Self Defense of Colombi UC). In addition,

coordination a daunting task.

On the Mexican side, the endemic corruption ts already laid down by the
drug trafficking organizations, lack of technical training.i and military units and
ws particularly difficult. In
addition, as describe above, the illici every part of the
Mexican national and local state struct sting laws a daunting
task and the effective implementation of onal reforms on confiscation

The entire process is of coordination among the UIF,

. | ile information on transactions or
suspicious activities can S theJIF, it cannot be required. Requests must

i nism to allow the immediate sharing of

As a result, there have been few (I could find none)

ease the cost to the drug cartels of moving bulk cash across
h nations will need to take several steps together. The

teps in coordination with Central American nations exists
pation in the Mérida Initiative. These are:

1. Make combating the illicit financial flows a central part of the counter-drug and
fight against organized crime on both sides of the border;

2. Create vetted units where language is not an obstacle and where information can
be shared freely. This would allow law enforcement to jointly exploit what each
side knows about personnel, routes and methods and coordinate activities in real
time;



3. Substantially increase the financial and technical resources available to trace
financial networks. This is particularly true in Mexico and at the state and local
levels in the United States. This includes modernizing the way the UIF and other
organizations in Mexico exchange information, access information and deal with
law enforcement;

4. Develop human intelligence within the drug trafficking organizations specifically
targeted at the financial structure with the goal of both identifying routes, but also
key facilitators and exploitable weaknesses along the financial pipeline and
anticipating future vulnerabilities;

ney transfer systems,
lifeline to

5. Develop joint regulations on wire and other unrestrict
recognizing that such services are often an importa

All of these steps would increase t
criminal organizations. The more m 2y he 0 move money, they
less they have for other activities. Money eprives the criminal
organizations of the final payoff for the
interdicting the drug rgeting cash remains one of the most
effective ways of signifi i iminal.organizations, so creative and
flexible approachesto doi i



