Al

October 2017

P A&

a4

o

DIGITAL FUTURES PROJECT

@

Internet of Things Device Security and
Supply Chain Management

By Stacia Lee and Jessica L. Beyer

From refrigerators (Brandom, 2016) to buildings,
nearly everything in our everyday lives is
connected to the Internet (Intel, n.d.). While

the Internet of Things (loT), provides valuable
modern conveniences, it also raises new security
concerns. Unlike rigorous national and international
standards for aviation and automobile safety, or
even an established “Good Housekeeping” seal for
certain household products (Good Housekeeping,
2014) — there are no conventions dictating or
communicating the security of loT devices.

Currently, the average consumer has little choice
but to equate the safety of their devices with
the reputation of the company from which it was
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purchased. The foundation of this insecurity is supply
chain vulnerability—and policies relating to electronic
supply chain security at national level are lacking.

In the absence of norms, whether they are federal
law or merely international principles, connected
Americans are unnecessarily exposed to risk that can
and should be more efficiently managed.

However, developments at non-governmental and
industry levels are a promising start toward greater
resilience. International organizations relating

to technology, such as the Open Group Trusted
Technology Forum, are working with large technology
companies to expand security certification programs,
and the nonprofit organization Consumer Reports is
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slated to include privacy and security factors in its
product reviews. Some companies, such as Microsoft,
have made it a priority to secure their supply chain and
communicate security guarantees to its consumers.
And, a bipartisan bill has been introduced in the
Senate that would regulate devices provided to the
U.S. government. While there is considerable room for
improvement in the way governments, organizations,
and companies communicate and ensure supply chain
integrity, there is also room to be optimistic for better
security assurances in the near future.

Background

loT devices collect sensitive personal data. This
data is then sent to the cloud and big data centers,

which are targets for digital criminals (Francis, 2017).

Furthermore, a hack to just one WiFi-connected loT
device can provide access to multiple devices on
one network (Brandom, 2016). When the 0T device
in question has a camera, the feeling of insecurity
becomes even more pressing (Korolov, 2016).

Device insecurities aren’t outwardly apparent, and
many go undetected. In 2016, security researchers
discovered unknown actors were exploiting a
backdoor built into over 700 million Android devices
(Bing, 2016). The devices had been infected with
malware and were quietly sending user data to a
server in China. Malware is a serious security threat
— malware has also been found on PCs before they
were even shipped to consumers, suggesting that
criminals accessed PCs during manufacturing and
assembly (Associated Press, 2012).

A central component in creating such vulnerabilities
are supply chains. A device is only as secure

as its supply chain, and today information and
communication technology (ICT) supply chains

are vulnerable due to their internationalization.
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For example, the components of an iPhone are
manufactured all over the world before converging
in China or India for assembly (Costello, 2017). At
each step in the construction process there are
multiple opportunities for breaches. It is not difficult
to imagine that, even given Apple's dedication to
privacy and security, vulnerability could be added to
an iPhone's software or hardware by one of Apple's
various manufacturers.

Without security requirements for computers, mobile
phones, and other products connected to the Internet
in the United States, consumers are dependent on
the security assurances of ICT companies when
considering device safety. Meanwhile, although
companies try their best to follow piecemeal
governmental and industry guidelines for supply chain
security, this vigilance is only as strong as a company'’s
dedication to security.

National Initiatives

The 2008 Comprehensive National Cybersecurity
Initiative suggests that the American government
recognizes the great importance of managing risk
stemming from global supply chains. However, federal
attempts to successfully mitigate cybersecurity

risk are minimal, resulting in limited policy that is
reactionary instead of proactive and resilient.

The most successful policy initiative concerning
supply chain security is the 2011 National Defense
Authorization Act. The Act allows the Department
of Defense, Energy, Army, Navy, and Air Force to
exclude vendors without a hearing if they believe
that vendors pose a security risk (Charney and
Werner, 2011). The Act also requires supply chain
risk to be included as an evaluation factor in the
procurement process (Covington & Burling LLP
2015). While this Act attempts to ensure the
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safety of electronics relating to national security,
it needs to become far more proactive. It takes
organizations around 146 days to detect breaches,
meaning that a supply chain could already

be breached but still in operation before the
government identifies vulnerability and excludes
it from its supply chain (Gerritz, 2016). Since
vulnerabilities in the defense industry have very
real security consequences for the United States,
the Act could promote security more strongly by
helping companies to secure their supply chains
instead of waiting for insecurities to develop.

Shortcomings in national supply chain security
most likely arise because cybersecurity issues
are highly complex and difficult for policymakers
and industry leaders to reach agreement upon.
In 2014, two Congress members introduced

the Cyber Supply Chain Management and
Transparency Act (H.R. 5793). The Act would
have mandated that security contractors provide
a bill of all materials used in their products,
including open-source software, and that each
contractor demonstrates strong cybersecurity
practices (Heaton, 2015). However, the Act never
materialized due to pushback from contractors
and national ICT leaders (Mance, 2016).

On August 1, 2017 a bill was introduced in the
Senate called the Internet of Things Cybersecurity
Improvement Act of 2017 The bill is a bipartisan
effort that proposes certain requirements on any
purchased government devices. Among other things,
the bill requires that loT devices are patchable, that
they are free of known vulnerabilities, that devices
use standard protocols, and that the devices are

free from hardcoded passwords — among other
requirements. The bill has not yet passed, but has

received praise from security experts (Sterling, 2017).

October 2017

There are no national policies that mandate digital
supply chain protections in the private sector, but
the Department of Commerce’s National Institute
of Standards and Technology (NIST) provides

some guidance for industry to follow. In the past
five years, NIST has developed a Cybersecurity
Framework and published a paper on best practices
in Cyber Supply Risk Management. However, since
NIST is not a regulatory body, the recommendations
made in each framework are completely nonbinding
(Mance, 2016), although as of 2015, around 30% of
American industry was utilizing NIST cybersecurity
standards in their operations. Nevertheless, there
is ample room for greater NIST framework adoption
across the industry —a 2016 study cited by NIST
suggests that 60% of surveyed companies do not
monitor the security of their third-party vendors
(Center for Responsible Trade & Enterprise, 2016).
In essence, federal policy surrounding supply chain
security is lacking, particularly as it pertains to the
private sector and its civilian consumers.

Non-Governmental Initiatives

At a non-governmental level, some international
organizations encourage dialogue to promote
the optimization of supply chain cybersecurity
across borders. While the guidelines produced
by well-meaning international organizations are
also nonbinding, they may signal the ascent of
international norms surrounding device integrity.

The Open Group Trusted Technology Forum (OTTF),

a working group comprised of universities and

ICT companies, has produced a set of standards
relating to supply chain security guidelines for ICT
companies, called the O-TTPS V1.1 (The Open Group,
n.d.). The OTTF also offers a certification program,

in which suppliers and distributors can signal to
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business partners and consumers that their products
have met certain safety standards (The Open Group,
n.d.). With greater public awareness and industry
adoption, the OTTF Certification program could easily
become a way for users to manage digital risk when
they adopt new technologies.

The International Organization for Standardization
(ISO) has adopted the O-TTPS V1.1 as a standard for
supply chain cybersecurity (The Open Group, n.d.).
The ISO has also produced the Common Criteria for
Information Technology Security Evaluation, which
enables companies in each of the 26 participating
nations to rigorously test their products against a
set of rigorous security standards. Like the OTTF
certification program, successful participating
companies can receive certificates guaranteeing
device security (Cisco, n.d.). The ISO is currently
working to expand its Common Criteria and
certification beyond finished products to each stage
of a device's manufacture and assembly.

In the United States, Consumer Reports will begin
including evaluations for data security in its product
reviews. While Consumer Reports has always
written about security breaches, its review system
is an important evolution in the way consumers can
learn to manage digital risk (Consumer Reports,
2017). Together with the nonprofits Ranking Digital
Rights and The Cyber Independent Testing Lab,
Consumer Reports is developing “The Digital
Standard” for industry and consumers to follow; all
cybersecurity reviews will be evaluated according
to this new Standard (Consumer Reports, 2017).
Consumer Reports’ new cybersecurity reviews

are poised to make a difference: as a trusted,
independent authority with broad readership,
Consumer Reports can broadcast important safety
information to the general public in a way that highly
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technical organizations such as the OTTF and ISO
cannot. Perhaps Consumer Reports can amplify
the efforts of international organizations to certify
secure practices to the general public and make
such initiatives more commonplace.

Industry Initiatives

In the absence of significant national and
international leadership, ICT companies are largely
on their own to ensure the integrity of their
products. While there many different ways in which
a company can promote integrity, Microsoft serves
as an example of a company using a multi-faceted,
multi-sector approach to supply chain security.

Like most ICT companies, Microsoft utilizes internal
security units to evaluate security at all stages of
product development, manufacturing, and assembly.
Some of Microsoft’s internal security units focus

on the technical aspects of integrity: their Digital
Crimes Unit works to fight botnets disrupting

critical infrastructure, while the Microsoft Security
Development Lifecycle (SDL) monitors threats, and
minimizes and eliminates software vulnerabilities that
may occur at any phase in the development process
(Microsoft Corporation, 2013). The SDL also subjects
a product to a final security review before it ships
(Storch, 2014). Microsoft complements its technical
approach with non-technical programs such as the
Global Procurement Group and Device Supply Chain
Group, which ensure that all third-party inputs meet
privacy, security, environmental, health, and labor
standards (Microsoft Corporation, 2016).

Microsoft also places a strong emphasis on dialogue
and cooperation with international organizations

and within the industry. Its security standards
complement standards set by NIST and the ISO
(Microsoft Corporation, 2016), and Microsoft
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participates in organizations such as SAFECode,
which work to promote enhanced security in the
global software supply chain (Nicholas, 2009).
Microsoft certainly isn't alone in its gravitation
toward international cooperation — a handful of
other technology giants participate in international
discussions surrounding cybersecurity, perhaps
suggesting a degree of industry convergence that
could benefit consumers in subsequent years.

Conclusion

Electronics bring considerable convenience and
considerable risk to our everyday lives. Since
electronic insecurities are not always apparent or
immediately detectable, it is extremely important for
consumers to know that the devices they purchase
and rely upon are safe. Device safety is the product
of a highly complex supply chain, and maintaining
supply chain integrity requires considerable vigilance
from technology companies.

While a current lack of norms — national, international,
or industry-led — governing standards in supply
chain security can be troublesome for consumers,
some consensus on security standards is emerging.
At an international level, major ICT companies

are participating in forums and organizations that
promote security certifications that can easily be
expanded and introduced to the public, perhaps
through Consumer Reports’ promising new
cybersecurity review and standards system.

Overall, while supply chain insecurity is currently
one of the greatest sources of digital vulnerability,
nascent collaboration between industry and
non-governmental organizations provide a viable
opportunity for companies and consumers to more
effectively manage their digital risk moving forward.
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