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Introduction

Robert Daly is the Director of the Kissinger Institute on China
and the United States at the Wilson Center

There is acute anxiety on American campuses and in Washington, DC, over
whether the United States can continue to foster the China expertise that this
era of Sino-American rivalry requires.

Policymakers and academics who take on this question face a dilemma:

Most American students who have acquired an understanding of China
have begun with Chinese-language studies and then been drawn in more
deeply through interest in some aspect of Chinese culture before pursuing
graduate studies in policy relevant fields, such as political science, economics,
law, foreign relations, or environmental studies. The gateway to a life in China
studies, in other words, has been sinological; it has been founded in fascina-
tion or liking of some kind.

Can a pervasive environment of hostility—or the necessity to defend na-
tional interests or uphold of national security, if you like—also attract an ad-
equate number of able Americans to the field? And if it does, how will our
analysis of and policy toward China change if it is based in contention rather
that curiosity? Can academic China studies have it both ways, such that its
graduates are trained not only in vigilance, but in empathy?

Of course, these questions only matter if we can get undergraduates en-
rolled in Chinese language and history 101 courses in the first place, and if
undergraduate studies can be supplemented by extended exposure to China
itself, which has been essential to the health of the field since the early 1970s.

Inspiring such enthusiasm is the job of young American faculty across the dis-
ciplines who have dedicated themselves to research and teaching related to China.
Supporting their efforts is the mission of the Wilson Center’s China Fellowship
Program, which is made possible by the Carnegie Corporation of New York.

The Wilson Center is delighted to present in this volume the essays of
our fourth class of fellows, women and men from across the United States,
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from large state universities and small private colleges, whose efforts will
determine the future of China studies and, indirectly, the efficacy of China
policy in this country.

We hope that readers will share our optimism that the field is in good
hands despite declining enrollments and worsening atmospherics in U.S.-
China relations. We look forward to continuing to work with over seventy
fellows, and future grantees, to ensure that interdisciplinary China studies
retains its strong influence over policy and that these scholars, together with
colleagues in China and in third countries, can bring their expertise to bear to

secure peace under difficult circumstances.

The views expressed are the author’s alone, and do not represent the views of the
US Government, Carnegie Corporation of New York, or the Wilson Center.
Copyright 2024, Wilson Center. All rights reserved.
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Yelena Biberman

Abstract

The US-China competition over biotechnology is a relatively quiet one,
with the economic dimension attracting most of the attention. However,
biotechnology is dual-use. It has both civilian and military applications.
The latter may range from precision targeting to mass destruction. Rapid
innovations in genetic engineering, synthetic biology, data-driven machine
learning (“artificial intelligence”), nanotechnology, and neurotechnology
are enabling the leading powers—the United States and China—to acquire
genetic capabilities that could be used for peaceful, defensive, or offensive
purposes. How do Chinese policymakers and strategists view the power of
biotechnology in the context of the intensifying great-power rivalry? What
are China’s capabilities and intentions vis-a-vis dual-use, or weaponizable,
biotechnologies? This report addresses these questions by probing the plau-
sibility of three hypotheses with evidence that draws on primary and sec-
ondary sources, including government reports and expert interviews. The
investigation reveals the central role of biotechnology in China’s pursuit of
both economic development and national security. It is among the means
by which China seeks not just to catch up to, but surpass, the United States
and achieve its full civilizational potential. Although there is inadequate
publicly available data to draw conclusions about the full scope of Beijing’s
intentions for biotechnology, the existing and anticipated dual-use capabili-
ties, grand ambitions, and hurried nature of technological development do
create a serious risk of unintended consequences of mass destructive poten-
tial. These range from an accident triggering a new, deadly pandemic to a

genetic arms race.

Policy Implications and Key Takeaways

China is acquiring, intentionally or not, dual-use capabilities in
biotechnology that could be used for peaceful, defensive, or offensive

purposes.

Dual-use emerging biotechnologies satisfy and bridge China’s
economic aspirations and security aims. They support the main goals

of transitioning the country to a more sustainable form of economic
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development and self-sufficiency while rebuilding the foundations of
communist rule and expanding regional and global spheres of influence.

The US-China economic decoupling is taking place at a time when
the two states are in most need of communication and mutual
understanding—that is, deep and sustained diplomatic engagement.
China is too technologically advanced to be isolated or ignored.
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Introduction

The race for the high ground in emerging technologies is a key feature of the
intensifying US-China rivalry. The rapidly evolving advancements in data-
driven machine learning (“artificial intelligence,” AI) dominate the headlines.
As does the contest over the earliest and strongest Al capabilities, as derived
from access to resources such as semiconductors and large datasets. However,
Alis ameans to a variety of ends. Surprisingly little attention has been paid to
perhaps the most consequential of these ends. It is the power to read, edit, and
write from scratch the programming language of all life on Earth. This report
directs attention to biotechnology, with a focus on the US-China rivalry over
the power to genetically manipulate microorganisms for dual-use, or weapon-
ization, purposes.'

The global leaders in biotechnology, the United States and China, recog-
nize the security implications of the emerging genomic capabilities. In 2016,
the US intelligence community’s worldwide threat assessment listed gene ed-
iting as a technology that could generate new weapons of mass destruction.”
The 2020 edition of Science of Military Strategy, an authoritative textbook
published by China’s National Defense University, considers how biotech-
nology could serve as “a brand-new territory for the expansion of national
security.”

How do Chinese policymakers and strategists view the power of bio-
technology in the context of the intensifying great-power rivalry? What are
China’s intentions vis-a-vis dual-use, or weaponizable, biotechnologies? The
aim of this report is to present the existing knowledge, preliminary conclu-
sions, and recommendations on a difficult but urgent problem facing US-
China relations and global security.

Research Strategy

Intentions are notoriously difficult to discern. They are part of a complex
inner world prone to change and contradiction. The intentions of China’s po-
litical elite are no exception. This report uses the following research strategy
to investigate the intentions of China’s political elite vis-a-vis weaponizable
biotechnology. It begins by identifying a range of possibilities, or hypotheses
to be probed for likelihood with the available evidence.
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Hypotheses:

1.

China is pursuing biotechnological development for peaceful purposes only,
such as boosting economic, health, and food-related capabilities. It is not
weaponizing biotechnology for offensive or defensive use.

China is pursuing biotechnological development for peaceful and defensive
purposes 0711)/. The latter may be a reaction to what Beijing perceives as US
aggression and intent to weaponize biotechnology.

China is pursuing biotechnological development for offensive purposes,
in addition to peaceful and/or defensive. The underlying aim may be to

establish and maintain dominance in the Indo-Pacific.

The first is the null hypothesis, or default answer in the absence of evidence

suggesting otherwise. The second possibility carries graver implications than

the first for US-China relations and global security. The third carries the grav-

est implications and, because of this, demands the highest degree of skepti-

cism and scrutiny.

Next, the likelihood of each of the three possibilities is evaluated in light

of the available evidence. The material for the evidence is drawn from primary

and secondary sources, including government reports and expert interviews.

Underlying the analysis is a set of questions designed to interrogate each of

the possibilities. The questions approach the problem from three measurable

angles: 1) expressed ideas; 2) capabilities; and 3) a smoking gun. As with any

attempt to study intentions, a limitation of the findings from this “triangula-

tion” is that they are incomplete. They may underestimate or overestimate the

intentions. The benefits are that they identify useful focal points and provide a

baseline for judging new information, as it becomes available.

Questions:
1. What are the expressed ideas, if any, that suggest weaponization

intentions?

2. What are the capabilities, if any, with weaponization potential?
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3. Isthere a smoking gun?

The sections that follow address cach of these questions.

Expressed Ideas

China has come a long way since political theorist and practitioner Wang
Huning lamented the widespread perception that innovation and tradition
are inherently at odds. “The development of a society is inseparable from its
spirit of innovation,” Wang reflected in 1988 after a six-month visit to the
United States. He observed that America’s extraordinary capacity for innova-
tion stems from its deeply-rooted tradition of combining two seemingly con-
tradictory ideas: pragmatism and futurism. The former compels Americans
to pursue the egoist incentives of the marketplace; the latter requires them to
forgo immediate gratification for “something that has no direct effect at the
moment, but will have an effect in the future.™

Chinese President Xi Jinping’s “New Era” ushered in unprecedented devo-
tion to future-focused innovation. National rejuvenation came to depend on
China attaining “world power in science and technology.” Failing to do so
would leave China economically behind and defenseless against exploitation
and aggression, Xi argued. In his 2014 “Total National Security Paradigm,” Xi
instructed the party cadres to adopt a total security approach. This meant at-
taching “equal importance to internal and external security” and integrating sci-
ence and technology, among other things, into the national security system. This
was the beginning of what observers called “the securitization of everything.”’
Cutting-edge technological innovation was not just a means of achieving “high-
quality” development in an era of slower economic growth. It was imperative
for achieving self-reliance and maintaining sovereignty in a world in which the
waning superpower — the United States — deems China the main obstacle to
global supremacy. Biotechnology became a key area of focus. In a 2020 article
published in the party magazine Qinshi, Xi described biotechnological advance-
ments as “important tools for the country and must be in one’s own hands.”

The rapid advances in modern biotechnology preoccupied select Chinese
intellectuals and officials since before Xi’s tenure. Among the first to take

note was Guo Jiweli, a chief physician at China’s military hospital and medical
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university. Guo predicted that the future of war would be based on the com-
mand of military biotechnology in a 2005 article, which he then followed
with multiple articles and books on the subject.” Guo envisioned the use of
biotechnology to subdue adversaries in a “merciful” (nonlethal and reversable)
way through “precision injury.”*

Another prominent official to take note was He Fuchu, then-president of
the Academy of Military Medical Sciences who would later become the vice
president of the Academy of Military Sciences, the premier research insti-
tute of the People’s Liberation Army (PLA). In 2015, He was struck by the
establishment of a Biotechnology Office by the Pentagon’s Defense Advanced
Research Project Agency. Biotechnology was becoming “a new strategic com-
manding height in the future military revolution and the game between major
powers,” he observed. Among its potential uses, He imagined, was in develop-
ing new subversive weapons and unmanned combat platforms."

In 2017, Zhang Shibo, a retired general who was then-president of China’s
National Defense University, identified biology as a new domain of warfare.
He saw the advances in modern biotechnology as “showing strong signs char-
acteristic of an offensive capability,” which include the possibility of “specific
ethnic genetic attacks.”

While the 2013 edition of the Science of Military Strategy prepared before
Zhang’s tenure makes no mention of biotechnology, the 2017 edition contains
a section on “biology as a domain of military struggle.””® The subsequent,
2020 edition, characterizes the biological field as “the strategic commanding
heights of the game between big powers.”" It offers striking examples of how
biotechnology could be used “not only [to] bring biological damage to specific
targets and people, but also bring large-scale effects and deterrent effects™

[T]he use of new biological weapons, bioterrorism attacks, large-scale
epidemic infections, specific ethnic genetic attacks, the purposeful
genetic modification of the ecological environment, food and indus-
trial products, and the use of environmental factors such as population

migration, climate change, and natural disasters.”

Biological incidents can also be used as a psychological tool to influence

public attitudes. During the COVID-19 pandemic, Chinese officials and state
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media sought to deflect public attention from ineffective or unpopular poli-
cies by claiming that the virus may have been leaked from a US Army lab.'¢ As
payback, the US military launched a clandestine program in the Philippines
to discredit China’s Sinovac inoculation at the height of the pandemic.”

China’s national strategy of military-civil fusion, designed to create stron-
ger linkages between the civilian economy and defense industrial base, high-
lights biology as a priority.”® A special fund has been set up to support basic
national defense research projects and help transform civil research into mili-
tary applications—specifically, in the fields of biological crossover and dis-
ruptive technologies."” Synergies are expected among biotechnology, Al and
brain science.?

In 2021, China’s new Biosecurity Law came into effect. It covers lab bio-
safety, or the hazards involved in working with microorganisms and toxins,
and biosecurity—the deliberate theft, misuse, or diversion of biotechnology.
Article 53 establishes the state’s “sovereignty over our country’s human ge-
netic resources and biological resources” and directs the state to “strengthen
the management and oversight of the collection, storage, use, and external
provision of our nation’s human genetic resources to ensure the security of
human genetic resources and other biological resources.”™

In 2022, the National Development and Reform Commission issued the
14th Five-Year Plan for Bioeconomic Development. Among its main goals is to
“prevent and control biosecurity risks” while also meeting the rising domestic
demand for healthcare. By 2025, China’s bioeconomy is to significantly in-
crease in total scale. By 2035, it is to be at the “forefront of the world.”?* The
next section describes China’s growing scientific and technological capabili-

ties as it pursues these goals.

Capabilities

This section takes a deep dive into China’s capacity for innovation in the
sphere of biotechnology with a focus on genetic sequencing, editing, and syn-
thesis. It then examines two other elements needed to create products: manu-
facturing capabilities and a skilled workforce.

It is easy to understate China’s indigenous innovation in contrast to that of

the United States, a high-income country with a head start. When compared
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to other countries at a similar level of development (i.e., upper middle-in-
come), China’s capacity for innovation is extraordinary. In 2023, the World
Intellectual Property Organization’s Global Innovation Index ranked China
as the 12th most innovative country (up from 43rd in 2010).?* The Index com-
prises some 80 indicators, including measures of the political environment,
education, infrastructure, and knowledge creation.

The Australian Strategic Policy Institute offers an alternative look at China’s
capacity for innovation. Its Critical Technology Tracker uses data from what
are likely to be high-quality research publications (top 10 percent most-cited)
from the past five years on 44 technologies that could “significantly enhance,
or pose risk to, a country’s national interests, including a nation’s economic
prosperity, social cohesion, and national security.”** In 2023, the data indicated
that China had built the foundations “to position itself as the world’s leading
science and technology superpower.”® It led in 37 of the 44 critical technolo-
gies, including in synthetic biology and biological manufacturing,

China’s capabilities are still considered weak when it comes to basic re-
search. Basic research and early-stage development are required for proof of
concept—invention. Invention precedes innovation. The latter involves turn-
ing the proof of concept into a product. Emphasis on innovation over basic
research has, according to experts, led China to make up for its “invention
deficit” through licensing technology, repatriations, and digital theft.?¢

However, a closer look at the research conducted in China over the past
decade shows remarkable progress in transitioning to “discovered in China,”
consistent with President Xi’s directive to “aim for the frontiers of science and
technology, strengthen basic research, and make major breakthroughs in pio-
neering basic research and groundbreaking and original innovations.” In par-
ticular, this has been the case with the sequencing, editing, and synthesis tech-
niques increasingly making it possible to engineer entire genomes. Some of the
cutting-edge research coming out of China may be under the radar. But what
is evident is that, having advanced to the frontier of genomic research, Chinese
scientists are contributing significantly to global efforts to understand the
power of genes and gain “a much greater degree of control” over organisms.”®

By 2022, China had at least 600 biotech science parks to accelerate the de-
velopment of novel science.”” The World Intellectual Property Organization

monitors what it calls “science and technology clusters”—geographical areas
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with the highest density of inventors and scientific authors—based on patent-
filing activities and scientific article publications. In 2023, three of world’s five
biggest clusters were in China: Shenzhen-Hong Kong-Guangzhou, Beijing,
and Shanghai-Suzhou. China also, for the first time, topped the list of coun-
tries with the highest number of clusters, having 24 in total. The United States
followed with 21 clusters.?* The patent data must be taken with a grain of salt,
however, as applications tend to vary in quality. According to one Chinese
expert, as many as 90 percent of the patent applications “may be garbage and

can only be used as vases to collect money for projects.”!

Reading DNA

China’s rise as a global leader in genetic sequencing can be traced to the year
2010, when Shenzhen-based BGI (formerly Beijing Genomics Institute) became
the largest next-generation genome sequencing company in the world. It had
purchased 128 high-end genome sequencers from San Diego-based Illumina.
Just three years carlier BGI was “on the brink of extinction.”* A $1.5 billion
ten-year loan from the China Development Bank, the Chinese government’s
so-called “superbank,”* made possible the purchase. The move coincided with
a remarkable “boom of scientific productivity in China” centered around next-
generation sequencing technology, with three “landmark papers” published by
Chinese researchers in a span of just two months in 2009-2010.%*

In 2012, BGI acquired San Jose-based DNA sequencing company
Complete Genomics, raising fears of US losing competitiveness in a technol-
ogy that was becoming “crucial for the development of drugs, diagnostics
and improved crops.”® Illumina expressed concern that BGI would become a
competitor, liking the transaction to selling China the “formula for Coke.”*
China would no longer be dependent on US machinery.

BGI was founded during China’s participation in the Human Genome
Project, which the United States initiated at the beginning of the 1990s and
was later joined by the United Kingdom, Japan, France, Germany, and China.
What began as a small research institute trying to decode the DNA of pan-
das turned into “a sprawling conglomerate, active in animal cloning, health
testing, and contract research.” In 2020, BGI announced that it plans to se-

quence full genomes for just $100.
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The Chinese government has “long prioritized” the collection of human
genomic data, domestically and abroad.’® In 2003, China’s Ministry of
Public Security began building a forensic DNA database. Ten years later,
Chinese authorities expanded DNA collection to entire ethnic minor-
ity communities and people with no history of serious criminal activity.
In 2016, the Chinese government launched the country’s first national-
level storage facility for genetic information. The idea behind National
GeneBank was to create the world’s largest repository of genetic data that
would “develop and utilize China’s valuable genetic resources, safeguard na-
tional security in bioinformatics, and enhance China’s capability to scize
the strategic commanding heights” in the domain of biotechnology.”” China
Development Bank contributed $1.5 billion to the venture. BGI was picked
to build and operate it.* By 2020, the Chinese government came to possess
genomic data on up to 140 million people as it continued to grow to become
the world’s largest DNA database.*

US experts have warned that Chinese entities may have gained potential
access to US healthcare data through investment in US firms, such as genetic
testing company 23andMe, partnerships with US universities and hospitals,
and sales of equipment and gene sequencing services.*> Shanghai-based WuXi
Biologics invested in consumer genetics company 23andMe in 2015. In 2020,
it announced a production facility in Worcester, Massachusetts, and, in 2021,
purchased a Pfizer manufacturing plant in China.

BGI boasts strong ties to the Chinese government. According to a 2021
Reuters report, it has worked with the Chinese military to improve “popula-
tion quality” and on genetic research to combat hearing loss and altitude sick-
ness in soldiers.”® It has also played a key role in China’s collection of DNA
material from abroad. For example, BGI developed in collaboration with
the Chinese military a neonatal genetic test that enabled it to gather data on
millions of people around the world.** It has had contracts and partnerships
with US health institutions, providing inexpensive genomic sequencing in re-
turn for access to data.” In 2019, BGI partnered with SpaceTime Ventures
in Brazil on a large-scale R&D center for studying tropical plant genomics.
It also entered into collaborations with institutions in Ethiopia and South
Africa.* During the COVID-19 pandemic, BGI sold millions of test kits to
the United States, Europe, and Australia.”’
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Much of BGI’s success may be attributed to Chinese government support
and a system that “blurs private and public, as well as civilian and military, to
meet the goals of the state.”® In March 2023, US Department of Commerce’s
Bureau of Industry and Security added three subsidiaries of BGI Group to the
Entity List, a trade restriction list, partly due to concerns that the genetic data
they were collecting and analyzing were at “a significant risk of diversion to
China’s military programs.™

A US intelligence assessment in 2021 linked BGI to China’s global effort
to obtain even more human DNA, including from the United States. In 2022,
US Department of Defense officially listed BGI as one of several “Chinese
military companies” operating in the United States.”

China has been not only amassing the world’s largest DNA repository. It
has also been acquiring the artificial intelligence capabilities to read it. Alis a
major priority for the Chinese government. In 2017, it expressed the ambition
to become the world’s “major Al innovation center” by 2030.> China becom-
ing a world leader in AI publications and patents in 2021 does not necessar-
ily “translate into a robust advantage in Al innovation and global leadership
moving ahead.”* However, Al heavily depends on data, and China has one of
the largest repositories of genetic information.>® It does not need to be a global

leader in Al to be a global leader in reading DNA.

Editing DNA

Genome editing involves the use of tools that modify an organism’s DNA
by inserting, replacing, or deleting a DNA sequence. The gene-editing tool
CRISPR-Cas9 developed in 2012 is one of the biggest discoveries of the 21st
century. Two of its pioneers, Jennifer Doudna and Emmanuelle Charpentier,
were awarded the Nobel Prize in Chemistry in 2020. The other CRISPR pio-
neer, Chinese-American biochemist Feng Zhang, was not awarded the Nobel
Prize, but his Broad Institute team was awarded key patent rights by the US
patent office.’*

Chinese scientists have in recent years demonstrated foundational work in
developing and deploying CRISPR as a tool for gene editing in plants and ani-
mals, including humans. The same years as the US intelligence community’s

Worldwide Threat Assessment listed genome editing as a potential weapon
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of mass destruction, Chinese scientists became the first to use CRISPR on
humans> Two years later, Chinese biophysicist He Jiankui created the
world’s first genetically modified humans—the so-called “CRISPR babies.”
A Chinese court sentenced him to three years in prison, though the scientist
initially claimed in various documents that the experiment was supported by
Chinese government funding.’’

Many of China’s CRISPR trials have taken place at the PLA General
Hospital. PLA’s medical institutions became major centers for research in
gene editing, as well as other new frontiers of biotechnology. When the PLA’s
Academy of Military Medical Sciences was in 2019 placed directly under the
purview of the Academy of Military Sciences, it signaled “a closer integration
of medical science with military research.”®

Naturally-occurring gene-editing systems are limited in what they can
target and the sorts of changes they can make. Advances in generative arti-
ficial intelligence are “expanding the repertoire of editors.” In 2022, with
the support of the National Natural Science Foundation of China Excellent
Young Scientists Fund, a team of researchers used machine learning to op-
timize CRISPR.® In 2024, California-based researchers announced the de-
velopment of a model that enables prediction and generation tasks from the
molecular to genome scale. Trained on prokaryotic genomes, the model was
used to design fresh CRISPR systems.®!

Some have sought alternatives to CRISPR. In 2024, Belgian rescarchers
developed a new toolbox of 16 different short DNA sequences that allow trig-
gering controlled and specific recombination events in the genomes of both
prokaryotes and eukaryotes.® In 2023, Beijing-based researchers announced
their development of a new protein-based gene-editing tool called CyDENT
that may be more effective than CRISPR.®

Writing DNA

Synthetic biology is widely viewed as a “strategic domain,” with at least thirty-
two countries investing “vast amounts of money into this field.”* Over the
past two decades, it became increasingly popular (and possible) to treat bio-
logical organisms as “a kind of high technology, as nature’s own versatile en-

gines of creation.” Redesigning organisms to produce substances or gain new
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abilities by stitching together long stretches of DNA and inserting them into
an organism’s genome is increasingly common. The idea behind synthetic biol-
ogy is to treat biological organisms like computers—as “ready-made, prefab-
ricated production system... governed by a program, its genome.” By making
changes to the “genetic software,” one could theoretically produce “practically
any imaginable artifact.”®® What began as “mostly an artisanal activity that
was too immature and too expensive to be put to use in industrial R&D labo-
ratories” is now “at the forefront of developing new drugs, new crops, and new
chemical production pathways.””

In 2017, China made its international debut in synthetic biology with a
significant contribution to an ambitious international collaboration. The im-
mediate goal of the Synthetic Yeast Genome Project (Sc2.0) is to develop the
first eukaryote genome from scratch by redesigning and reengineering yeast
chromosomes. The underlying goal is to “pave the way for engineering more
complex synthetic multi-cellular organisms.”® In 2008, rescarchers at the
Maryland-based J. Craig Venter Institute synthesized the first mega-size ge-
nome using chemically synthesized short DNA molecules. In 2010, Venter
scientists installed a completely artificial genome inside a host cell.” In 2016,
Boston-based scientists redesigned and engineered an E. coli genome.

Yeast would be the first synthesized eukaryote—an organism whose cells
have a nucleus. Other eukaryotic organisms include plants and humans. What
began as a Johns Hopkins undergraduate course entitled Build a Genome
and “a mission impossible when it first started” turned into a “very ambitious
project.””” Yang Huanming, one of the project’s participants and an academic
with the Chinese Academy of Sciences, described the aspiration: “If genome
sequencing is reading the code of life, then genome synthesizing is writing the
code of life. From reading to writing, it is a breakthrough.””

Chinese scientists assembled four of the sixteen synthetic yeast chromo-
somes, making China the second country, after the United States, capable of
designing and building eukaryotic genomes.”> The Chinese researchers in-
volved in the project came from BGI Research, Tianjin University, Tsinghua
University, as well as the Agricultural Genomes Institute at Shenzhen,
University of Chinese Academy of Sciences, and Peking Union Medical
College.”” China very soon expanded exploration to larger and more complex

multicellular systems through projects like GP-write China. In December 2017,
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the Shenzhen Institutes of Advanced Technology set up a GP-write China cen-
ter and held the first workshop in January 2018. It was later rebranded as the
China Synthetic Genomics Centre and enjoyed “significant funding.””*

SynMoss was another Chinese project to come out of the yeast collabora-
tion. In 2024, Chinese researchers announced that they synthesized part of
the genome of a type of moss. Science magazine described the achievement as
potentially “smooth[ing] the way for creating artificial genomes for other mul-
ticellular organisms—and for turning the moss into a factory for medicines
and other products.””

In 2022, the United States led the field of synthetic biology in terms of
accumulative research output over the previous 18 years (at 34 percent), fol-
lowed by the United Kingdom, at 14 percent. China came third (at 13 per-
cent) but was the “fastest growing.””¢ In 2023, the Australian Strategic Policy
Institute flagged synthetic biology as a “high monopoly risk” because nine
of the world’s top ten synthetic biology institutions were located in China.
China also boasts three times the share of publications in the top 10 percent
relative to the United States, the next closest country.””

Manufacturing and Skilled Workforce

Economic production does not automatically correlate with weapons produc-
tion capabilities. However, there is good reason to expect some correlation in
China, where military-civil fusion involves “the elimination of barriers be-
tween China’s civilian research and commercial sectors, and its military and
defense industrial sectors” and exploitation of the inherent dual-use nature of
key technologies, including biotechnologies.”

In 2015, the Chinese government launched the “Made in China 2025”
initiative. The goal was to transform China into “a leading manufacturing
power by the year 2049, which marks the 100th anniversary of the found-
ing of the People’s Republic of China.”” By 2025, key industries were to be
transformed so that China would not have to rely on global supply chains
or imports of finished products in key sectors, which include biomedicine
and high-end medical equipment. Meanwhile, Beijing would open its market
and attract foreign investors to invest in key areas, including biomedicine.

Foreign companies and institutions would be encouraged to set up R&D
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centers in China. The initiative has borne fruit, including in the biotechnol-
ogy sector. In 2000, there were no Chinese biotech/pharmaceutical compa-
nies on the Forbes Global 2000 list. By 2021, China beat Japan to the second
place on the list, with 14 companies. The United States had 31 companies.®

The Information Technology and Innovation Foundation’s Hamilton
Index uses Organization for Economic Cooperation and Development data
to compare countries’ output in ten advanced-technology industries, includ-
ing pharmaceuticals. The data showed that, in 2020, China was the leading
producer in seven of the ten advanced-technology industries. It was third in
pharmaceutical production, but “rapidly gaining”® The analysis concluded
that the United States’ lead in pharmaceuticals “might not last, as the Chinese
government has targeted biopharmaceuticals and artificial intelligence as key
industries for development.”®

In 2023, China came to lead in biological manufacturing at a “medium
monopoly risk,” according to the Australian Strategic Policy Institute’s
Critical Technology Tracker. Six of the world’s top ten biological manu-
facturing institutions were located in China. China also had 2.5 times the
share of publications in the top 10 percent relative to the United States, the
next closest country.

Skilled workforce is key part of China’s goal to preserve its competitive
advantage in the industrial chain system while climbing toward mid-to-high
development.®® China’s approach includes talent recruitment and massive ex-
penditure in leading universities.** One-fifth of high-impact papers coming
out of China are being authored by researchers with postgraduate training in

a Five-Eyes country.®

A Smoking Gun?

A smoking gun refers to strong circumstantial evidence. When direct obser-
vation is impossible, it is as close as one can get to supporting a claim. It is the
most compelling item of evidence that most effectively supports a given claim
about an actor’s behavior—past, present, or future. In this case, it is China’s
near-future weaponization of biotechnology for offensive use.

A potential smoking gun appears in the testimony of Steven Quay,
Chief Executive Officer at Atossa Therapeutics, Inc., before the US Senate
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Committee on Homeland Security and Governmental Affairs’ Subcommittee
on Emerging Threats and Spending Oversight in August 2022. According to
Quay’s testimony, the Wuhan Institute of Virology was conducting synthetic
biology research on the Nipah virus in December 2019. And it was doing at
least some of it in laboratory facilities with low biosafety levels, lacking the
necessary precautions. This was, as Quay put it, “the most dangerous research
I have ever encountered.”®®

Nipah is a zoonotic virus—it spreads between animals and people. It can
also spread from person to person, which means that it has the potential to
cause a global pandemic. The name “Nipah” comes from a Malaysian village,
where the virus was first discovered in 1998-1999. The subsequent outbreak
of the virus in Malaysia and Singapore resulted in nearly 300 human cases
and over 100 human deaths. Over one million pigs were killed to try to con-
trol the outbreak. Since then, outbreaks have occurred almost annually in
some parts of Asia, primarily in Bangladesh and India. The symptoms of a
Nipah infection range from mild to severe. In the documented outbreaks
between 1998 and 2018, death occurred in 40-70 percent of those infect-
ed.¥” Multiple features of the Nipah virus disease, including its high mortal-
ity rates and multiple plausible forms of transmission, have “left the medical
community perplexed.”®

For Quay, it began when the Wuhan Institute of Virology received five
bronchial lavage specimens taken from patients in Wuhan. The patients had
pneumonia, and a sequencing machine from a US company identified SARS2.
In February 2020, a paper written about these patients was published and sub-
sequently received millions of views. The Wuhan Institute of Virology also
published the raw data that came from the specimens. “These samples were
massively expanded, using a PCR like process, and ultimately yielded tens of
millions of reads of genetic material,” Quay described.®” He and his team then
conducted a forensic analysis on the specimen reads and made three observa-
tions. They confirmed that they contained the SARS2 virus. They also identi-
fied 20 unexpected contaminants that they suspected were “the inadvertent
amplification of other research going on in the laboratory... [tJhings not ex-
pected to be found in a human specimen like honey suckle genes or a horse
virus.””® Published research from the previous two years confirmed that the

lab had indeed been working on 19 of the 20 unexpected contaminants.
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The publications did not account for one contaminant. According to Quay,
it was a portion of the Nipah virus genome in a laboratory vector commonly
used for synthetic biology. Quay concludes: “Why were they [Wuhan Institute
of Virology researchers] conducting synthetic biology research in December
2019 on the Nipah virus? I cannot speculate. But a laboratory-acquired infec-
tion with a modified Nipah virus would make the COVID19 pandemic look
like a walk in the park.”

Nipah virus was incidentally one of the two Level-4 pathogens Canada’s
National Microbiology Lab shipped to the Wuhan Institute of Virology in
March 2019”2 The other was Ebola. The scientist responsible for the shipment
was one of the two virologists (a couple born and married in China) who later
lost their clearances and jobs at Canada’s only Level-4 lab for unauthorized
cooperation and information exchanges with Chinese institutions.”®

In addition to Nipah, Quay also testified to observing one genomic re-
gion in the SARS-CoV-2 virus with “features of the two types of forbidden
gain-of-function research that are associated with bioweapons development,
asymptomatic transmission, and immune system evasion.””* There were also,
according to him, two regions with features of the types of academic gain-of-
function research that was permitted.

Alleged research on the Nipah virus at biosafety facilities below Level-4
at the Wuhan Institute of Virology does not automatically mean that China
is intent on weaponizing deadly pathogens. It does suggest a high level of
carelessness or boldness, reminiscent of the He Jiankui gene-editing experi-
ments. In 2018, He announced that he edited the genomes of three embryos
that developed into living babies. He recruited couples in which the father
was infected with HIV and the mother was not and then mutated three of
their healthy embryos. In 2019, a Chinese court sentenced He to three years in
prison for “illegal medical practices.”

The first experiment that resulted in the birth of humans with edited
genes is notable not just for crossing the existing ethical and legal boundar-
ies. He’s work was virus-centered. It involved altering a gene (CCRS) that al-
lows a virus (HIV) to infect an important class of cells in the human immune
system. He’s stated goal was to give lifetime immunity from HIV infection.
However, critics pointed out that the (potentially botched) attempt does not
in effect protect from all strains of HIV in humans.”
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In conclusion, the prospect of Chinese scientists conducting gain-of-func-
tion research on lethal pathogens such as Nipah, while also exploring germline
editing as an immunization mechanism against a specific viral strain, raises a
red flag. It does not automatically indicate intent to develop offensive military
capability. But it does indicate a willingness to cross long-established ethical
lines and take unprecedented public-health risks. Whether it is for the sake of

science, national defense, or geostrategic ambitions remains an open question.

Conclusion and Policy Recommendations

A central challenge the United States faces is balancing the thrilling economic
and medical benefits of biotechnology with the enormous risks to global and
US national security. The United States and its allies cannot realistically go it
alone. The problem of genetically-engineered bioweapons requires deep and
sustained diplomatic engagement between the countries at the biotechnologi-
cal frontier, the United States and China.

The risk of accidental biological harm grows in tandem with US-China
competition. The drive to outcompete by speeding up the pace of innovation
could lead to lapses in security and judgement. The result may be an accidental
catastrophe. The risks involved are serious and must be tackled through com-
munication and cooperation between US and Chinese officials, as well as the
scientific establishments.

Biological agents do not behave in accordance with internationally-rec-
ognized borders, which means biosecurity threats are transnational by de-
fault. Confronting the new generation of biological security threats requires
building, updating, and strengthening international regimes and organiza-
tions. The Biological Weapons Convention (BWC), which bans prolifera-
tion of bioagents and toxins that have no peaceful use, must be updated to
include a formal verification regime system to monitor compliance. The
dual-use nature of biotechnology also presents a challenge that requires se-
rious consideration and diplomatic engagement, including back channels”
and Track IT dialogue.””

The United States should pay closer attention to the politics of expertise in
emerging technologies in general and biotechnology in particular. Industry

insiders on whom government institutions rely for expert opinion may have
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perverse incentives if their investment portfolios stand to benefit or suffer as a
result of policy changes. The composition of advisory committees and expert
panels should consider potential conflicts of interest.

Understanding the current and anticipated advances in biotechnology, and
other emerging technologies, is imperative for the American public and the
officials representing them. Scientific and technological literacy is crucial for
informed citizenship and policymaking. Supplemental professional training
for policymakers, an updated K-12 curriculum, and public awareness cam-
paigns would improve understanding and reduce the political impact of con-
spiracies and misleading claims by actors with a vested interest.

Building domestic resilience against the new generation of biological
threats will require not just state-of-the-art medical technologies but also a
healthcare system that is accessible to the entire population. One concerning
trend is in American life expectancy, which is one of the most commonly used
measures of overall health of a population. American life expectancy began to
decline in 2020. As of 2024, it is the lowest of all G7 countries, lower than in
China, and continues to decline.

For the United States to stay competitive in innovation is not as simple as
increasing the number of scientists, technologists, engineers, and mathemati-
cians (i.e., STEM talent). There is a problem of employment. Wages for US
workers in computer and math fields have been stagnating, and many have
struggled to find STEM jobs.”® Consequently, most STEM graduates do not
end up working in STEM occupations. The Census Bureau found in 2021
that only 28 percent of them were working in STEM. The rest opted for
higher-paying careers in business, finance, and management.”

The rules-based international order is collapsing while the world faces a
“polycrisis”—multiple challenges affecting it simultaneously and interact-
ing in such a way that their overall impact far exceeds the sum of all parts.'
Genetically-engineered bioweapons are a daunting addition to the overflow-
ing list of US national and global security concerns. But they are also an op-
portunity to appreciate the urgency of bringing back order in partnership
with, rather than opposition to, the rising powers. As massive and difficult
such a diplomatic undertaking would be, it pales in comparison to the chal-

lenge of surviving a genetically-engineered biological catastrophe.
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Abstract

Since US-China relations began deteriorating around 2018, Chinese state
media has become increasingly critical of the United States. What are the
Chinese Communist Party (CCP)’s main messages to its citizens about
America? How should the United States respond, if at all, to Chinese anti-
American propaganda? This study addresses these questions by analyzing
1,776 People’s Daily editorials about America published between 2004 and
2023. 1 find that Chinese state media promotes three distinct anti-Amer-
ican narratives, all of which have been deployed more aggressively since
around 2018-2019. First, America is a dangerous hegemon that secks to
harm China and other countries. Second, America has poor moral and so-
cial values. And third, America is in decline—increasingly incapable of ad-
dressing problems at home or abroad. These narratives serve not just to high-
light that America is a threat, as past research suggests, but also that China’s
system under the CCP is better. US policymakers should understand the
role that anti-Americanism plays in Chinese politics, avoid playing into its
narratives when possible, and take measures to counter the CCP’s spread of

anti-American messages globally.

Implications and Recommendations for Policymakers

Under Xi Jinping, the CCP is deeply invested in the notion that the
United States is not only a threat to China, but also its benchmark
competitor—the power against which China’s performance in many areas
will be measured. US policymakers should understand that Chinese state
media’s growing use of anti-Americanism does not just reflect worsening
US-China relations, but also serves domestic purposes for the regime. For
this reason, some degree of anti-American rhetoric is inevitable and will

persist even if bilateral relations improve.

US policymakers should not dismiss the PRC’s anti-Americanism as
empty words or “just propaganda.” This study shows that substantial
efforts have been taken to create sophisticated narratives about America
that draw on real events and attempt to tap into pre-existing negative
feelings about America among many Chinese people. Although we do
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not know how persuasive anti-American propaganda is to ordinary PRC
citizens, it is notable that many of its themes and tropes are repeated

widely by private, commercial media and on social media.

When possible, US policymakers should avoid taking actions that play
into the CCP’s anti-American narratives. Despite the CCP’s strict
domestic censorship, American actions and high-level rhetoric still matter
to the perceptions and beliefs of Chinese citizens. When US actions

and messages align with the CCP’s negative narratives about it, they
render those narratives more credible, handing Chinese state media a
propaganda victory. If US policymakers announce that the goal of US
policy is to defeat or contain the PRC for the sake of American hegemony,
then they play into and strengthen the narrative that the United States

is a bully and an aggressor. By contrast, if US policymakers couch their
criticisms of China as demands that the PRC adhere to international laws
and norms and act as the “responsible great power” that it claims to be,

the onus shifts back to Beijing to explain why this is a bad thing.

Despite the instrumental uses of the CCP’s anti-American propaganda,
the CCP can be incentivized to moderate it. This study finds that the
production of anti-American messaging is at least somewhat responsive

to US actions. State media ramped it up after President Trump’s anti-
China policies and rhetoric, but has curbed it in periods leading up to
high-level negotiations or dialogue, such as before the Biden-Xi summit
in November 2023. Thus, reducing harmful anti-Americanism should not
be overlooked as one of the benefits of positive diplomatic engagement
with the PRC, as long as this engagement is not pursued at the expense of

standing up for American interests and values.

Through official, unofficial, and covert channels, the CCP promotes many
of the same anti-American narratives around the world as it does at home,
as an integral part of its overall global media offensive to influence foreign
governments and publics. Without infringing on principles of free speech
in other societies, the United States should nonetheless draw attention

to the PRC’s role in promoting false or misleading narratives about the
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United States and create locality-specific messaging that challenges them.
This strategy would build on existing lines of government effort in public
diplomacy and in countering PRC disinformation, including by the State
Department’s Global Engagement Center. Concretely, it would entail
embedding the defense of America’s image in our national China strategy
and training US diplomats and other international affairs professionals

on how to identify and counter PRC information operations anywhere.
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Introduction

China’s state-controlled media has become highly critical of the United States
since around 2018-2019, reflecting increased tensions in the US-China re-
lationship. America is a superpower on the decline. The COVID-19 pan-
demic was a “big test” for countries, and America failed it. American poli-
tics are marred by dysfunction and division. Citizens are distrustful of elites
and America’s supposedly free media. America’s foreign aggression provoked
Russia’s invasion of Ukraine and it has blood on its hands in Gaza. Washington
fears China’s peaceful rise and is lashing out with self-defeating tariffs and
sanctions. Anti-American narratives such as these are of course nothing new
for the Chinese Communist Party (CCP). Criticism of American actions in
the world has featured in the party’s propaganda since before 1949. However,
the current situation represents an escalation. The CCP’s anti-American mes-
saging has not been this forceful since Deng Xiaoping ushered in a new era of
US-China relations.

That Chinese state media portrays the United States negatively is well
known, but scholars have yet to systematically analyze this recent wave of pro-
paganda and its implications. What are the CCP’s key messages to its citizens
about America? What role does anti-Americanism play in the regime’s over-
all propaganda strategy? And what, if anything, should the United States do
about it? The CCP’s portrayal of America is important to examine because it
reveals how the regime wishes Chinese citizens and international audiences to
perceive China’s primary strategic competitor and the relationship between
the two powers. Moreover, understanding how the CCP secks to benefit from
anti-Americanism sheds light on its evolving strategy to bolster the regime’s
domestic legitimacy.

Existing research on anti-Americanism in China focuses on how the CCP
has long sought to garner public support by depicting America as a threat-
ening hegemon determined to block China’s economic and political rise. In
her book-length study of propaganda in China, Anne-Marie Brady argues
that anti-American rhetoric has been a “constant theme” since the events in
Tiananmen Square in 1989, and that the CCP emphasizes “a hostile Other
to unite the population.” In the same vein, lain Johnston and Daniela
Stockmann argue that “hegemonism” has been the main theme in Chinese
propaganda about America since the 1990s; in particular, the United States

33



Christopher Carothers

has sought to contain China (18 " [#) and prevent its rise.> As Rush Doshi
notes, the CCP was triply shocked by American rhetorical support for the
Tiananmen Square protesters, the collapse of the Soviet Union, and the US
military’s effective intervention in the First Gulf War.*

Of course, the theme of American threat is not new and was particularly
prominent in Mao Zedong-era propaganda. Historians note that, after 1949,
emphasizing America as an enemy helped the newly-in-power CCP to build
patriotic nationalism, such as through the “resist America, aid Korea” cam-
paign launched during the Korean War.> Until US-China rapprochement in
the 1970s, Mao and other CCP leaders routinely portrayed their regime as a
bulwark against US imperialism, as in Mao’s well-known speeches labeling
US imperialism a “paper tiger.”

The CCP’s usc of the American threat narrative to rally public support fits
a global pattern and aligns with what social science teaches about the political
benefits of facing an external threat. Many other authoritarian regimes that
have contentious relations with the United States—Cuba, Iran, North Korea,
Russia, and Venezuela, among others—deploy anti-American messaging in
precisely this way. Russian state media has for decades portrayed America as
hellbent on interfering in Russia, and it argues that this may be the reason
behind any social problem or protest Moscow faces.”

This is not to say that anti-American sentiment around the world is simply
a product of authoritarian propaganda; substantial grassroots opposition to
US policies and values exists in both authoritarian and democratic societies,
often for understandable reasons. Yet it is still worth examining how authori-
tarian propaganda embraces and shapes anti-American sentiment for politi-
cal ends. That highlighting American threat could boost public support for a
regime makes sense given the well-studied logic that external attacks can in-
crease internal cohesion. In international relations, foreign attacks or threats
can produce more domestic political cooperation, bipartisanship, or a rally-
around-the-flag effect, all to the benefit of political incumbents.

However, this study argues that Chinese state media’s anti-Americanism
is more complex than existing scholarship suggests. Specifically, I find that
Chinese state media promotes three distinct anti-American narratives: (1)
America is a dangerous hegemon that seeks to harm China and other coun-

tries; (2) America has poor moral and social values; and (3) America is in
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decline—increasingly incapable of addressing problems at home or abroad.
None of these three narratives is new, but all three have been advanced more
frequently and more forcefully since 2018-2019. The first narrative directly
relates to what existing scholarship has identified as the main theme of CCP
messaging on America, but the other two narratives do not. Previous studies
have sometimes noted that topics such as American racism or gun violence
are themes in anti-American messaging, but this study makes a contribution
by providing an empirically-based typology of high-level narratives. Each of
these narratives runs through state media coverage of a wide range of topics
related to America. The three narratives that I identify are distinct, but they
can also be combined and promoted together, such as when Chinese state
media argues that American decline is at base a result of its poor moral and
social values.

This study further argues that the CCP is promoting anti-Americanism
not only to rally the public against a foreign threat, as per existing scholarship,
but also to contrast the United States and China and to argue that China’s
system is better. All three anti-American narratives that have been boosted
since 2018-2019 help the CCP make the case that China outperforms
America in a wide range of areas, not least COVID-19 mitigation. The narra-
tive that America is a dangerous hegemon highlights the threat of American
intervention, but it also demonstrates the superiority of China’s own foreign
policies. Unlike the United States, China is a “responsible big country” and
friend to the international community. Criticizing America’s moral and social
failings—racism, gun violence, inequality, and so on—serves to highlight the
CCP’s superior performance in creating a harmonious society. And discussion
of America’s decline, of course, reinforces the fact that China is continuing to
rise. Thus, anti-Americanism should be understood as positive as well as nega-
tive propaganda. It is part of a strategy to boost the CCP’s domestic public
legitimacy at a time when the regime is facing various policy challenges.

This study’s findings are based on a systematic analysis of editorials about
America published in the People’s Daily, the CCP’s preeminent general-focus
daily newspaper and carefully vetted mouthpiece. As explained in the meth-
odology section, I read and hand-coded 1,776 editorials about America pub-
lished between 2004 and 2023. This analysis allows me to trace trends in the
use of anti-Americanism, such as its rapid rise around 2018-2019, and the
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promotion of different narratives over time. The study’s qualitative methodol-
ogy draws on a long scholatly tradition of close reading of official discourse in
Chinese media.

The study makes contributions to academic research and policy thinking
on anti-Americanism and propaganda in the PRC. First, it advances a typol-
ogy of anti-American narratives that captures the main messages Chinese
state media is promoting about America in this period of increased bilateral
tensions. Second, the study shows that the CCP is using anti-Americanism to
bolster its domestic legitimacy, including through three distinct propaganda
narratives. And third, it discusses what can and should be done for the United
States to avoid playing into the CCP’s narratives, to disincentivize Beijing’s
use of anti-Americanism when possible, and to identify and challenge anti-
American propaganda’s spread to third countries.

The plan for this study is as follows. The next section briefly explains the
methods used. In the main section of the paper, I present the empirical find-
ings about the CCP’s use of anti-Americanism: that it has increased, that it
advances three main narratives, and that it is framed comparatively to show
off the positives of China’s own performance. The paper then turns to discuss-
ing the study’s implications for US policymakers. I discuss what is necessary to
understand about PRC propaganda and why, and what if anything the United
States can do about authoritarian state-backed anti-Americanism in China

and globally.

Methodology

To undertake this analysis, I selected, read, and categorized People’s Daily
editorials about America published between 2004 and 2023. These edito-
rial pieces are the most concentrated form of the worldview that the CCP
seeks to disseminate to party members and, indirectly, to citizens—more so
than straight news. Critics might point out that most Chinese people are
not daily readers of the People’s Daily. Yet the paper sets the party line on
key topics and its articles are widely copied throughout China’s state media
and on many private platforms. Many previous studies of Chinese propa-
ganda have also used the People’s Daily as a key source. Beginning the study
in 2004 aligns it with the contemporary era of anti-American sentiment,
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which studies show began after the US invasion of Iraq,® and allows us to
observe trends in anti-American messaging over a relatively long and com-
plex period in US-China relations.

I began the analysis by selecting four People’s Daily’s editorial columns
that focus primarily on international affairs and have been prominent since
2004: Guojiping (FE1£2-1), Zhongsheng (#177), International Forum ([
®1%), and Global Writing (FAEKEZE). The first two are understood to be
the most authoritative regarding the views of the CCP leadership. (The name
Zhongsheng is a homophone for “voice of the Central Committee,” while the
name Goujiping implies that this is important commentary on international
affairs.) I identified all of the editorials in these columns between 2004 and
2023 that discuss the United States at least four times, yielding 1,776 editori-
als (out of a total of nearly 7,000). I then read each editorial to assess whether
it contained an anti-American message, and, if so, what that message was. This
process allowed me to inductively identify three overarching anti-American
narratives and trace their rise over time.

Some readers might question what this study means by the terms anti-
American and propaganda. In this study, anti-American refers to any broadly
framed criticism of the United States, its government, or its society. Thus, my
use of this term does not suggest that anti-Americanism is necessarily mali-
cious, unfair, or factually inaccurate—simply that it is broadly critical. Many
past studies of the CCP have construed anti-Americanism similarly. For ex-
ample, Alvin Rubinstein and Donald Smith define anti-Americanism as “any
hostile action or expression that becomes part and parcel of an undifferenti-
ated attack on the foreign policy, society, culture, and values of the United
States.” David Shambaugh defines it simply as “the negative dimension of...
ambivalent Chinese images of America.” And Katzenstein and Keohane de-
fine it as “a psychological tendency to hold negative views of the USA and the
US society in general.”! What about the term propaganda? This study refers
to opinion pieces about America published in CCP-controlled state media
as propaganda. The use of this term does not suggest that opinions about
America in Chinese state media are necessarily invalid or lack intellectual
merit. Instead, the designation of propaganda means that state media controls
and selectively deploys information on behalf of a self-interested political or-

ganization—in this case, the CCP. This is a common framing in many studies
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of government-produced anti-Americanism in China. For example, Anne-

Marie Brady analyzes anti-American rhetoric in state media as part of “the
ropaganda system.”'? Similarly, Andrew Kuech examines the CCP’s “patri-

propag Y Y; p

otic anti-Americanism” within the framework of “propaganda.”?

The CCP’s Anti-American Narratives:
Empirical Findings

This main section of the study presents three findings about state media’s edi-
torial coverage of the United States. First, I confirm the common perception
that state media’s promotion of anti-Americanism has escalated since 2018—
2019. Second, there are three distinct anti-American narratives that pervade
the editorial coverage, only one of which is focused on US threats to China.
And third, anti-American propaganda is often framed comparatively and
serves to highlight the CCP’s achievements.

Rising Anti-Americanism

Since 2018-2019, there has been a substantial rise in the number of Peaple’s
Daily editorials featuring anti-American narratives, as well as an increase
in the proportion of all editorials about America that promote at least one
such narrative. In 2019 and 2020, an editorial highlighting American hege-
mony, bad values, or national decline was published on average once every
3.4 days—roughly twice a week. Many recent editorials promote more than
one anti-American narrative. For example, they may combine the narrative
of American hegemony and American decline to argue that America’s fears
about its decline are the main cause of its growing efforts to contain China.
As Figure 1 shows, state media’s editorial coverage of America has varied
over the last two decades. The high proportion of anti-American editorials
in 2004 largely reflects criticism of the United States” war in Iraq. The dips
in 2015 and 2017 correspond to short periods in which Beijing reined in
criticism of the United States as part of efforts to reset US-China relations.
Similarly, the small dip in 2023 is due to the publication of a series of editori-
als focusing on bilateral cooperation during and after the Biden-Xi summit in

November. Meanwhile, the proportion of editorials that portray the United
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FIGURE 1. Rising Anti-Americanism in People’s Daily Editorials
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States positively has remained low throughout the last two decades, provid-
ing a counterpoint to Beijing’s frequent complaint that American media rarely
publishes positive articles about China.

Beyond the change in numbers, the tone of editorials about America has
also markedly shifted, becoming more strident and confrontational since
2018-2019. An editorial in May 2021 argued that “American-style democ-
racy is nothing more than a game of empty promises.” The “stench of money
compels its politicians to deceive the public with lies, which further leads to

degeneration.”* “

The United States has absolutely no intention of engaging
in reasonable competition,” began an editorial in September 2023. Rather,
the hegemon “wields the big stick of sanctions and pushes for ‘decoupling and
chain breaking’ and the so-called ‘de-risking’; out of ideological prejudice, it
generalizes the concept of national security, abuses control and censorship,
and builds ‘small courtyards with high walls’; it concocts a false narrative of
‘democracy against authoritarianism,” forms cliques and factions to create ‘en-
circlement’ of our country, forces other countries to choose sides, incites con-
frontation, and undermines peace.”” Few editorials published between 2004

and 2018 were this antagonistic.
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What explains the rise of anti-Americanism in state media since 2018-
20192 The deterioration of US-China relations, some analysts reasonably sug-
gest.'® Without casting blame on one side or the other, we can observe that
several trends and events damaging to bilateral relations came together in the
mid-to-late 2010s. China’s foreign policy, which many analysts note became
more assertive after around 2009, shifted again after Xi began his second term
in office in 2017. New moves in military, diplomatic, and economic domains
signaled global—rather than simply regional—ambitions."” Beijing and others
point the finger squarely at the Trump administration. Indeed, its attacks on
China—both in rhetoric and policy action—contributed to the major rethink
Washington undertook on China policy.

But there were also structural reasons for this shift. According to Pew
Research surveys, public opinion among both Republicans and Democrats
shifted negatively on China around 2018."® New evidence of Chinese com-
petitiveness in cutting-edge technologies, widespread theft of US intellectual
property, Beijing’s increasingly aggressive use of economic statecraft and co-
ercion abroad, the emergence of “wolf warrior” diplomacy, the opening of
China’s first overseas naval base, and revelations about mass internment and
human rights abuses in Xinjiang all contributed to the new China consen-
sus—the bipartisan view that the PRC has both the intention and capabilities
to challenge American global leadership.”

However, Xi’s desire for stronger negative propaganda about China’s top
foreign competitor also flows from recent challenges in the country’s domes-
tic conditions. State media often criticizes America to redirect attention from
China’s own problems. For example, in February 2020, state media criticized
the United States for its poor handling of infectious diseases even before the
United States’ failure to contain COVID-19 was known. As the Xi adminis-
tration was coming under fire for mismanaging the disease, state media sud-
denly began to write about how terrible the flu was in the United States and
how many Americans die each year of the flu, falsely suggesting that this prob-
lem was on the rise.?’

Domestic discontent on issues besides COVID-19 has also motivated the
use of anti-American propaganda. While attempts to measure public support
for the regime are fraught, there is survey evidence from 2020 suggesting that
public approval is lower than previously thought.”! Xi’s removal of presidential

40



Understanding the Chinese Government's Growing Use of Anti-American Propaganda

FIGURE 2. America According to the People’s Daily
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term limits in early 2018 did not lead to protests, but many Chinese quietly
opposed the move. China’s economy entered a historic slowdown in part due
to the trade war. The PRC’s response to the pandemic would of course make
this worse. In late 2022, the regime faced rare anti-Xi, anti-party demonstra-
tions known as the White Paper Protests. Although triggered by restrictive
COVID-19 policies, the protests also reflected broader discontent.

Three Narratives of Anti-Americanism

The CCP’s recent wave of anti-American propaganda has promoted three
overarching narratives. These narratives are meta-stories about America’s na-
tional identity that both inform and are reinforced in state media’s coverage
of specific events and trends. Each narrative is multifaceted and captures some
fraction of the reality of America and its government’s actions. Yet the nar-
ratives are also exaggerated, one-sided, and present America in a way that is
strategically useful for the CCP. Figure 2 breaks down the post-2018 rise in
anti-Americanism by different narratives. It shows that each narratives rose
and reached its peak at some point between 2019 and 2022 before subsiding
somewhat in 2023.
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The first narrative centers on America’s foreign policies, especially its poli-
cies toward China. Essentially, the narrative is that America acts as a threat-
ening hegemon, leveraging its power to detrimentally impact other nations.
This narrative has a long history in CCP propaganda and encompasses vari-
ous themes and recurring motifs, including that the United States uses its
military might recklessly, that it imposes its values and institutions on oth-
ers, that it bullies weaker countries, and that it misuses international orga-
nizations and agreements to advance only its own interests. “Numerous dis-
graceful incidents of hegemonic interference in other countries have piled
up over America’s more than two centuries of history...it is the most warlike
country” the People’s Daily has editorialized.”> America’s “fully proven ‘war
addiction’ is the greatest source of risk to peace and stability throughout the
world” another editorial argues.” “Looking back at history, the United States
has launched many wars ‘at will, causing disasters to many countries and re-
gions,” another editorial argued, citing the US wars in Afghanistan and Iraq
as prime examples.?® Even if the United States does not send its own troops to
war, it is guilty of often stirring up trouble overseas and then leaving a disaster
that other parties must clean up. Under President Barack Obama, “the United
States has left nothing off the table to consolidate its hegemony, blatantly vio-
lating basic principles of international law; its pattern is to disrupt a country
or region before withdrawing.”»

Since the early 1990s, state media has consistently emphasized that the
United States has engaged in aggressive actions targeted specifically at China.?
Editorials have accused the United States of meddling in China’s internal af-
fairs, displaying unfair treatment toward Chinese companies, adoptinga “Cold
War, zero-sum mentality,” and forming “cliques” with China’s neighbors to
its detriment. The People’s Daily frequently contends that American leaders
and political elites propagate false narratives about China as a strategy to sup-
press its growth and legitimate interests, including the narratives that China
is a threat, that China is free-riding on American technology and innovation,
that America loses when China gains, and that China is in political “regres-
sion” under Xi. The latter two of these theories—the American Loss Theory
and the China Regression Theory—surfaced in 2019 at the height of the trade
war when, state media alleges, America repeatedly misrepresented the Chinese

stance on trade issues to mislead both Americans and the global public.
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The second narrative focuses on America’s poor moral and social values,
which make its promotion of human rights and democracy hypocritical.
The racism embedded in American politics and culture has been a peren-
nial point of attack—a tradition originating in Soviet anti-Americanism.
“Racism has always been a systemic feature of American society and all in-
stitutions,” in which ethnic minorities still face the “nightmare of discrimi-
nation,” editorials argued in 2021.*” The People’s Daily extensively covered
the George Floyd protests in 2020 and discussed the pandemic’s disparate
impact on minorities in the United States. The focus on African Americans,
as scholars have noted, follows a Soviet propaganda tradition that served
to counter American criticism of the USSR’s repression of minorities.
Moreover, the United States has a “deformed gun culture” that “places indi-
vidual rights above social security.” The problem of child labor in America is
“shocking.” Hundreds of thousands of people engage in “forced labor.” And
America’s human rights situation has “deteriorated further in recent years,”
an editorial in 2021 claimed.?® America’s own troubled record on human
rights shows “hypocrisy” and makes it “not qualified to lecture others or
make accusations.””

A major subtheme in the narrative critiquing America’s values is that
greed and disunity undermine the country’s so-called democracy. “When
money rules politics, there is no real democracy.” *° Citing the high costs of
elections, “secret funds,” so-called dark money and the US Supreme Court’s
2010 Citizens United ruling, the People’s Daily concludes that American
“elections have become a money game...for the wealthy.”®' This system “de-
prives people of their democratic rights, suppresses the expression of voters’
true will.”* America’s democratic system can also be considered a form of
institutionalized corruption, many editorials argue.” Trump’s unusual cam-
paign and surprising election in 2016 provided ample fodder for broader cri-
tiques of America’s political system. “All kinds of strange phenomena high-
light the embarrassment of American politics,” an editorial noted as the 2016
presidential election neared.>* “The chaos exposed by this election reflects
the deep-seated shortcomings of the American political system,” argued an-
other.”® Nor does the American government adhere to its own democratic
principles when it comes to governing society. Although the United States
claims to embrace the freedom of the press, “selective reporting is common”
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and the government and corporate media behemoths regularly engage in the
“suppression of domestic public opinion.” “Some editors and reporters with
integrity...have been either deleted or banned, or imprisoned,” editorials in
the People’s Daily have argued.®

The third narrative centers on America’s decline, which has political, eco-
nomic, and social dimensions. Over the last decade, the People’s Daily has
linked polarization and “chaos syndrome” in American politics, the “power-
lessness” of politicians to solve problems, and economic and social crises to
argue that America is “deteriorating” or coming undone.” The “chaos” in the
2016 presidential election highlights that America’s “structural contradic-
tions” have gone unresolved since the 1990s and “metastasized” into a “severe
illness,” the People’s Daily argued.”® “A series of data exposes the failure of the
US government in social development and national governance, and the root
cause of the problem lies in the institutional decline of ‘American democracy’,”
explained an article in 2022. The headline was “America is Sick: Uncovering
America’s Structural Decline.”®

In early 2020, Chinese state media became fixated on the United States’
mishandling of the COVID-19 pandemic, viewing it as proof of systemic fail-
ure within America. The party line has been that the pandemic both demon-
strated and exacerbated America’s decline—COVID-19 revealed how poorly
America was prepared and how little its political class seems to care, and made
political divisions and social problems worse. The United States was “self-
ish, shortsighted, willfully ineflicient and irresponsible in responding to the
epidemic.” This not only caused immense death and illness, “but also fully
exposed and continued to worsen the long-standing social divisions, polariza-
tion between the rich and the poor, racial discrimination, and inadequate pro-
tection of the rights and interests of vulnerable groups.” The result is that “the
American people have fallen into a deep human rights disaster,” the People’s
Daily editorialized in June 2020.*° Other editorials highlighted the irony of
this tragedy occurring in the country with the most advanced medical knowl-
edge and the world’s largest economy.*!

As the pandemic continued, Chinese state media coalesced around a nar-
rative that America had handled COVID-19 the worst of any country. This
was explicitly used to subvert and reverse America’s frequent portrayal of itself

as “No.1” in the world in many fields. For example, the People’s Daily argued
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in 2021 that the United States was indeed the “world leader” in new fields,
including countries that spread COVID-19 to others, countries that blame
China for their own failures, and countries that allow disinformation.*?
Furthermore, America did not fix its initial mistakes. “The repeated failures
of the United States in fighting the epidemic highlight the reality of its seri-
ous failure in social governance,” an editorial argued in late 2022. The United
States seemingly learned nothing from the monkeypox epidemic. The edito-
rial went on to approvingly quote an editorial in the Washington Post as saying
that America had “seemingly fallen into a mode of panic and neglect.”

American decline begins at home, but also has an international di-
mension. The United States is less and less able to coerce other countries
and unilaterally mold the global landscape, state media argue. Evidence
editorials have cited for this claim include: America’s chaotic withdrawal
from Afghanistan in 2021, the Trump administration’s withdrawal from
numerous international agreements and bickering with US allies, devel-
oping countries rejecting US calls to ban Chinese technology, and, most
recently, America’s internationally isolating support for Israel’s war in
Gaza. There is “increasingly strong criticism and opposition from the inter-
national community” against the hegemonic and bullying behavior of the
United States,” a typical editorial argues.** State media often cites famous
foreign analysts who argue that American foreign policy must change to
accommodate the rise of China and other powers or reflect the limitations
imposed by America’s growing domestic crises, such as Fareed Zakaria.®
Before COVID-19, the narrative of American decline has been deployed
by the CCP in response to the 2008 financial crisis, military failures in the
Middle East during the late 2000s and 2010s, and the tumultuous 2016
presidential election.

Against the above points, a critic might argue that Chinese state media is
simply reporting true signs of America’s decline. After all, America’s political
and social dysfunction are being discussed and debated by Americans daily.
However, the argument here is not about whether America is or is not in de-
cline. The point is that state media’s full-throated promotion of the narrative
of American decline, often one-sidedly and at the expense of alternative narra-

tives, should be understood as a strategic choice.
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How Anti-Americanism Makes China Look Good

The third empirical finding of this study is that anti-American narratives in
state media are presented in a comparative frame, showing China’s superior-
ity to the United States. Criticism of America in state media is often part of
an explicit US-China comparison. But even when it is not, anti-American
messaging is being promoted in a media environment saturated with com-
parisons between China and its foremost international rival on every aspect
of foreign and domestic policy. Even before 2018-2019, the People’s Daily
editorialized about the United States far more than about any other foreign
country. That China’s accomplishments and practices should be measured
against America’s is an unstated yet ubiquitous assumption in both official
and unofhicial discourse.

All three anti-American narratives in state media are used to highlight
China’s outperformance of the United States, potentially boosting public sup-
port for the CCP. The narrative that America is a threatening hegemon cer-
tainly aims to rally citizens in defense of their country, as existing scholarship
on anti-Americanism suggests. But this narrative also benefits the regime by
showing the superiority of China’s own foreign policies under Xi. For exam-
ple, the CCP’s portrayal of the United States as internationally isolated is con-
sistently juxtaposed with the notion that China is a friend to the world and
has good relations with the vast majority of states. The United States has long
bullied other countries into compliance with its vision of international order,
but its demands on others are increasingly being rebuffed. Instead, the inter-
national community is looking to China—not as a new hegemon, but rather
as a “great power that acts responsibly.” The Trump administration’s attack on
Huawei was skillfully rebuffed; with the assistance of the CCP, the Chinese
company is stronger and more globally influential than ever. The developing
world is particularly sick of American meddling and is ready for partnerships
with China; Latin Americans show a “natural distrust” toward American in-
vestments and “enthusiastic responses” to Chinese investments, one editorial
explains, because Chinese companies treat the region with respect.*

The narrative that America has bad moral and social values is used to
demonstrate the superiority of socictal harmony in China under the CCP’s
guiding hand. America is awash in racism, whereas China’s 56 official eth-
nic groups live in harmony as “the big family of the Chinese nation” (H14£
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IR ZKBE). America’s ethos of personal freedom allows for the spread
of drugs, gun violence, and other social problems. By contrast, the Chinese
government’s approach of restricting personal freedoms and surveilling the
public promotes public safety. Given its own problems, America does not
have the right to criticize China’s human rights record. America’s political
system fails to live up to its own standards of democracy. The People’s Daily
routinely describes America’s political system as “chaotic”—a charge with
deep resonance in China’s political culture. The CCP has long promised to
deliver China from political chaos and strives to present an orderly political
system with established norms, even as Xi has rewritten those rules to take
a third term in power. American politicians are often described as unable
to address social and economic problems because of the constraints of “po-
litical and legal shackles.”” This naturally leads readers to consider China’s
political system, in which the central leadership is unconstrained by public
opinion or the letter of the law.

The narrative of American decline serves to emphasize that China is ris-
ing, leading, and tackling difficult challenges. For example, the People’s Daily’s
extensive coverage of America’s failed response to COVID-19 has been a criti-
cal component of its narrative about China’s allegedly successful response.
“The ‘big test’ of the COVID-19 epidemic has once again verified the strong
governance capacity of the Chinese Communist Party and the superiority of
the Chinese system, which is the general consensus of the international com-
munity,” crowed one editorial column in July 2020.* As the United States
struggled with COVID-19, China was “the only major economy in the world
to achieve positive economic growth” and “became an important engine for
the recovery and development of the world economy.” Chinese state media
had initially been put on the defensive in early 2020 over reports that the gov-
ernment suppressed information about the virus. Yet state media editorialists
recovered their swagger as news began to emerge about America’s inability to
contain the virus. State media was able to capitalize on organic shifts in public
sentiment brought on by Covid news from outside China.

Moreover, CCP messaging has often used the narrative that America is
in decline to explain why US-China relations have deteriorated since 2018—
2019. In numerous editorials, the People’s Daily has argued that Americans’
frustration with their country’s weakness and fear of further decline explains
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the United States’ hostility towards China under the Trump and Biden ad-
ministrations. As one editorial argued in 2021:

In the face of the reality of America’s declining soft power and hard
power, both the previous administration and the current one see China
as a strategic competitor and a major threat. They grab on to all op-
portunities to politicize the pandemic, trade, education, technology,
and cybersecurity, continue producing the ‘China threat theory’, try to

suppress, isolate, and contain China’s development.*

The ultimate goal of the United States’ suppression and containment of
China is to preserve its own hegemonic status. “If China were still poor and
backward today, then the attitude of the United States toward China would
be much better,” a Guojiping column explained in 20195 “The root of slan-
dering China is that some Americans cannot accept the reality of China’s
strong development,” argued another editorial >* Try as it might, the United
States “will be unable to restore its [global] leadership by suppressing China,”
noted a third.”

In sum, my examination of the framing of anti-American propaganda re-
veals carefully crafted narratives that aim to both bolster the domestic legiti-
macy of the CCP and rally the public against a troubled but still dangerous

foreign power.

What Should US Policymakers Do?

Several takeaways and recommendations relevant for US policymakers fol-
low from the above analysis. US policymakers should understand the role that
anti-Americanism plays in Chinese politics, avoid playing into its narratives
when possible, and take measures to counter the CCP’s spread of anti-Ameri-
can messages globally.

First, this study underscores the significance of rising anti-Americanism
in the CCP’s propaganda strategy. US policymakers should understand both
its domestic uses and the sophistication of its content. The Xi administra-
tion has shown that it is deeply invested in the notion that the United States
is both a threat to China and also China’s leading rival—the state against
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which national performance in many arcas will be measured. What this
means for the United States is that some degree of anti-Americanism is inevi-
table within China’s current political framework.

Washington certainly can and should continue taking steps to improve bilat-
eral relations, but it should not expect that America-bashing can be eliminated;
anti-Americanism is simply too useful a tool in the CCP’s hands. Moreover,
PRC rhetoric critical of America should not be dismissed as empty talk or “just
propaganda.” This study shows that anti-American propaganda narratives are
sophisticated and are intended to be believed by CCP officials and the pub-
lic. Elaborate efforts have been taken to create narratives that draw from real
events and tap into pre-existing negative feelings about America among many
Chinese people. Although we do not know to what extent the CCP’s anti-
Americanism is persuasive to the Chinese public, many of the same criticisms
of America are raised in private media and in popular online fora. For example,
a recent Tsinghua University survey found that 80 percent of Chinese people
blame “the US and Western countries” for Russia’s war in Ukraine, showing
public opinion aligning with the government preferred narrative.>*

Second, US policymakers should—when possible—avoid playing into the
PRC’s negative narratives about American behavior and values. US rhetoric
and actions that align with CCP narratives hand Xi a propaganda victory
and strengthen the credibility of Chinese state media at home and around the
world. While the United States can do little to disrupt Chinese state media’s
promotion of anti-American messages in the PRC, it can still try to reduce
the persuasiveness of those narratives by not playing into them. Certainly, US
officials and policymakers should not stop criticizing the PRC’s bad behaviors
ranging from IP theft to human rights abuses. But such criticisms are more
likely to find an audience among Chinese citizens and even officials if they are
framed as requests for the PRC to adhere to international law, norms, and its
own stated principles.

By contrast, if US policymakers portray the PRC as an enemy or argue that
the United States must contain China to sustain US hegemony, then it directly
plays into the narrative that the United States is a bully and is lashing out because
its status is threatened. For example, Matt Pottinger and Mike Gallagher lend
credence to the PRC’s narrative of American threat when they argue, as they did
in Foreign Affairs recently, that America’s desired end state in the relationship

49



Christopher Carothers

should be “a China that is able to chart its own course free from communist
dictatorship.” Pottinger and Gallagher may believe that Chinese state media
being able to credibly portray the United States as the aggressor in this relation-
ship does not matter. Regardless, US policymakers must at least recognize and
weigh the potential impacts of their statements both in China and globally. As
critics of the Pottinger-Gallagher argument have noted, such a framing of US
goals risks alienating American allies and partners® Pottinger and Gallagher
might argue that their thesis grants the Chinese people agency, which is true
and a useful corrective to the CCP’s narrative that the interests of the regime
and the populace are one and the same. However, to assume that most Chinese
people want to throw off CCP rule and build a new system more to America’s
liking is wishful thinking. Moreover, it plays into another PRC narrative about
America in the world: its arrogance.

Third, US policymakers should understand that anti-American propa-
ganda exacerbates problems in the US-China relationship, but also that
Beijing can be incentivized to moderate it. State media’s current promotion
of anti-Americanism, whether persuasive to the Chinese public or not, risks
creating a nationalistic atmosphere that undermines people-to-people rela-
tions and makes future cooperation between the two countries more difficult.
Chinese state media has often argued that the United States is lashing out
at China because it knows it is in decline and feels threatened—a useful line
because it exonerates Beijing from any actions that might have undermined
US-China relations.

Yet, by disseminating this story to the public, the CCP may also be spread-
ing the idea that there islittle China can do to improve US-China relations be-
cause the sources of American hostility are domestic and structural. Chinese
officials and state media have repeatedly argued against the popular idea that
the United States and China are caught in a “Thucydides Trap,” in which the
tensions created by China’s rise and the United States’ relative decline lead to
increased conflict and potentially war. Yet propaganda blaming poor bilateral
relations on American insecurity is advancing a logic not unlike that of the
“Thucydides Trap.” The risk is that this messaging itself will make the trap,
and therefore serious conflict, more difficult to avoid.

Although the Xi administration will not give up anti-Americanism, this

study suggests that US actions affect how strongly it is promoted. Most obvi-
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ously, President Trump’s anti-China rhetoric and trade war spurred the CCP
to hit back rhetorically as well as with policy shifts. But there have also been
periods in which the CCP has reduced anti-American messaging, especially
in response to the prospect of fruitful or high-level bilateral negotiations.
The most recent such period was the second half of 2023 in the lead-up to
the Biden-Xi summit on the sidelines of Asia-Pacific Economic Cooperation
meetings. For several months, the People’s Daily sharply reduced the number
of editorials with anti-American narratives, published multiple editorials in
support of dialogue, and published more editorials than usual portraying the
United States positively.

Thus, US policymakers should understand that Chinese state media is still
willing to deescalate its attacks in order to encourage bilateral efforts to im-
prove relations. If it secks to avoid a fatalistic “Thucydides Trap” spiral, the
United States should pursue opportunities to showcase and increase coopera-
tion—and reward even small PRC concessions—to the extent that this can
be done while standing up for American interests and values. An example of
this that is already being implemented is American officials expressing ap-
preciation for the PRC’s past actions to reduce the flow of fentanyl precursor
chemicals to the United States while pushing for further action on the issue,
as President Biden did during his meeting with Xi in November.

Fourth and most ambitiously, I propose that the United States needs a
comprehensive strategy to identify and counter anti-American narratives
spread internationally by the PRC. Anti-Americanism is a key feature, not a
byproduct, of the PRC’s global media offensive. Through official, unofficial,
and covert channels, the CCP promotes the same anti-American narratives
abroad that it does domestically to influence foreign governments and publics.
Such propaganda efforts are an important part of Xi’s strategy to undermine
American influence in the world while strengthening China’s. Anti-American
propaganda has the power to disrupt American alliance-building and sow dis-
trust of the United States among third country elites, business communities,
and the general public. Certainly, US government agencies have analyzed and
combatted many PRC disinformation and propaganda campaigns in recent
years. In September 2023, the Department of State’s Global Engagement
Center published its report on “How the People’s Republic of China Seeks to
Reshape the Global Information Environment.” Yet, both in this report and
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more generally, discussion of anti-American propaganda is limited to specific
false rumors, such as that COVID-19 originated as an American bioweapon.
There has been little focus on the systematic spread of broader narratives
aimed at shaping how people think about American government, society, and
foreign policy as a whole. It is these PRC narratives that likely pose a long-
term danger to American interests in other countries. For example, analysts
inside and outside the US government have argued that a coordinated PRC
campaign “to promote US hatred” has “landed punches” in Thailand in recent
years; numerous “anti-America” and “Hate Americans” videos with distorted
or false content have gone viral in the country, spreading the message that
Americans are racist against Asians and responsible for the rise of anti-Asian
hate since the start of the COVID-19 pandemic.®

A US strategy against anti-American propaganda can only succeed if it ac-
curately defines the problem. The goal cannot be to oppose all anti-American
sentiment or to suppress organic criticism of US actions globally, which would
betray our values and likely be counterproductive. Instead, the strategy should
focus on authoritarian state-backed campaigns that rely on covert influence or
disinformation. The goal should be first to identify and call out PRC propa-
ganda narratives and second to craft counternarratives that address what might
be persuasive in these anti-American narratives in different national contexts.
Institutionally, the US strategy on global anti-Americanism could be based in
the State Department and extend existing lines of effort on public diplomacy
and combatting disinformation. Concretely, it would require not only a high-
level strategic plan but also training for US diplomats and others stationed
abroad on how to identify and report up the PRC’s local information opera-
tions. The implementation of this strategy should be decentralized and country-
specific, reflecting the broad but differentiated nature of the PRC’s global media
offensive. In sum, the CCP’s anti-American messaging has become too promi-
nent within China and too insidious globally for US policymakers not to elevate
their concern and strengthen measures that respond to the challenge.

The views expressed are the author’s alone, and do not represent the views of the

US Government, Carnegie Corporation of New York, or the Wilson Center.
Copyright 2024, Wilson Center. All rights reserved.
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Abstract

Shaping American discourse about China is an increasingly important objec-
tive for Beijing. Beijing does so, in part, by bringing American journalists to
China. I identified the dates and participants for every sponsored media trip
to China between 2011 and 2018 disclosed by the lobbying firms that helped
organize them in the Foreign Agents Registration Act (FARA) archive.
Beijing schedules these trips, I find, when international media coverage is typi-
cally most damaging to the CCP: the anniversary of the Tiananmen massa-
cre; the annual meeting of the rubber-stamp National People’s Congress; and
diplomatic crises, among others. Using tools from computational linguistics,
I show that these trips shape subsequent coverage, even in America’s newspa-
pers of record. Participating media outlets depicted China’s rise as less threat-
ening and pivoted from Beijing’s long record of human rights violations to its
openness to economic cooperation with Washington. Over time, this essay
suggests, Bcijing’s media outreach strategy may render Americans more com-

fortable with its bid for global leadership.

Policy Implications and Key Takeaways

Media outlets should not participate in trips sponsored by foreign

governments, either directly or through affiliates.

Congress should modernize lobbying transparency legislation in several

important respects.
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Introduction

Global public relations campaigns, many scholars have suggested, are key
to autocratic survival in the 21st century.” These campaigns, as Alexander
Dukalskis put it, enable the world’s autocrats to “cultivate a positive image of
themselves in the United States in order to bolster their internal and/or exter-
nal security.” For Beijing, this is important in an era in which American views
of China are declining precipitously. In 2024, 81 percent of Americans view
China unfavorably, compared to only 35 percent in 2005.* Public opinion on
China matters profoundly for China policy because politicians campaign on
voters’ perceived preferences and respond to their concerns in office.’ This has
contributed to a bipartisan consensus on the importance of competing with,
and even containing, China.

In this environment, foreign public relations campaigns are crucial for
Beijing. Beijing’s strategy aims to put a “floor” on US-China competition:
in particular, to avert American containment policies that would impede
China’s ability to rise and the prospect of kinetic conflict, which China is still
not favored to win. Beijing has long invested in campaigns to influence foreign
perceptions of China, but its efforts expanded as public opinion on China
soured. By 2017, I find, some 90 percent of Chinese lobbying expenditures
disclosed to the Department of Justice were earmarked for targeting media
outlets, think tanks, and universities.

Sponsored press trips, sometimes called “junkets,” are an understudied
element of this strategy. Beijing aims to bring foreign journalists to China to
better tell the “China story.” In 2021, for example, China Daily launched the
“Edgar Snow Newsroom,” so named for the American journalist who effusively
praised Mao Zedong even in the midst of the great famine. Among the strategy’s
key tools is escorting “international friends”—especially foreign journalists—
around China.® Their subsequent reporting, China Daily chief editor Zhou
Shuchun explained, would help record “the wonderful China story and reveal[l]
arichand varied, vivid and multidimensional image of China.”” While this essay
focuses on American media outlets, this is a global phenomenon. Beijing and
its affiliates offer sponsored press trips and training courses to journalists across
Africa, Asia, and elsewhere, where their effects may be even more pronounced.®

The remainder of this essay traces the evolution of Beijing’s strategies to
influence foreign public opinion, visualizes Beijing’s pivot to media lobbying

59



Erin Baggott Carter

since the early 2010s, and assesses the timing and impact of sponsored press
trips on American media coverage. The essay concludes with recommenda-
tions for journalists and Congress about how to ensure balanced coverage and

enhance transparency.

The Evolution of the CCP’s Outward-
Facing Propaganda

Beijing’s interest in shaping foreign perceptions of China is longstanding.
As Larry Diamond and Orville Schell document, in the 1950s Beijing used
shortwave radio broadcasts and foreign-language newspapers to promote
socialist revolution worldwide.” After an interlude due to the chaos of the
Cultural Revolution, in the 1980s Deng Xiaoping reinvigorated these ef-
forts. He launched the External Propaganda Small Group and founded or
re-opened over 100 foreign propaganda outlets, including China Daily, Voice
of China, and the overseas editions of People’s Daily. In 1983, Xinhua began
sending content abroad.® After the Tiananmen Square massacre led the
world to condemn the “butchers of Beijing,” Beijing opened the State Council
Information Office in 1991 to improve China’s image through public diplo-
macy. Throughout the 1990s and early 2000s, documents Anne-Marie Brady,
Beijing’s outward-facing propaganda aimed to undermine support for dissi-
dents, the Falungong, and Taiwanese democracy among the diaspora and to
build support for investment and trade with China."

In the carly 2000s, Chinese scholars articulated the intellectual founda-
tions for Beijing’s new global public relations campaign. “Public relations
is about setting public discourse, public opinion, and the general discur-
sive atmosphere,” said Professor Zhao Hao-sheng at a speech at Tsinghua
University.'> Since most Americans knew relatively little about China, he rea-
soned, they were open to persuasion. Zhao advised Beijing to work through
American media outlets. His argument is worth quoting at length:

America is a country where public opinion determines everything.
The power of public discourse rests entirely within the hands of a few

major media organizations, primarily consisting of the four major

television channels (NBC, ABC, CBS, and CNN) and the four
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major newspapers (Washington Post, New York Times, LA Times,
and Wall Street Journal), as well as a few think tanks and university
research centers. Average Americans, including most members of
Congress and government officials, possess limited knowledge of
China. Most of their knowledge of China comes from these media
sources and research organizations. For instance, if the Washington
Post publishes an article attacking China’s family planning policy, it
will form the basis of knowledge of a US congressperson, who will
issue a statement according to this report. The statement will then be
published by his local newspaper, thus influencing American public
opinion. This is how public opinion is formed in America.”

For Zhao Kejin, deputy director of Tsinghua University’s Center on US-
China Relations, Beijing confronted a strategic imperative: countering the
content in most American media outlets, which presented Beijing “a ‘com-
munist state’ that lacks internal legitimacy, runs rampant with corruption,
abuses human rights, suppresses dissent, and does not abide by international
law, though it is growing rapidly in economic and military prowess.”** The so-
lution, he argued, was for Beijing to “establish a network of experts” in the
United States comprised of political scientists, scholars, and commentators
who can combat negative images of China.” This “team of ‘iron mouths’ and
‘iron pens’,” he argued, “can ‘persuade’ the American public by writing a large
number of articles supporting China in mainstream American media and
participating in television interviews.”"

Hu Jintao soon launched the Grand Overseas Propaganda Campaign, em-
bracing Joseph Nye’s concept of “soft power.”*® The goal, for Hu, was to “make
socialist ideology more attractive and cohesive” and introduce the CCP’s “out-
standing achievements and distinguished scholars to the world.”” Hu report-
edly earmarked $7 billion for the campaign. As Diamond and Schell document,
Xinhua expanded its coverage to seven languages and opened 80 new bureaus,
doubling those in the United States.'® China Radio International (CRI) began
leasing local Western radio stations."” China Daily began purchasing $250,000
advertisements in important American media outlets like the Washington Post,
Wall Street Journal, and Des Moines Register to feature pro-China content that
appeared as though it had been published by the news outlet itself.?
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Xi Jinping, upon taking power in 2012, set his sights higher: to “develop
a voice in international discourse that matches with China’s comprehensive
national strength and international status.” Before he took power, the FARA
disclosures filed by Beijing’s lobbyists focused overwhelmingly on trade is-
sues: securing membership in the World Trade Organization, for instance,
or facilitating market access for leading Chinese firms. By 2017, some 90
percent of Beijing’s FARA-reportable expenditures focused on cultivating
media outlets, think tanks, and academic institutions. In 2018, Xi centralized
Beijing’s various outward-facing propaganda initiatives under the new Voice
of China organization.”" Xi also increased its budget even further. The CCP,
David Shambaugh estimates, now spends around $10 billion annually on “soft
power” initiatives, over ten times Washington’s annual public diplomacy ex-
penditures.” Its reach expanded accordingly. CGTN now reaches some 30
million American households.??

Tracking CCP Media Lobbying

To explore how Beijing’s lobbying strategy evolved, my research team coded all
FARA disclosures filed by its lobbyists between 2003 and 2019. These disclo-
sures reveal more than 10,000 outreach activities on Beijing’s behalf, encom-
passing everything from emails to and meetings with policymakers, various
forms of outreach to media outlets, and campaign contributions to candidates
for elected office. Figure 1 visualizes Beijing’s annual lobbying expenditures.
The dashed vertical line in 2012 marks Xi Jinping’s rise to power.

In the early 2010s, Figure 1 shows, Beijing’s lobbying efforts focused
on economic and political issues, especially securing market access for
Chinese firms. The 2005 campaign to permit the state-owned oil firm
China National Offshore Oil Corporation to purchase US energy company
Unocal, for instance, drove an important spike in lobbying. Much of this
lobbying focused on global trade and market access issues and was similar
to that undertaken by other countries. In the early 2010s, as US-China re-
lations worsened, Beijing’s lobbying efforts shifted towards media and cul-
tural initiatives: distributing propaganda in the United States and hosting
American journalists and experts in China. Previously negligible, these ex-

panded dramatically. One of Beijing’s lobbyists, BL] Worldwide, described
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FIGURE 1. The evolution of Chinese lobbying expenditures
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Xi’s strategic pivot succinctly: to “develop and foster a community of like-
minded experts on US-China relations.”**

BLJ’s disclosures illustrate how Beijing’s lobbyists pursue that objective.
BL] Worldwide regularly arranges trips to Beijing for scholars, journalists, and
legislators. It organizes programs with numerous American think tanks.” It
even “[arranges] for media campaigns in national and local US sources, focus-
ing on particular areas that can benefit from US cooperation with China.”*
BLJ Worldwide’s CEO, Peter Brown, holds frequent private dinners at his
home attended by representatives from prominent news outlets like ABC
News, Bloomberg, CNN, The Economist, Financial Times, Forbes Asia, The
New York Times, Newsweek, Reuters, and Wall Street Journal. BL] Worldwide
holds similar parties in Washington and New York. These efforts consti-
tute a form of image laundering: to secure more favorable media coverage
and shape conversations among policymakers and observers. In crafting this
strategy, BL] Worldwide drew on its work for other repressive governments.

BL] Worldwide previously represented the Syrian government in the midst
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of the civil war—it secured a Vogue cover story describing Syria’s first lady as
the “rose of the desert”—and Qatar’s bid for the 2022 World Cup, marred by
corruption and human rights abuses.”” Though my period of analysis ends in
2018, FARA data tracked by Open Secrets suggests that Chinese lobbying has
more than tripled since then. The issue of Beijing’s image laundering is becom-

ing more pressing over time, not less.®

Sponsored Media Trips

Sponsored trips to China for American journalists represent a key part of
Beijing’s foreign public relations campaign. These trips are typically organized
on Beijing’s behalf by the China-US Exchange Foundation (CUSEF), a Hong
Kong-based NGO that was founded in 2008 by C.H. Tung, who became
Hong Kong’s first chief executive after the handover.?”” These trips typically
last two weeks, feature meetings with government officials and business lead-
ers, and often include cultural outings and trips to secondary cities.

Sponsored press trips are surprisingly common. Between 2011 and 2018—
the period for which trip dates were available in the FARA archive—I iden-
tified 16 trips attended by 47 total media outlets. Each trip is attended by
journalists from around three to six media outlets, encompassing regional
newspapers and America’s newspapers of record. Journalists participate for a
variety of reasons. Some participants, one journalist told me, believe CUSEF
is genuinely independent. Others expect the trips to portray Beijing positively
but believe they can see through the spin.*® All value the access the trip may
confer. Although the trips formally entail no costs to participants, many
media outlets have ethical guidelines that require the outlet or journalist to
pay all associated costs in the interest of unbiased coverage.

FARA records offer a unique opportunity to evaluate the timing and ef-
fects of Beijing’s sponsored media trips. Two key results emerge. First, trips
are scheduled when American media outlets ordinarily cover the CCP most
critically: the anniversary of the Tiananmen Square massacre, most nota-
bly, but also the annual meeting of the National People’s Congress (NPC),
a rubber stamp parliament with virtually no power which Beijing fashions
as an exercise in genuine democracy. This propaganda calendar makes sense.

Beijing’s media trips aim to shape subsequent coverage by casting China’s rise
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as unthreatening to American interests and Washington’s push towards con-
tainment as undermining the global economy.

Second, these trips are remarkably successful. I use tools from computa-
tional linguistics to measure how the trips affected participants’ coverage of
China. As a comparison set, I analyze coverage of China in American media
outlets that did not participate on a given trip, but which participated on a
trip at some other time. This is an ideal comparison set because it includes out-
lets that were not opposed to participating in principle, but did not receive the
public relations treatment at that point in time, perhaps because they were not
invited or had other priorities. In all, I compare over 15,000 articles published
by US media outlets that participated on sponsored press trips to China to
over 26,000 articles published by US media outlets that did not participate on
the same trips, but which participated at some other time. Participating media
outlets, I show, cast China’s rise as less threatening, precisely as Beijing would
have them. Coverage pivoted away from areas of tension between Beijing
and Washington—Tlike military rivalry and the CCP’s long record of human
rights abuses—and toward prospects for economic cooperation. These effects
persisted for some three months.

Precisely why these trips shape media coverage remains an open question,
which my observational data is unable to fully address. The available evidence,
however, suggests the possibility of recency bias: the tendency for individuals
to overemphasize the importance of recent information compared to older in-
formation. Recency bias has been shown to favor candidates in the “last slot”
in contexts as different as courtroom arguments and singing contests.” It also
induces journalists who are embedded in conflict zones to unintentionally favor
the side with which they are embedded.”” T suggest it leads American journal-
ists, after they participate in sponsored press trips, to downplay Beijing’s military
might and human rights abuses and emphasize its contribution to the global

economy, consistent with the pro-Beijing framing intended by trip organizers.

Participants

Beijing’s media trips provide an uncommon opportunity to probe its calen-
dar of outward-facing propaganda and measure its effects. The FARA legis-
lation, introduced above, requires Beijing’s agents to disclose their activities
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FIGURE 2. Participants on all sponsored media trips, by frequency
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on its behalf in extraordinary detail. Beijing’s media trips are generally or-
ganized by CUSEF, but, in Washington, CUSEF enlists BL] Worldwide to
handle the logistics. Since BL] Worldwide’s activities are subject to FARA
disclosure, there is an extraordinary record of the trips themselves: when
they were scheduled, what outlets attended, and more.

Between 2011 and 2018, the FARA archives report 16 sponsored trips
to China for American journalists, which generally included between three
and six media outlets. Figure 2 shows the participants, scaled by how often
they attended. The most frequent participants were Chicago Tribune and
Slate Magazine, which each participated in eight trips. Bloomberg, CNBC,
Huftington Post, LA Times, Newsweek, NPR, and San Francisco Chronicle
were also frequent participants, joining between 4 and 7 trips. Other notable
participants include America’s newspapers of record, including 7he New York
Times and The Washington Post. But Beijing equally targets regional news-
papers, magazines, websites, and television stations. Strikingly, unlike RT,
which routinely targets more partisan outlets,* virtually all of Beijing’s targets

represent the mainstream media.
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Timeline

BLJ Worldwide reported the precise dates of six of the 16 trips disclosed in the
FARA archives. Of these, three coincided with the anniversary of the 1989
Tiananmen Square massacre, widely acknowledged as the most politically
sensitive time of the year. In Washington, Members of Congress routinely
schedule testimony from survivors of the massacre, human rights lawyers, and
other Chinese dissidents. Globally, media outlets commemorate the massacre
with various retrospectives and updated, generally negative, assessments of the
status of human rights in China.’* The CCP appears to intend to counter this
otherwise negative media coverage with sponsored trips.

The next most common driver: the annual meeting of China’s rubber stamp
parliament, the National People’s Congress (NPC), which is held each March.
The CCP’s outward-facing propaganda apparatus casts it as an exercise in de-
mocracy. The English edition of the People’s Daily put it this way: “The annual
meetings have showed the international community how China’s democracy
is an extensive and true democracy that works”.® Beijing recruits foreigners to
make the absurdities more credible to foreign audiences.*® During the 2018
NPC meeting, Xinhua hired Colin Linneweber, a Chicago sports journalist,
to visit China and, while there, explain “Chinese democracy” to Western de-
mocracies. Beijing’s propaganda apparatus promoted the clip widely on social

media. One excerpt:

It is widely acknowledged that a key to China’s success is its system of
democracy, which results in political stability and vitality...You can
see how the Chinese democracy works by following an annual event
that takes place in Beijing, the ‘two sessions.’...In Chinese, democracy
is called 7minzhu, and it means that the people are the masters of the
country. But how exactly does China’s democratic system work, and

how can its people’s voices be heard? Let’s check it out.?”

In 2021, Linnewebber described his “chagrin” for having been an “unwit-
ting” participant in “the CCP’s never-ending propaganda.”

Beijing’s media trips are sometimes occasioned by political events. One
such event was the Obama administration’s “pivot to Asia,” announced in

November 2011. In the pages of Foreign Policy, Secretary of State Hillary
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Clinton called on Washington to challenge China’s growing influence in the
region by expanding its economic engagement with key partners, strengthen-
ing regional multilateral organizations, defending democracy, and bolstering
military cooperation. Later that month, the administration reached an un-
derstanding on the Trans-Pacific Partnership (TPP) with eight partner-gov-
ernments. The CCP interpreted the pivot as Washington’s latest attempt to
contain it. Its sponsored media trip, organized hastily, was an effort at damage
control. In short, the CCP’s public relations initiatives suggest a strategy of
blunting: discouraging negative coverage of China when it is most damaging,

Effects

To measure media content, I analyzed all articles published by all partici-
pating media outlets in the three months before and after a given trip. I also
analyzed all articles from all outlets that did not participate in a given trip as

TABLE 1. The calendar of media trips

Occasion ‘ Dates ‘ Participants

US Pivotto Asia | 10/31/2011- | NPR, Atlantic, Yahoo, Bloomberg,
11/09/2011 MSNBC, Reuters

NPC 03/12/2012- | Seattle Times, San Francisco
03/20/2012 Chronicle, Tennessean, Dallas
Morning News

Tiananmen 05/14/2012- | Bloomberg, Chicago Tribune,
05/22/2012 Washington Post
NPC 03/12/2013- | Seattle Times, San Francisco

03/20/2013 Chronicle, Tennessean, Dallas
Morning News

Tiananmen 05/14/2013- | Slate Magazine, Bloomberg,
05/22/2013 Chicago Tribune, Washington Post
Tiananmen 06/10/2014- | NPR, Harvard Business Review,
06/18/2014 Financial Times, Slate Magazine,
Politico
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a comparison set, but did participate in some other trip. For the six trips in
Table 1, the group “treated” with the CCP’s public relations messaging in-
cludes 15,417 articles from 15 outlets that participated on a given trip and the
control group includes 26,417 articles from outlets that did not participate on
a given trip but did participate on some other trip.

I used a variety of computational techniques to identify coverage content
along a range of dimensions—by whether it references China or various sub-
stantive topic areas like politics, economics, legal matters, the military, or reli-
gious life. I measure the valence (positive or negative) of China coverage. I use
semantic dictionaries to measure a varicty of more sophisticated concepts like
strength, power, activity, virtue, overstatement, respect, feeling, work, goal,
try, completion, and failure.*®

For each trip identified in Table 1 in this study, I assign participating out-
lets to the treatment group and non-participants to the control group. This
allows me to measure the effect of participation on subsequent coverage for
outlets that attended a trip relative to outlets that did not attend but were, in
principle, willing to do so. I study changes in coverage for 30 days after the
conclusion of a trip using a difference-in-differences identification strategy.
The results are visualized in Figure 2. The top row of Figure 2 focuses on two
key sentiments: respect and failure. Strikingly, trips lead American journal-
ists to cover Beijing as more worthy of respect and less associated with failure.
Compared to nonparticipants, media outlets that participated on trips use
three times as many respectful words when describing China. They are also
more than twice as likely to describe China as successful rather than a failure.

The bottom row of Figure 3, however, suggests that two coverage topics are
less common after sponsored press trips: military activity and religious affairs.
Nonparticipating outlets write 75 percent more about military issues than
participating outlets and a stunning 650 percent more about religious issues.
These, indeed, are two of the most sensitive topics for Beijing. The CCP is
keen to avoid being portrayed as a threat to American hegemony, which could
elicit a Cold War-style containment policy. The CCP is also tremendously
repressive of religious minorities in Xinjiang and elsewhere. Shifting media
attention from China’s military rise and domestic repression is profoundly in
the CCP’s interests.”
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FIGURE 3. Effect of media trips on coverage of China
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Conclusion and Implications

Beijing seeks to influence American public opinion by shaping American
media. It does so at predictable moments: the anniversary of the Tiananmen
massacre, for instance, and the annual session of the rubber-stamp National
People’s Congress, when American media outlets ordinarily cover the CCP
most critically. The media trips that Beijing sponsors are remarkably success-
ful. Beijing’s outreach strategy does not change the frequency of media cov-

erage, but it does change its content. Sponsored press trips induce American
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journalists to cast China’s rise as less threatening, precisely as Beijing would
have them. Coverage routinely shifts away from areas of geopolitical tension—
like military rivalry and the CCP’s long record of human rights abuses—and
toward prospects for economic cooperation. These changes persist for roughly
three months. Beijings efforts to shape American media coverage are ongoing.
Data suggest that Chinese lobbying has tripled since the end of my period of
analysis.* From Beijing’s perspective, fostering a “community of likeminded
experts on US-China relations” is more urgent than ever due to declining
American views of China and increasing hostility from Washington.

Beijing’s programs to shape media coverage in Africa and Asia may
be even more influential, where it organizes sponsored trips and training
courses for thousands of journalists.*! Joseph Odindo, formerly an editorial
director of Nation Media Group, the largest media conglomerate in East
and Central Africa, underscored the frequency of these trips: “we had to
draw up a chart which would enable us to see who was out on a Chinese
training at any given time, who was due to come back, and who was next—
otherwise you could find half of your newsroom is in Beijing undergoing
training.”** Bob Wekesa, a former editor and media scholar at the University
of Witwatersrand in South Africa, views Beijing’s focus on African media
as driven by its competition with Washington.”® In his account, sponsored
trips for African journalists became common between 2010 and 2012, co-
incident with the spike in sponsored trips for American journalists in the
FARA data. These trips, he said, “are loaded with the ideological positions
that China is pursuing on the African continent,” such as Chinese support
for Africa and Global South cooperation. In his view, there is an “under-
standing” that participants “become journalistic ambassadors for Beijing
towards the continent, helping build relations back in their newsrooms and
persuade their colleagues on the continent to use [content from] Xinhua
news agency,” which is often available free of charge unlike content from the
AFP, AP, or Reuters.

These findings have two major implications. First, journalists in the
United States and elsewhere should be more cautious about sponsored trips.
Participation on sponsored media trips influences subsequent coverage in
ways consistent with the interests of the sponsor, despite whatever efforts

participants may undertake to seck out alternative viewpoints. Many media
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outlets have ethical guidelines that state that on a sponsored trip, the outlet
or journalist must pay their own way and may not accept financial or in-kind
transfers from the sponsor. This research makes clear that these guidelines are
insufficient to guarantee fair coverage. Trip organizers are still able to filter the
information that reaches participants in ways that ultimately shape coverage.
Marginal viewpoints do not organize sponsored tours. Therefore, media out-
lets should prohibit participation on trips sponsored by foreign governments,
either directly or through affiliates.

If media outlets choose not to prohibit such trips, they should disclose how
journalists” access to a particular environment was facilitated in order to en-
able readers to assess potential bias in reporting. This, however, is a distant sec-
ond best. Research shows that labeling is not as powerful as one might think.
For example, Russian propaganda still influences the views of American vot-
ers in ways consistent with Russian government interests, even when voters are
told that it is financed by the Russian government.**

The second major policy implication of this research is that Congress
should revitalize the transparency legislation that enabled this research. Much
of FARA is ill-suited for the modern information age and Congress must
modernize it in several key ways. First, Congress must close a loophole that
lets agents for foreign governments register under the Lobbyist Disclosure
Act (LDA), which has far less onerous disclosure requirements. A signifi-
cant amount of China-based lobbying passes through LDA and we know
little about its nature or effects given the comparative lack of transparency.®
Legislation to remove the LDA exemption passed the Senate but not the
House in 2023.% Congress should try again with the Preventing Adversary
Influence, Disinformation and Obscured Foreign Financing Act (PAID OFF
Act), which removes the LDA exemption for foreign adversaries only.

Congress should also authorize enhanced FARA enforcement measures,
such as increased fines and perhaps even civil demand authority, which would
permit the Department of Justice to require documents from entities it sus-
pects to be foreign agents. This is important because lobbyists for China and
Russia file some of the least forthcoming disclosure statements compared
to lobbyists for other countries.”” While pursuing these reforms, Congress
should engage in dialogue with other legislatures around the world through
forums like the Inter-Parliamentary Alliance on China (IPAC). Democracies
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will be better defended if they share best practices in fostering transparency
and limiting foreign political influence.

Recognizing that Beijing’s media influence campaign is global in nature,
Congress should fund efforts to foster independent media in developing
countries. These programs may include scholarships and exchange programs
for foreign journalists and funding for independent media abroad, ideally
distributed through multilateral or nongovernmental organizations like the
International Fund for Public Interest Media.

The views expressed are the author’s alone, and do not represent the views of the

US Government, Carnegie Corporation of New York, or the Wilson Center.
Copyright 2024, Wilson Center. All rights reserved.
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Abstract

For decades, US-China relations were characterized by deep interdependence
producing mutual benefits through global value chains (GVCs). Today, geo-
political tensions over advanced technologies are undermining engagement
and unwinding GVCs. At least since 2018, American policymakers have re-
turned to a Cold War era-like strategy of leveraging export controls to degrade
Chinese military capabilities by restricting Chinese access to American tech-
nologies. The central assumption is that American technological dominance
in select specialized areas creates ‘chokepoints’ (measured by market share)
that can be ‘weaponized’ towards American strategic ends. By contrast, crit-
ics doubt the effectiveness of export controls in achieving these goals based
on two basic arguments: either Chinese firms will figure out ‘workarounds’
or China will ‘innovate’ their way through the controls. This paper argues
that changes in global industrial organization (GVCs and ecosystems) raises
issues for both supporters and critics of American export controls. On the
one hand, new industrial organization raises questions about some core
principles, measurements, and assessments of export controls. Wittingly or
not, critics generally accept these same principles, measurements, and assess-
ments, but come to a different conclusion. However, through the lens of orga-
nizational governance, this paper finds that American export controls are at
risk of relying on ‘mirage’ chokepoints, inducing unintended consequences,
and generating new trajectories of Chinese innovation, which could lead
American policy interventions to become overly expansionary and less effec-
tive. America’s export control regime needs to adapt to the new industrial

organization of GVCs and ecosystems.

Policy Implications and Key Takeaways

Industrial organization has undergone radical changes, and export

control policies need to adapt accordingly.

Traditional methodologies, such as assessing American chokepoint
strength through ‘“foreign availability’ and determining American coercive
power through US market shares, are less effective today and could lead

policymakers to become overconfident in America’s coercive potential. For
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instance, American chokepoint strength appears high in semiconductor
inputs (like EDA software and equipment) but these are effective only if
the chokepoints are part of a linear supply chain, and the final productis a
necessary input to achieve China’s strategic ends. Since these assumptions
do not always hold, policymakers should analyze the broader business

organization when evaluating American coercive potential.

Similarly, assessments of the impact of export controls on American
industry and innovation (such as ‘loss of sales’) are also problematized by
more complex forms of business organization. For instance, American
firms acquire many resources beyond revenue derived from direct

sales relationships. There are second-order effects of export controls,
such as American firms’ access to the network of suppliers, users and
complementors of the firms targeted by export controls. Policymakers
should also consider the broader industry ecosystem when evaluating

impacts on American industry.

Export control policies that focus on controlled product lists are less
effective when applied to advanced technologies, in which complex
cooperative relationships among an ecosystem of firms are central to
innovation, not just the market accessibility of advanced American
products. For instance, firms sometimes cooperate extensively even
when they lack a buyer-supplier sales relationship, such as semiconductor
foundry cooperation with EDA software firms. Export control policy
should focus more on the diversity of inter-firm network ties and the
structure of industries for targeted firms, rather than simply the impacts

of cutting off access to American products.

This complexity in industrial organization requires integrating unbiased
expertise in business organization into policymaking, which is different
from (but complementary to) the already extensive technical knowledge
of emerging technologies that exists within government. Similar to
technical expertise, industrial organization is also industry-specific and
varies widely. Export control strategies should incorporate insights on

industry-specific business organization.
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© Given complex firm networks and the diversity of inter-firm linkages,
export control policymakers should consider a broader range of
unintended consequences for American and allied country firms, as well
as targeted firms and countries. For instance, Chinese company and
government counter-strategies to US export controls will be more diverse
than the reactions most commonly discussed in the policy community,
such as Chinese ‘workarounds’ (like IP theft and shell companies) or
China’s strengthened determination to ‘catchup’ through innovations.
Given the flexibility of industry ecosystems, counter-strategies could
avoid export controls through many additional pathways: complete
product redesigns, innovative alternative pathways to the same strategic
ends, and the rerouting of innovation into new directions. Policymakers
should expect and prepare for a wider range of counter-strategies in the

medium term.
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Introduction

Opver the past years, the US-China relationship has deteriorated with a speed
few could imagine possible. For decades, China was a central stakeholder in a
global economy deeply interdependent through global value chains (GVCs).!
However, geopolitical fears have called this interdependency into question.
Never before have countries, firms, people, and knowledge been so interdepen-
dent, while simultancously perceiving each other as national security threats.
And paradoxically, the very clements that allowed interdependence to flourish
(complex GVCs) are precisely the causes of today’s national security concerns.

The geopolitics of technology are arguably the most concerning and conse-
quential in the long run. In 2022, US Secretary of State Blinken highlighted
technology as the root of the security problem, calling it “an inflection point”
in which “the post-Cold War world has come to an end, and there is an intense
competition underway to shape what comes next. And at the heart of that com-
petition is technology.” Export controls have become the primary American
policy tool in our technological rivalry with China. These began with the
Obama administration, rapidly escalated through the Trump administration’s
export controls, and exponentially expanded through the Biden administra-
tion’s China-wide export controls on emerging technologies. While many may
want to wish away the national security concerns and return to a purer era of en-
gagement, the conflict is institutionalized in both the United States and China.?

The key argument of this paper is that fundamental changes in inter-
national industrial organization—GVCs and ecosystems—are not being
matched with changes in export control principles, measurements, and assess-
ments. Cold War-era policy approaches are based on 20th century industrial
organization and rest upon principles such as the strength of American tech-
nology chokepoints (‘foreign availability’) and measurements like American
firms’ market share, among others. However, over the past decades, produc-
tion has fragmented (outsourced) and internationalized (offshored), creat-
ing increasingly complex GVCs, which generate new forms of cross-border,
inter-firm governance. Furthermore, the speed and complexity of advanced
technologies have forced firms to organize into complex and open innova-
tion ecosystems linked together in diverse ways, which blur firm and product
boundaries as even competitors regularly cooperate and collaborate, some-

times called ‘coopetition’ among ‘frenemies.’
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As such, American export control policies risk mismeasurements and mis-
interpretations of this new industrial organization, which can lead to overcon-
fidence in American coercive power. Export controls may be founded upon
‘mirage’ chokepoints, induce unintended consequences, stimulate Chinese in-
novation beyond chokepoints, and trigger an expansive utilization of controls,
with reduced chance of achieving policy goals and potentially undermining
American and allied innovation.

The new industrial organization suggests changes in export control poli-
cies. Today, access to corporate partnerships is more important for long-term
sustained innovation than access to high-technology products. For policy-
makers, this means that instead of controlling lists of dual-use technology
products, policymakers should consider the type and the structure and diver-
sity of inter-firm ties by which advanced technologies come to market.

This is particularly important today because commercial firms (not mili-
tary-oriented ones) are determining the direction of the technological lead-
ing-edge of most dual-use products. This also implies that policymakers must
carefully consider a broader spectrum of factors when defining policy ‘effec-
tiveness’ on targeted firms and countries, and when considering the second
and third-order effects on American and allied firms. Government agencies
require additional types of unbiased expertise in business organization, which
complements but is distinct from purely technical knowledge of the advanced

dual-use products.

The US-China Security Dilemma and
Contemporary Export Controls

Decp interdependence is not inherently a security threat. However, the US-
China security dilemma is so acrimonious for three fundamental reasons: first,
emerging technologies blur military-commercial ‘dual use’ like never before;
second, both countries are dependent on their commercial firms to advance
their military leading-edge; and third, firms in advanced technologies must
cooperate with each other or perish, creating increasingly interdependent
GVCs and ecosystems. That was not always true. During the Cold War, dual
use technologies, like nuclear, had clearer thresholds to differentiate military

and civilian usages, such as the level of uranium enrichment. Second, they were
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easier to control because they were more likely produced by a small number of
vertically integrated firms or defense prime contractors. Today’s emerging and
foundational technologies that are increasingly falling under US control (like
Al, semiconductors, high-performance computing or HPC, among others)
are primarily commercial technologies that are developed, produced, and used
overwhelmingly by commercial firms, even though they have military usages.

Finally, and most centrally for this paper, industrial organization has fun-
damentally transformed. During the Cold War, innovation and production
were largely nationally based and products were more commonly produced in-
house by large, vertically integrated firms. As discussed in detail below, over
the past decades and particularly in the most technologically advanced sec-
tors, firms have intensely specialized, and firm boundaries have opened and
blurred, creating complex ecosystems of suppliers and complementors that
jointly collaborate and innovate in diverse ways. To survive, firms openly in-
novate through joint R&D, innovation platforms, common standards, and
open-source software, among other methods.

How can the United States balance these conflicting tensions between mil-
itary-civilian technologies, and globally fragmented production and open in-
novation? The current US answer sounds correct. National Security Advisor
Jake Sullivan pithily describes America’s strategy as protecting “a small yard
with a high fence,” meaning that America will control China’s access to
key American commercial technology in narrow but critical areas to mini-
mize damage to American firms, competitiveness, and allies and partners.
However, this assumes military-commercial lines are clear, innovation is geo-
graphically and organizationally bounded, and GVCs are casily partitioned
along national borders.

But industrial organization is not so simple, and, consequently, American
rhetoric dramatically diverges from its ever-expanding export control poli-
cies. For instance, since 1997, out of more than 800 Chinese organizations
placed on the Entity and Unverified Lists (the key export control list), over 80
percent of them were designated since 2018 alone.’> When Secretary Blinken’s
declared the ‘inflection point’ in October 2022, the Commerce Department
instituted unprecedented China-wide controls on critical digital technologies,
including AI technologies. These were expanded in October 2023, and more
are potentially in the pipeline.
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The fragmentation of global production is creating a murky middle in tech-
nologies, thereby changing policy. There has been a blurring of military and
commercial technologies, and an increasing reliance of military technologies
on commercial firms and commercial innovations. And the acceleration in
commercial innovations is an outgrowth of the fragmentation, specialization,
and globalization of innovation, which makes the locus of innovation unclear.
These transformations undercut the goal of minimizing export controls and
can undermine their effectiveness. As discussed next, although the underlying
industries have transformed, export control policy principles, measurements
and assessments have not changed, which this paper describes as ‘classic” ex-

port controls.

‘Classic’ Export Controls: Policy Principles,
Measurements, and Assessments

Despite this new industrial organization and changes in technology, the key
principles, measurements and assessments of classic export controls have not
altered. This paper focuses on several core principles of classic export con-
trols, which are being challenged by new industrial organizational forms and
which may require reevaluation. For instance, one of the central pillars of
effective export controls is the degree of foreign (non-US) availability of the
concerned technology. ‘Foreign availability” has been a long held principle
of export controls, because they will be ineffective for technologies that are
more widely available or easily substitutable.® Today, the mantra of ‘weap-
onizing’ technological ‘chokepoints’ proliferates in discussions of export
controls among think tanks, academics, and practitioners, which is often
measured as a simple calculation of the American share of global markets of
particular ‘essential’ product categories.” The effectiveness of chokepoints is
intended to measure American coercive power through export controls (and
sanctions), and these ideas have come to dominate the discourse on targeting
cutting-edge commercial technologies, like semiconductors, semiconductor
manufacturing equipment (SME), Al technologies, and high-performance
computing. At its heart, chokepoint strength and market share metrics are
judgments about the underlying organization of industry and products,

which we return to later.
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The principle of chokepoint strength (determined by alternative foreign
availability) interacts with several other important policy principles, such as
those concerning ‘black knight” countries, the risks of creating an uneven
innovation playing field, legal extraterritoriality, and multilateralism. First,
drawing from the sanctions literature, the relative strength of a technological
chokepoint influences the chances of a ‘black knight’ country coming to the
aid of a sanctioned country or firm.® This was quite common during the Cold
War,” but it is also a hot button issue today, especially regarding Chinese pro-
visioning of Russia after the invasion of Ukraine.

Second, it is feared that US controls create an uneven playing field that un-
fairly hampers American firms, thereby undermining American innovation.
If only US firms are restricted from exporting to major clients (like those in
China), but European, Japanese, or other high-tech suppliers are free to cap-
ture the market shares abandoned by American firms, then US companies
both lose revenue and suffer reputational costs as ‘unreliable suppliers,” which
some authors characterize as “a discriminatory, sector-specific, and therefore
unfair tax [on American firms] to finance foreign policy.”

Chokepoint strength also impinges upon the application of US extra-
territorial controls (called ‘foreign direct product rules, or FDPR), which
are highly complex and controversial, but potentially resolve the problems
of black knights and uneven playing fields, while also improving effective-
ness. For decades, the Commerce Department’s Export Administration
Regulations (EAR) have regulated foreign-made items if they contain more
than a de minimis amount of controlled content or are Wassenaar-controlled
“national security” items produced directly from US-origin technology that is
also controlled for the same reason.

Broadly speaking, this means that technologies which are produced with
or contain within them US-origin technologies over a certain threshold
amount are also controlled items, even if they are produced by wholly foreign-
owned entities and outside American territorial jurisdiction, including by
companies of our allies. These extraterritorial controls are highly controver-
sial and extremely complex, both because of the expansion and complexity of
EAR regulations, but also because the fragmentation of production through
GVCs has opened up innumerable avenues for US-origin technologies to be

designed into products.
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Finally, and most importantly, chokepoint strength impinges upon an-
other central pillar of export controls: unilateral controls (and extraterrito-
riality) should be limited, and US policy should favor multilateralism. For
instance, in Senate testimony, Obama-cra Assistant Secretary of Commerce
Kevin Wolf stated “it is rare that the US will have, or could keep long, a mo-
nopoly over a commercial technology,” concluding that “the obvious answer...
is for our allies to impose the same controls and licensing policies.”! Some
argue that when Commerce placed export controls on commercial-oriented
technologies in the post-Cold War period (such as commercial satellite to
China), they proved “at best a tool of delay, [because] Chinese progress has not
been halted [due to] the emergence of alternative sources for talent and tech-
nology, espionage, and ebbing US competitiveness.”? In 2018, multilateralism
was explicitly enshrined in new export control legislation (ECRA)," has been
expressed publicly through official channels to European allies,'* and is widely
accepted in academia and think tanks.”

These various principles and policy tools are interactive and rest upon the
foundation of chokepoint strength, usually measured as American market
share, and the speed of technological diffusion. For instance, higher choke-
point strength encourages American unilateralism and extraterritoriality,
which (if successful) may preserve a level playing field to maintain American
firms’ competitiveness and innovation. By contrast, lower chokepoint strength
reduces the shelflife and effectiveness of unilateral American controls, and
thereby makes a multilateral approach more attractive, which simultaneously
reduces American temptations to utilize its extraterritorial powers. In a word,
a lot rests upon assumptions concerning techno-organizational factors, like
industry structure and concentration (existence of chokepoints), industrial
barriers to entry, and pathways of technological diffusion. If industrial organi-

zation transforms, this may have important consequences on policy.

Challenges to Classic Export Controls: Emerging
Technologies, GVCs, and Ecosystems

The principle of chokepoint strength, its measurement as market share, and
the many important affiliated principles related to it, certainly hold true
in many industries and products, particularly ones rooted in 20th century
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industrialization. But, usage of the framework often belies several implicit
assumptions about industry organization and technology, and by extension
the nature of policy controls. This paper examines differences in products
and firm relationships along several dimensions, including product delivery,
alienation (of property rights), maintenance, extent of explicit coordination
between firms, and sunk costs.

Generally speaking, export controls are imposed on fairly conventional
transactions, namely that there are two actors in the transaction—buyer and
seller—and that product ownership is transferred by the American seller to
the targeted foreign buyer. Thus, firms (and their products) are discrete enti-
ties (firm boundaries are relatively closed) and alienation occurs at a discrete
time. The product or service is wholly owned by the American supplier and
then ‘alienable’ (rights are transferred) to another firm or organization. Sunk
costs become important at the point of alienation of the product or service.
While ownership, delivery, and alienation are discrete and clean-cut, after-sale
product maintenance may be more complex in terms of use of third parties, as
well as determining liability and payment. Overall, buyer-seller interactions
are assumed to be relatively arms-length.

This is how most people commonly think of transactions, and if they hold
true (which they often do), then in certain situations, chokepoint strength (high
market share) may be a fairly straightforward way of thinking about American
economic coercive potential. However, not all industries or products abide by
these principles. By focusing on chokepoints and market shares, it creates the
impression that all industries can be analyzed in similar ways, and that the con-
cept of market share (high/low) has the same meaning across industries. These
are reasonable assumptions in many industries and for many products. But, they
are less applicable in more advanced technologies, like ICTs, which are the in-
dustries that the United States has imposed the most controls on China.

These assumptions hold less true today because since the mid-1990s,
firm boundaries have become blurred as they increasingly engage in ‘open

. . ’16
innovation,

ecosystems of firms jointly create value,"” and many transfers do
not include the formal alienation of goods, but the informal (non-proprietary)
flows of valuable information and knowledge. Thus, the product that appears
on controlled lists is less important compared to the firm linkages that stitch

together innovation and product ecosystems and their structure.
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In the most innovative, cutting-edge industries, several factors interact to
drive firms to collaborate (even with direct competitors), open and blur their
firm boundaries, and jointly produce products within ecosystems. These fac-
tors include: when technology is extremely complex, when there is greater
uncertainty in best practices and innovation pathways, when knowledge is
more tacit (non-codifiable), when expertise is highly specialized and widely
dispersed, and when the speed of innovation is extremely rapid."® Thus, in
order to remain competitive, firms need to tap many sources of information
and openly collaborate across many knowledge domains to maintain rapid
product development and achieve novel recombinatory technical outcomes."”

Under these conditions, firms are more successful when they openly collab-
orate, establish more partnerships with other firms, and thereby reside at the
‘core’ of innovation ecosystems.?’ Thus, since at least the mid-1990s, industrial
organization has shifted in a manner rendering a firm’s network of linkages
more important than the products. At the same time, a substantial amount
of knowledge and value exists within the ecosystem and not embedded in dis-
crete firms or their products. Thus, controlling access to networks should be
more central to export control policies than controlling products. This means
that inter-firm linkages and locations in ecosystems should also be the focus of
controls, not only products, end-users and end-uses.

While the above addresses the innovative processes that produce products,
even some high-tech products themselves are ‘open,” never fully alienated, and
created collaboratively. Oftentimes, they are not discrete products, or ‘wholly
owned’ by a single, well-defined firm who transfers ownership at a discrete mo-
ment. For instance, this is the case with open-source software, where developers
license their code for ‘free’—both monetarily free but also free for anyone to use
and alter the code. Very significant portions of our digital world are built upon
this open, collaborative, and free intellectual property. In open-source, knowl-
edge and value are disembodied from the products, residing as club goods or
public good resources in the network of linkages. Furthermore, the transfer of
value in open-source depends simultaneously on multiple firms who share club
good or public good resources, in which products are continuously altered.

Some of these characteristics are also true of digital platforms. We use
consumer-facing platforms every day, such as the Apple app store, Uber, or

Amazon. Platforms are distinctive because value derives from the innumerable
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‘complementors’ who engage and contribute to the platform and the equally
innumerable ‘users’ of those services. Like any marketplace, Uber is valueless
without the drivers and riders; Amazon is valueless without storefronts and
consumers; and app stores are valueless without developers and users.

This is achieved because the platform leaders partially open up their intel-
lectual property to encourage the building of the ecosystem. Thus, platform
products are not self-contained products of the putative lead firm. Rather, the
products and services are jointly created through a large ecosystem of firms
and users (sometimes many millions), often dispersed across the world. Value
is enhanced by the sheer size of the ecosystem, meaning each actor contributes
to the value of all the other actors, even if they never transact.

This open innovation, blurring of firm and product boundaries and knowl-
edge flows can impact all of our dimensions, including innovation, modes
of product delivery, alienation, and maintenance. Across these domains in
advanced technologies, it is sometimes hard to define them as the result of
discrete firms alienating discrete products. Rather, innovation and products
derive from large groups of openly collaborating firms using club good or pub-
lic good resources, in some cases not explicitly owned (such as open-source
software) , in which products are constantly altered.

This openness and lack of firm and product boundaries raises questions
about list-based controls. It means that network linkages are the core of these
products, and it is access to linkages and disembodied knowledge (not just dis-
crete firms, their products, and their embodied knowledge) which are valuable
assets for Chinese firms. When these conditions are met, it suggests that ex-
port controls should expand from list-based technology tools to controls over
inter-firm linkages within broader innovation ecosystems.

How do inter-firm linkages and ecosystems impinge on export controls? I
begin with very brief reviews of key literatures (one on GVC linkages, one on
ecosystems) that provide a foundational vocabulary and framework, and then

I turn to some empirical examples to illustrate their utility.
Inter-firm Linkages in GVCs

Global value chains (GVCs) have proliferated since the 1990s as produc-
tion has increasingly fragmented and internationalized. GVCs are complex
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networks of trade, investment, and knowledge flows, within which firms in-
tensely specialize on their core competencies and outsource non-core tasks to
other equally specialized firms.*! This results in the fiunctional integration of
countries,?” which provides enormous benefits to firms and sometimes coun-
tries.”® This fragmentation of production has spawned new ways by which
firms cooperate and interlink, called inter-firm ‘governance.

The mutual, interactive impacts between technology and industrial orga-
nization are extraordinarily complex and beyond the scope of this paper, but
suffice it to say that causality between them is circular.? Nevertheless, firms
interlink in diverse ways across innovation, delivery, alienation, and main-
tenance. The type of firm linkage has important implications for how they
react to exogenous shocks like export controls. For instance, in one set of
GVC theories, different combinations of three variables lead to five modes of
inter-firm governance.” The three variables include: the complexity of infor-
mation exchanged between firms; the codifiability of that information; and
firm capabilities.

By combining them in different ways, the three variables yield five gover-
nance types: 1) simple market linkages, governed by price; 2) modular linkages,
governed by standards, in which complex information is codified and made
available at relative arms-length to competent suppliers, creating distinct in-
novation ‘modules’*® 3) relational linkages, governed by inter-firm trust and
reputation where complex and non-codified (or ‘tacit’) information is ex-
changed between partners who each invest in co-specialized assets;”” 4) captive
linkages, governed by powerful lead firms whose less competent suppliers are
controlled by precise protocols;*® and 5) hierarchy or linkages within a single
firm, governed by managerial fiat. Beyond these, there are other forms of gov-
ernance, including the digital platforms, discussed earlier.

Ecosystems: Firms Within a System

GVC linkages are dyadic. While two firms are sometimes defined as an
ecosystem,” in most cases, firms operate within a broad collective of firms (like
platforms with potentially millions of actors), each with distinct roles in the
ecosystem. The structures of ecosystems are important because export controls

that block some nodes within an ecosystem both may alter the ecosystem, but
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also stimulate new avenues for innovation as an unintended consequence. At
the broadest level, ecosystems are “an interdependent network of selfinterested
actors jointly creating value,”* in which firms are formally independent, but
informally interdependent—in other words, “interrelated organizations [with]
significant autonomy.”!

Ecosystems have two key differences with GVCs.*? First, while ecosystems
and GVCs both are collectives of organizations that usually interlink with-
out direct ownership ties, ecosystem firms also can be bound together without
formal contractual ties, such as through the knowledge flows discussed earlier.
Second, ecosystems are not dyadic, nor are they “decomposable to an aggrega-
tion of bilateral interactions.” The key feature is that multiple firms mutually
and simultancously impact cach other, which are not reducible to a series of
dyadic linkages.

Ecosystems come in many varieties. Some authors focus on the degree
of complementarity between firms, which has implications for chokepoint
strength. Strong complementarity is when two products are indispensable
to each other and hence value generation is only possible when combined
(such as lock and key). Weak complementarity is when substitutes are avail-
able. However, complementarity is not always bidirectionally identical. For
instance, when one element is strong (indispensable) and the other is weak
(replaceable), this creates an asymmetric complementarity.

The digital platforms discussed earlier are examples of asymmetric com-
plementarity because the platform leader (Apple) is indispensable, but the
many complementors (mobile apps) and the many users (app consumers)
are individually replaceable. However, Apple is completely dependent on its
complementors and users as 2 group, because the app store platform has no
value without its ecosystem of complementors and users. Furthermore, as the
ecosystem grows larger, value increases for everyone, which reflects its multi-
lateral nature. While Apple is well-known to consumers, platforms are ubiqg-
uitous in ICTs—both consumer-facing and producer-facing.

Ecosystems are double-edged swords for export control senders and their
targets alike. As discussed previously, the key goal for senders in this new world
of fragmented and open industrial organization should be to sever the most
indispensable network ties of targets within ecosystems. However, ecosystems

also offer substantial flexibility that allow targeted firms to repurpose their
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resources to pursue alternative innovation trajectories. As discussed below,
this is particularly the case in digital ecosystems where many firm linkages

are governed by modular ties, called ‘massive modular ecosystems” (MMEs).*

Empirical Case Studies

How do these concepts relate to export controls and how are they impact-
ful? This final section provides brief vignettes of export controls on Chinese
firms, first in the context of differentiated GVC linkages, and then second
within a complex ecosystem. Two types of GVC linkages are compared, using
the example of two keystone Chinese technology firms—Huawei (a telecom-
munications firm) and SMIC (a semiconductor foundry). The basic point of
the comparison is that despite common circumstances in terms of chokepoint
strength and export controls, the type of linkages (across innovation, delivery,
alienation, and maintenance) intervenes by strongly influencing the short-
term and arguably the long-term impact of export controls.

Very briefly, export controls caused an immediate crisis for Huawei given
the nature of its linkages, but the company could recalibrate for longer-term
recovery. By contrast, export controls counterintuitively were a boon to
SMIC, but its longer-term prospects are grimmer. Subsequently, the section
turns to ecosystems to illustrate both the constraints of some ecosystems (like
platforms), and the substantial flexibility’ that Chinese firms have within a
digital ecosystem, compared to the more common framing of chokepoints in
alinear GVC.

GVC Linkages

Since 2017 or 2018, American export controls on Chinese firms in ICTs
have leveraged American dominance of key digital products, particulatly in
semiconductors. Some key American chokepoint strengths include electronic
design automation (EDA) software used by chip designers (like Huawei’s
HiSilicon subsidiary) to create digital ‘blueprints’ of chips. These blueprints
are then physically manufactured into tangible chips by foundries (like SMIC),
which require critical semiconductor manufacturing equipment (SME) such

as American-dominated deposition machines, among many others.
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Globally, American firms dominate several of these product categories.
Thus, through the lens of chokepoint strength, this is the best possible envi-
ronment for effective controls and for American unilateralism. For instance,
American EDA firms or US-origin technologies dominate over 90 percent of
global market share.> For deposition machinery (only one category of SME,
albeit an essential one), American firms control around 90 percent in several
deposition machinery categories, and 60-75 percent market share in others.*®

Classic export control principles would predict relatively identical out-
comes given the consistent and extremely high American market shares,
which are indicative of exceptional chokepoint strength and thus a lack of
available alternatives or substitutes. However, there are significant differences
in inter-firm governance across these products, and so based on governance,
one would predict variation in the impact on Chinese targets.”

Using the governance framework above, EDA company ties are highly
‘modular’ when interacting with clients like Huawei, during which explicit
coordination is minimized, interactions are fewer, and sunk costs are less. This
is because the product is alienated through short-term software licenses, deliv-
ered in hybrid methods partly by internet, updated and maintained remotely,
and can be supplied (or withdrawn) immediately. There is less direct contact
between the software engineering teams of the three dominant US companies
and their client teams, because they ‘interact’ indirectly through the standard-
ized software interfaces, which allow extremely complex information flows to
occur at relative arm’s length. These are features of modular linkages.

By contrast, SME companies engage through relatively more ‘relational’
governance with their clients, the foundries, which entails substantial sunk
costs and direct cooperation between engineering teams. SME suppliers
sell very complex machinery that must be physically installed on location
in semiconductor fabs (like SMIC) around the world. It must also be regu-
larly serviced and maintained by engineers (often employees of the supplying
company), who sometimes live and work near their client’s fabs to conduct
training, repairs, and maintenance. Once installed, they cannot be removed.
However, after-sales software updates have become ways in which suppliers
remain engaged following purchase, along with maintenance and repairs.

As empirical illustrations, this paper compares Huawei and SMIC—two

of China’s premier ICT companies and both deeply enmeshed in the global
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semiconductor industry. SMIC’s entire business focuses on semiconductors
(as a manufacturer or ‘fab’). Huawei is primarily a telecommunications com-
pany (infrastructure and consumer). However, one of the core advantages
that differentiates Huawei is its internally designed chips at the global leading
edge.?® In fact, American export controls drove these two firms to collaborate
with each other when Huawei-designed chips no longer could be manufac-
tured by non-Chinese foundries, thus leading Huawei to source manufactur-
ing services from SMIC.

Huawei (through EDA, OS, and manufacturing) and SMIC (through
SMEs) were both strongly impacted by US export controls. Huawei was
placed on the Entity List (EL) in May 2019. This expanded via extraterrito-
rial controls (foreign direct product rule, FDPR) in May and August 2020,
the last of which intended to cut off Huawei from all chips and tools using
US-origin technology. SMIC was initially placed on the EL in September
2019, which was also expanded in December 2020. However, despite similar
American chokepoint strength, similar timing, and similar types of export
controls, the impact proved very different due to the two companies’ unique
inter-firm ties and nature of their technologies.

Huawei’s revenue sharply declined by 29 percent in 2021 from 891 billion
RMB to 636 billion (per Huawei annual reports), with most of the impact
falling upon its consumer products division (like smartphones). In an imme-
diate fire sale in October 2020, Huawei quickly sold off their low-medium
end consumer smartphone brand (Honor) to a consortium of state-backed
Chinese investors to both allow the product line to survive, but more impor-
tantly to conserve its internal resources (especially chip inventories it had been
building since the ZTE controls) for its pillar products.

Given that licensed EDA software can be cut off instantaneously (and to
a lesser extent, so can the final manufactured chips from the foundries), it
generated a crisis for a company of such scale and with such reliance on its
own internally designed chips. By August 2020, the controls were extrater-
ritorial, barring the sale of all finished chips and software tools using US-
origin technology, regardless of country of origin. It is ironic that Huawei’s
exceptional capabilities in internally designing leading-edge chips were a
huge advantage during an era of open trade but has been turned into an ad-

ditional liability.”
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However, although it experienced an immediate crisis, Huawei’s longer-
term prospects are stronger due to its capacity for strategic recalibration. For
instance, Huawei announced in 2022 a corporate reshuffling which made
several product lines independent business segments, including cloud com-
puting, digital power (applying compute to energy industries), and intelligent
automotive (autonomous driving, smart cockpit systems, and vehicle connec-
tivity). Compared to its traditional telecom equipment product lines, these
are more software-intensive products.*’

Software is double-edge in terms of export controls. While the supply of
software products can be cut off immediately (like EDA software), the produc-
tion of software can be done with fewer external partners, given the same lack
of dependency that is the hallmark of modularity, in addition to the enor-
mous global public good supply of open-source software. Thus, the modular
and open-source nature of software makes its internal production more co-
ercion-proof, compared to hardware which relies on more external partners.
Thus, Huawei’s relative shift towards more software-oriented products will
make it more coercion-proof in the future, based on the mode of inter-firm
governance and differences in Huawei’s ability to transact.

On the other hand, SMIC was equally impacted by export controls but
in counterintuitive ways. Given its substantial sunk costs in SMEs, SMIC
had less opportunity to undergo a long-term strategic pivot like Huawei.
However, in the short-term, it was better positioned to milk its installed
base of equipment without fear of instantaneous interruption. Once SMIC
was hit by its second round of export controls, it lost access to high-end
SMEs (and American engineers to repair them), which are used for more
advanced chip manufacturing.

This set off a frenzy of changes. Using SMIC quarterly financial reports
to analyze the 12 quarters (3 years) prior to and after export controls, SMIC
clearly was impacted, and attempted to redirect its operations, but in far more
limited ways. In contrast to Huawei’s initial nosedive, after export controls
were imposed, SMIC’s revenue doubled from 5.8 billion RMB (2019Q3) to
13 billion RMB (2022Q3), gross profits rose by 327 percent from 1.2 billion
to 5 billion RMB, and operating profits rose nearly 10-fold from 330 mil-
lion to almost 3.27 billion RMB after export controls. Thus, export controls
counterintuitively made SMIC flush with cash, as controlled Chinese firms in
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need of chips (like Huawei) and SMIC were driven together, along with the
assistance of state funds, procurement contracts, and other central and local
government supports.

However, the diversification of these sales was substantially curtailed. Prior
to export controls, the share of SMIC sales to Chinese firms was usually in
the 40 percent range, with a maximum of 62 percent in 2018QI1. However,
after export controls, SMIC’s foreign sales precipitously declined as China-
oriented sales rose consistently to 75 percent. These sales currently reside
above 80 percent. Thus, its contractual orientation has become China-centric
and less geographically diversified.

Interestingly, export controls have triggered an enhancement in the sophis-
tication of SMICs sales to Chinese firms. Upon reflection, this may have been
expected for similar reasons mentioned, as many major Chinese consumers of
semiconductors (like Huawei) have been forced to source chips from Chinese
firms. SMIC, as China’s leading foundry, would become the primary supplier
of more advanced chips, leading its overall portfolio to shift to more sophis-
ticated chips (but still well behind the leading edge). Specifically, SMIC’s an-
nual reports show sales in the sub-28nm FinFET category rose from around
5 percent of total sales share to upwards of 30 percent after export controls.
However, this category almost certainly includes substantial sales in much
more advanced chips in the 14nm to 7nm range, despite not having the most
advanced machinery to manufacture these efficiently at scale.

This is because SME is quite different from software. SMEs are physically
installed on location and cannot be “cut off” instantancously. As such, SMIC
could milk its installed machinery to work its way down the Moore’s law
curve. That is, the same machinery that can produce legacy 28nm chips (very
efficiently), can also produce more advanced 7nm chips (very inefficiently).
What are needed to get less advanced machinery to produce more advanced
chips are lots of trial and error and training (or hiring) of engineers to perfect
the production craft, as well as a willingness to burn cash on inefficient pro-
duction. Furthermore, while its R&D expenditure has oddly declined, SMIC
has gone on a capex spending spree to purchase SMEs, investing on average
10.7 billion RMB each quarter, compared to only 3.5 billion RMB prior to
controls. Similar to above, while these purchases could be used to produce

less advanced legacy chips, they most likely will be applied to more advanced
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chips. This ability to control one’s asset makes the job of export control moni-
toring and the burdens of ‘know your customer’ much more difficult.

Thus, the technology and its inter-firm linkages have very different impli-
cations for export control policy. Chokepoint strength, foreign availability,
and high market shares may be necessary preconditions for export controls,
but there are many other intervening factors derived from industrial organi-
zation. While speculative, it is perhaps these additional factors which drove
the Commerce Department to sequentially impose new layers of controls on
Chinese firms (three rounds for Huawei, two rounds for SMIC), and then in
October 2022 and October 2023 impose China-wide controls.*!

However, the effectiveness of export controls was questioned by many in
September 2023, when (during a China visit by Commerce Secretary Gina
Raimondo), Huawei unveiled its new flagship smartphone (Mate 60 Pro)
which seemed to defy the American goal of restricting Chinese firms from
producing chips below 14nm threshold. The Mate 60 Pro was powered by
Huawei’s in-house designed Kirin 9000S chip and manufactured by SMIC
on a 7nm chip. SMIC was able to do this using older-generation machinery,
which surely lowered yields and increased costs. Looking to the future, it is
technically possible for SMIC to continue to produce even more advanced
Snm chips using the same older machinery even though yields will decline
even further and no foundry has ever attempted this. However, despite the
apparent successes in defying US controls within only 2-3 years, it is a pyrrhic
victory because this technological trajectory will be a dead-end after Snm, and
it is also commercially unviable, requiring state subsidies and supports to be
sustainable. Thus, the longer-term trajectory for SMIC is more grim, and its

ability to recalibrate more limited.

Varieties of Ecosystems

Beyond dyadic buyer-supplier ties, firms in many industries engage in com-
plex ecosystems, which pose different opportunities and challenges for export
controls. As mentioned, ecosystems are “an interdependent network of self-
interested actors jointly creating value.” This is a broad definition, and there
are many different types of ecosystems. The diversity and complexity of eco-

systems makes the work of export controls more difficult.
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Some ecosystems, like the Android platforms discussed below, can serve as
a very strong chokepoint for US controls, given their network centrality and
innumerable complementors and users. However, other ecosystems are not as
centralized and are not organized around network effects. These ecosystems
are more loosely stitched together through decomposable modules, in which
there are multiple and nested layers to the system that resemble ‘massive mod-
ular ecosystems’ (MMEs).** As briefly mentioned, modularity is the partial
decomposability of a complex system into distinct sub-systems which inter-
operate through standardized interfaces, and thereby maintain system-level
coherence and functionality.

At the core of modularity is the codification of interfaces between spe-
cialized modules which allow for extremely complex information to be rela-
tively easily exchanged between modules. Furthermore, higher-level modules
can more easily be broken down into smaller sub-modules, allowing firms to
become increasingly specialized and thereby creating more complex systems
of nested layers—an MME. MMEs are not linear like most GVCs, and thus
they belie a sense of hierarchy, centrality, or leadership, which also character-
ize most GVCs and platforms. An MME contains many nested modules,
each with its own set of firms and dynamics. Modules (and the firms build-
ing them) are only loosely coupled, meaning that the dependencies between
modules are attenuated, so firms are interlinked but act separately and are less
organizationally integrated.

This industry organization makes sanction enforcement uneven and
more unpredictable. For instance, a single module may appear to be a clas-
sic chokepoint, with very high market and country concentrations, and
it may also be broadly interconnected in the MME, mimicking network
centrality. However, as illustrated below, even when modules have similari-
ties in their formal network structures, modules of an MME differ in terms
of how they are linked to each other and the opportunities for sanctioned
firms to ‘escape’ sanctions by pursuing alternative innovation trajectories,
whether through adjacent MMEs or moving up or down the nested lay-
ers. In some cases, seemingly secure chokepoints are purely ‘mirages,” as
targeted firms and countries have multiple means to achieve their desired
ends. In other cases, modules are truly chokepoints because they cultivate

network effects and interlink across multiple layers and other nodes, such
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as the example of the Android OS platform which integrates across many
system-level functions.

The remainder of this section demonstrates how some ecosystems can
serve as very powerful chokepoints that improve export control effective-
ness, using Android OS as an example. It then considers the opposite—the
many ways that ecosystems allow substantial flexibility to Chinese firms,
beyond the two primary pathways studied by most analysts, namely ‘work-
arounds’ and ‘catchup.’

Strong Ecosystem Chokepoint: Android OS

We begin with Android, the Google OS platform mentioned earlier, which
is a strong chokepoint in its ecosystem. Because it is a genuine platform—a
type of ecosystem—it is truly indispensable and incredibly hard to replace. It
is well-known that starting in 2009, with the blocking of YouTube in China,
Google’s wide range of products were gradually degraded, hacked, or outright
blocked in China. By mid-2014, nearly all Google products were essentially
inoperable in China, including Gmail, the Google Play mobile apps market,
Google Drive, cloud services, maps, and basic account login, among others.
Most of these are also considered platforms but proved replaceable in China.

Yet, despite this near absolute exclusion, another Google product—the
Android OS—paradoxically remains nearly ubiquitous in China today, in-
stalled on 78 percent of all mobile devices, which accounts for nearly all
non-Apple mobile device (i0S accounts for 21 percent).” Android is an
open-source operating system, which China’s largest smartphone companies
(Oppo, Vivo, Xiaomi, and even Huawei) can freely utilize and customize
(called ‘skins’) using an open-source license.

Despite the ‘openness’ of Android, it has national security implications
when export controls were placed on Huawei, because Google was required
to withhold its regular software updates that over time slowly degraded all
existing Huawei phones. Furthermore, while the OS is open-source, Google’s
many proprietary products (Google maps, Google Play, YouTube, etc.) were
also restricted on Huawei phones—not just in China but worldwide—thus
making Huawei phones unattractive outside of China.** Some argued that

among all US technologies denied to Huawei, the loss of Google products was
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the most damaging and hardest to overcome.” This is due to its organizational
form as a platform.

However, in June 2021 and to much fanfare in China, Huawei released its
own operating system, HarmonyOS (hongmeng). It triumphantly announced
that it was “a milestone.” Huawei’s head of software, Chenglu Wang, declared
that it was “neither a copy of Android nor [Apple’s] i0S.” Even Huawei founder
and CEO, Zhengfei Ren declared, “in the software domain, the US will
have very little control over our future development, and we have much more
autonomy.”¢ However, software engineers who explored Harmony OS after its
release concluded that “HarmonyOS was identical to what Huaweti ships on its
Android phones, save for a few changes to the about’ screen that swapped out
the words ‘Android’ and EMUI (Huawei’s Android skin) for ‘HarmonyOS.”

Thus, despite attempts to completely purge China of Google products,
some products like Android are seemingly impossible to uproot, even for a
technological powerhouse with strong software expertise, like Huawei, and
with coordinated central government efforts. This year, Huawei will release
another version, called HarmonyOS NEXT, which they claim will be purged
of Android code base.

Android’s indispensability is because it is a multi-tiered platform which is
extremely difficult to substitute due to its powerful network effects. These are
generated by its millions of complementors and users, who collectively rein-
force its global dominance and make it irreplaceable. Even compared to other
platforms, Android is particularly indispensable because of its ‘location’ in the
broader ICT stack, which crosses multiple parts of the digital stack.

Loose Coupling in Massive Modular Ecosystems

As discussed, MME:s stress the decomposability of modules, which allows
for more complex multi-layered industry organization. They also emphasize
the adjacency of products and industries, and the instability and uncertainty
of innovation and technological evolution. Thus, when applied to US export
controls and Chinese counter-strategies, the range of possible counter-strate-
gies is far broader.

As discussed below, a non-exhaustive list of Chinese counter-strategies to

export controls include:
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1. Product redesigns through product architecture innovations

2. Moving between MME layers to achieve the same goals through new

product innovations.

3. Replacing critical platforms through open-source software, which

maintains the benefits of interdependence.

4. Enteringadjacent industries by repurposing existing resources,

capabilities, and talent.

Of course, it is exceedingly difficult to definitively ‘map’ an MME and so
predicting counter-strategies and future technological trajectories is partly
conjectural. This reflects the nature of an MME itself. However, the concep-
tualization has theoretical and practical implications, because it raises ques-
tions about our fundamental understanding of industry organization, and the
implications for policy. How does this impact assessments of export controls?

As American export controls expanded and diversified, the assessments
of analysts broadly remained within the confines of classic export controls,
consisting of myriad variations on one of two themes: modest ‘workarounds’
by Chinese firms to evade American export controls, or more radical ideas of
‘catchup’ by Chinese firms. Of course, specific assessments evolved with the
expansion of US controls, thus one must be very precise with event dates, so
as not to misjudge earlier assessments of ‘workarounds’ or ‘catchup’ based on
later export control alterations. Furthermore, it should be reiterated that none
of these assessments are wrong, but their usefulness are confined to their par-
ticular conceptualization of industry organization. After summarizing assess-
ments of workarounds and catchup, the paper returns to the four additional

pathways that MMEs open up for Chinese firms.

Chinese Workarounds

Many analysts rightfully predicted that Chinese companies would attempt
to evade American chokepoints by engaging in various types of illegal decep-

tions.* For instance, given American network centrality in EDA software,
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HiSilicon’s (Huawei’s chip design house) primary short-term option was to
pirate new EDA software. After the August 2020 FDPR extension, analysts
understood that this workaround was largely cutoft because chip designs
using American EDA tools would not be manufacturable given TSMC’s (the
world’s largest chip foundry) reliance on US-origin technologies and its net-
work centrality in manufacturing the most advanced chip nodes.

However, even without the broader extraterritorial controls on manufac-
turing, pirating EDA software would prove difficult on its own. This is be-
cause of broader network linkages, unrelated to Huawei. Unlike conventional
software, which is relatively static after purchase, EDA software is constantly
updated, especially for leading edge designs, because foundries must update
their hundreds of process design kits (PDKs), sometimes monthly for the
leading-edge.

PDKs are released by foundries and ensure that designs are simulated using
the latest upgrades at the foundry. PDKs are integrated into EDA software,
and so when updated, the foundry authenticates the EDA license. Thus, if
Huawei were to design new chips on pirated software, the engineering hours
put into the new designs would become obsolete once a new PDK was re-
leased. They would have to re-pirate and then re-design their chips accord-
ingly. Since this happens regularly, the nature of the software and its ‘location’
in the broader ecosystem makes pirating unfeasible.

Under these new export control conditions, and to circumvent controls
on actual chips, Chinese firms were also predicted to establish shell com-
panies through which controlled items could be transshipped to China.”’
Alternatively, these firms could establish legally distinct but clearly inte-
grated companies to engage in chip manufacturing, such as Huawei-funded
Pengxinwei IC manufacturing, which imported equipment that controlled
Chinese firms could not’® American companies under US controls also
chaffed at the controls, and some reports indicated that they may have been
engaged in both legal and legally gray workarounds that tested BIS rulings.
It is well-known that Nvidia re-designed their A-100 chips in order to fall
just under the legal threshold to sell to Chinese firms—a pathway that the
Commerce Department quickly foreclosed.™

Others are less well known. For instance, one particularly well-informed

analyst reported that KLA (a major US SME firm) stated in its earnings

102



Rethinking Export Controls: Emerging Technologies, Industrial Organization, and US-China Relations

calls that it was considering plans to de-Americanize its own (American)
equipment to escape American extra-territoriality.’* The same analyst found
that a Chinese JV partner of Synopsys (one of the three dominant American
EDA software firms) was under investigation by the Commerce Department
for giving Huawei access to controlled software.>* Others have proffered that
Chinese multinationals with subsidiaries in third-countries could purchase
as many controlled items as they wished because US export controls do not
apply to a company’s country of ownership. The illegal transaction would
only happen when the subsidiary sought to transfer these controlled items
into China proper.’*

Apart from Chinese firms, their subsidiaries, or shell companies, other
possibilities include foreign firms aiding Chinese workarounds. For example,
foreign companies could also work towards de-Americanizing their products.
It was predicted that some firms in Japan and Europe, were already de-Amer-
icanized. Although these pathways were more likely to succeed prior to the
October 2022 controls, at the time, analysts warned that “non-American com-
panies make great chips, too,” allowing Huawei to swap out US chips.>® Even
after the imposition of FDPR on machinery, Japanese and Dutch SME com-
panies were “suddenly much more attractive suppliers” to the Chinese, since
they were deemed to not rely on US technology or could more easily de-Amer-
icanize their products.’® This raised the importance for American diplomats
to multilateralize controls with key countries like Japan and Netherlands.””

All of these predictions are variations on the same theme of ‘workarounds’
to overcome a handful of American chokepoints in a linear semiconductor
GVC. In total, they constitute a mountain of headaches to successfully en-
force American export controls, which is why, as American officials learned
more, the controls progressively expanded after 2019.

Chinese Catch-up

At the other end of the spectrum are bold predictions that China could
‘catchup’ technologically, or even achieve ‘selfreliance.” Many analysts ex-
pressed pessimism about American controls, not because of ineffective en-
forcement (workarounds), but because they would stimulate Chinese poli-

cymakers and firms to double down on self-reliance. While China has long
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talked of technological self-reliance, the ease and affordability of relying on
American technology offered few incentives. Now, it was argued, the Chinese
would become single-minded in fulfilling their techno-nationalist dreams, as
business and government were thrown into each other’s arms.*®

Innumerable media articles since 2019 reported on new Chinese invest-
ments, initiatives, and subsidies being thrown into advancing Chinese semicon-
ductor tools, equipment, and software by Huawei, the local Shenzhen govern-
ment, and Beijing,” declaring that “China threw even more money at its already
heavily subsidized chipmakers.”® What is more, in many reports, Chinese firms
truly appeared to be achieving catchup, almost miraculously fast.

As already mentioned, Huawei (falsely) reported that its HarmonyOS
(hongmeng) had displaced Google Android within a year of export controls,
though it still hit global media. Similar reports appeared of Huawei phones
quickly being de-Americanized of chips,® as well as Huawei’s telecom base
stations.> Some analysts observed that this sort of reporting accelerated
American decisions to impose the October 2022 export controls. For instance,
Chinese leading memory manufacturer, YMTC, seemingly surpassed market
leaders Samsung and SK Hynix, when it began shipping 232-layer memory
chips and became an Apple supplier.®® As discussed, China’s leading foundry,
SMIC, announced it had produced 7nm logic chips in July 2022, using SMEs
that were one generation older than the leading edge.®* Elsewhere, Chinese
leading AI chip designer, Biren, released chips that approximated the capabili-
ties of Nvidia’s advanced A100 GPUs.%

Alrogether, these reports portrayed China as a technological juggernaut
that could make export controls meaningless, simply by overcoming US
chokepoints through replication. Even for the advances that proved true,
smart analysts understood that Chinese accomplishments still remained reli-
ant on foreign technology. For instance, advanced chips relied on design and
manufacturing tools, as well as IP that were overwhelmingly not Chinese.
Thus, given the complexity of MMEs, catchphrases like ‘catchup’ and ‘self-
reliance’ are hard to define. Nevertheless, in nearly all of these assessments,
analysts focused on the viability of the American chokepoints targeted by the
Commerce Department; and, they largely focused on particular semiconduc-

tors product categories, assuming that the GVC is linear.
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MMEs and Chinese Counter-strategies

Using the lens of MMEs, export controls look quite different. The logic of
BIS has broadly been to create enforcement chokepoints at key nodes along
linear GVCs, especially focused on semiconductors. Even the logic of the most
expansive October 2022 export controls rests upon a linear supply chain and
a focus on several chokepoints where US firms appear to possess chokepoint
strength. The ultimate goal of these controls is to restrict Chinese access to
high-performance computing (HPC) capabilities which can be used to train
advanced AI models and can be applied to military applications, like hyper-
sonic acrospace, nuclear, and other advanced military applications.

The pathway to achieve this goal is not simply by restricting the end-use of
HPC and AL but also to restrict the upstream hardware that goes into these.
Going back along a linear semiconductor GVC, this includes very specific
classifications of the most leading-edge logic, memory, and GPU chips, then
any components or inputs which may advance China’s own SME sector which
could allow for indigenization of SME tools, and finally even American na-
tionals who are necessary to install and continually service SMEs in China.
The ultimate goal of export controls is not to deny China access to leading-
edge semiconductors. Rather, the ultimate goal is restricting a company on
the Entity List or some sort of final end-product for an end-use (e.g. military
modernization), whether it is Huawei telecom equipment, Hikvision ad-
vanced cameras, or HPC capabilities, in the case of the October controls.
Semiconductors and SMEs are simply convenient chokepoints of enforcement
for these other goals.

However, given the nested layering of MME:s, the degrees of freedom are
much greater than implied by a linear GVC with chokepoints. MMEs offer
substantial flexibility for innovation, which in some cases can undercut choke-
points that initially appear strong. Although there are not crystal clear lines
differentiating the following counter-strategies, this paper examines four:

1. Product architecture redesign.

2. Shifting MME layers to generate different products but achieving the
same technological goals.
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3. Innovating on new open-source platforms.

4. Repurposing the same resources, capabilities, and talent to enter new

industries.

Counter-strategy 1: Final Product Redesign

The first pathway to avoid the chokepoints of advanced node semiconductors
is redesigning final products by utilizing less advanced chip technology. For
instance, it has been suggested that Huawei’s 5G base stations could be re-
designed using less advanced 28nm chips, rather than more advanced 14nm
node chips through software and system redesign.®

Part of this innovation may also involve shifting between layers (see
below). For instance, Huawei’s chip design house, HiSilicon, has also re-
designed its telecom equipment and automotive chips so that they can be
produced on older SME technologies, which are already installed and used
in Chinese chip making companies, like Fujian Jinhua Integrated Circuit
Co. (JHICC) and Ningbo Semiconductor International, both also on
Commerce’s Entity List.

Software redesign has been used in contexts outside of export controls.
For instance, although not an example involving China, during the height
of the chip shortage that impacted the American automobile industry, Tesla
reported to its sharcholders that “within weeks,” it had rewritten substantial
portions of its firmware (software code) so that it could utilize chips that were
in greater abundance, even sourcing them from brand new suppliers.®” Thus,
as a general rule, many products can be redesigned and re-architected to use
simpler components, but still end up with an equivalent end-product with
equivalent performance. Thus, in this pathway, one ends up with the same
basic product and performance, but through a different design. While the
distinctions may be blurry at times, this differs from the prior discussion in
which Huawei de-Americanized its products, by simply using foreign suppli-

ers who could provide comparable, de-Americanized products.®®
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Counter-strategy 2: Shifting MME Layers

A second pathway is to shift layers in the MME to achieve the same end goal,
but through different product combinations. For instance, the October 2022
export controls aimed to cut China off from HPC, which could be used to
train large Al models for military purposes. However, the export controls as-
sume that China can only tap into HPC within its own borders and only by
direct purchasing of leading-edge node GPUs from companies like Nvidia.

However, if Chinese firms or state institutions moved ‘up’ the digital stack
to cloud computing, there is quite a different geography than the export con-
trols envision. For instance, large Chinese AI models could be trained in data
centers outside of China. Assuming Chinese organizations do not want to
create new dependencies on American cloud services, Alibaba, Tencent, and
increasingly Huawei have built data centers outside of China. Export controls
do not restrict controlled items based on the country of ownership but rather
only the location of the facility itself. For instance, Huawei has installed at
least 70 data centers and other cloud services around the world.*’

Although these are mostly supplied to foreign governments, there is little
reason to believe that Chinese cloud companies could not set up advanced
data centers outside of China to train next-generation AI models. Under cur-
rent American export regulation, they could even purchase as many of the
most advanced chips to accomplish this, as long as the data centers remained
outside of China. Even for data centers within China, there could be ways of
architecting them to avoid export controls. For instance, to achieve similar
compute capabilities but avoid the chokepoint of leading-edge chips, Chinese
cloud companies could design more customized and hence efficient chips (cus-
tomized ASICs instead of GPUs),” while also interconnecting more but sim-
pler chips together. This is more costly and less efficient at the system-level,
but could be effective to achieve their ends. Other avenues might include ad-
vanced packaging of chips.

Counter-strategy 3: Open-source

A more significant pathway to evade semiconductor controls deep in the
ICT stack is developing open-source software, and major Chinese firms ap-
pear to be pushing forward on this (see Atom Foundation). One example of
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this is RISC-V architecture for the underlying instruction set for semicon-
ductors, something which will become increasingly attractive to Chinese
companies, as they are outside the scope of export controls. Chinese firms
seem to be pushing forward on RISC-V along many fronts: nearly half of
the premier members of the RISC-V Foundation are Chinese;”" Alibaba
and Tencent have spearheaded a Chinese RISC-V consortium under gov-
ernment guidance;”* hundreds of Chinese firms are working on RISC-V
in China;” and local governments like Shenzhen are offering subsidies to
local firms using RISC-V.”* Even the RISC-V Foundation has taken precau-
tions against the possibility of US sanctions by shifting its headquarters to
Switzerland from the United States.

Beyond RISC-V, open-source in general is attractive to China to avoid
US controls at multiple levels of the MME. For instance, Huawei is invest-
ing across many aspects of open-source, and it is taking precautionary mea-
sures like moving its code to Chinese Gitee, rather than Microsoft-managed
GitHub.” They also have opened up source code and compilers to encourage
their own ecosystems. It is hard to know where all of this will lead, and there
currently are many limitations to open RISC-V and open-source in general.”

However, the larger point is that the export controls are stimulating in-
novations in open-source spaces which were previously less significant.
Furthermore, as platforms, their major barrier to growth is achieving the
necessary momentum among users in order to scale, and to achieve a certain
threshold of usage and demand, which then creates a cascade effect of users
that collectively can solve many of the open-source problems. Export controls
may unite a large segment of Chinese firms and software talent around open-

source platforms, giving them the momentum they need.

Counter-strategy 4: Repurposing
Resources to New Products

Finally, resources, talent and capabilities can be more easily repurposed across
adjacent industries within MMEs. Part of this is because of many more gener-
alized skills and resources that can apply across MMEs, such as software lan-
guages, and some libraries, compilers, debuggers, and other tools. In this sense,

export controls could induce Chinese resources to be redeployed to adjacent

108



Rethinking Export Controls: Emerging Technologies, Industrial Organization, and US-China Relations

industries. We already discussed how Chinese firms have multiple routes to
acquire HPC by moving up the MME layers to cloud computing. But, cloud
computing is also an avenue for Chinese firms to repurpose resources to enter
a new industry, as Huawei has done to replace lost revenues in smartphones.
This repurposing makes sense for Huawei because telecommunications and
cloud computing are increasingly merging as more telecommunication net-
work operators utilize the cloud service providers to run even their core net-
works, including major ones like AT&T.”” Given international concerns of
Huawei telecommunication equipment, its entry into cloud computing seems
to be a natural extension of its core competencies.

Similarly, China’s semiconductor capabilities are being forced to redirect
towards less sophisticated nodes, like 28nm and higher, where innovation on
design (China’s relative strength) will be more important than manufacturing
innovations. This might redirect talent and resources to a host of industries
that have potential military and security implications, such as IoT, swarm
military technologies, robotics, and edge computing.

Of course, new industries can be built in any industrial sector. However,
MMEs have special qualities based on modularity and standardized inter-
faces, which allow for greater flexibility, and the ability to innovate rapidly
and experimentally through recombining components, resources, talent, and
capabilities. While chokepoints do exist in certain nodes in the MME, there
are many pathways to make the same product (e.g. base stations), achieve cer-
tain desired ends (e.g. HPC), or to redeploy resources to new products and

sectors with military applications (e.g. swarm).

Conclusion

In recent years, the Commerce Department has returned to a Cold War-like
strategy of controlling dual-use American technologies to degrade the mili-
tary capabilities of a rival. However, today’s industrial organization has little
resemblance to the Cold War era. This poses new challenges for policymakers.
Today’s dual-use technologies are overwhelmingly commercial in use and pro-
duced by commercial firms. Furthermore, innovations in advanced technolo-
gies require the combined expertise of many specialized firms that must more

openly share knowledge and resources than in prior industrial eras.
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In important ways, the new industrial organization subtly alters some prin-
ciples and assessments of classic export controls. While chokepoint strength
(such as the degree of foreign availability’) is still important, American co-
ercive potential cannot be measured based on US firms’ market share. From
the perspective of classic export controls, it may appear that US firms domi-
nate key product categories, thereby offering policy makers clear chokepoints.
However, some of these high market-share chokepoints may be ‘mirages’ given
the highly flexible nature of business ecosystems that readily allow for mul-
tiple pathways to achieve the same product or strategic goals.

Under these conditions, export controls will fail, and possibly even in-
duce new pathways of Chinese innovation. Mirage chokepoints, in which
American market concentration appears substantial, can also make policy-
makers overconfident in American coercive power, thus encouraging policy-
makers to be more unilateral and more extraterritorial, as well as lead them to
make overly narrow assessments of Chinese counter-strategies.

In most cases, assessments of China’s options under export controls boil
down to two basic trajectories: Chinese ‘workarounds’ or Chinese technologi-
cal ‘catch up.’ Neither of these assessments is wrong, as Chinese firms and state
actors have engaged in both counter-strategies. However, in both scenarios,
it is assumed that the controlled technology is essential for Chinese progress
in technological innovation, giving the impression of unilinear technological
change, which foregrounds the assumed chokepoint. However, given the flex-
ibility of industrial ecosystems and the variety of ways that firms exchange
resources, technologies advance in more multilinear ways, and it is rare to find
true chokepoint strength. As such, policymakers need to consider a broader
palette of factors that contribute to policy effectiveness on targeted firms and
countries, as well as more complex and varied second and third-order effects

on American and allied firms.
The views expressed are the author’s alone, and do not represent the views of the

US Government, Carnegie Corporation of New York, or the Wilson Center.
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Abstract

This report examines China’s evolving role in promoting responsible criti-
cal mineral extraction within the context of the global energy transition.
It focuses on the pivotal role of non-state actors in shaping environmental,
social, and governance (ESG) standards and corporate social responsibility
(CSR) practices in the mining sector through the case of the China Chamber
of Commerce of Metals, Minerals & Chemicals Importers & Exporters
(CCCMC). CCCMC emerges as a key player in developing and implement-
ing ESG guidelines, bridging government policies, industry interests, and
international standards. By analyzing CCCMC’s evolution, international
engagements, and influence on policy and ground-level practices, this report
provides insights into China’s approach to responsible mining and its impli-
cations for global mineral supply chains. It also challenges conventional por-
trayals of Western and Chinese ESG standards as disparate, demonstrating
their increasing convergence and co-evolution. It highlights the complexities
Chinese firms face in implementing these standards, noting distinct chal-
lenges for upstream and downstream companies across different minerals. The
findings suggest that China’s efforts in this domain serve multiple purposes:
securing critical mineral supplies, mitigating reputational risks, and perhaps
increasingly projecting green soft power. It suggests the need for a more granu-
lar understanding of and increased internat