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The Critical Supply Chains Initiative is The Wilson Center's contribution to the
ongoing national debate on strengthening supply chains. The core of the initia-
tive is a series of dialogues with leading experts focusing on four key industries:
critical minerals and rare earths; electric vehicles; the health sector, including
pharmaceuticals and PPE; and defense and security. Relying on the expertise
of industry experts, government leaders, and private corporations, this initiative
brings together industry leaders, policymakers, and other stakeholders to an-

swer some of the most pressing questions relating to America’s supply chains.
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Executive Summary

The COVID-19 pandemic has laid bare long-standing vulnerabilities in U.S. and global supply
chains, including American reliance on sole-source manufacturing and on Chinese manufacturing,
in particular. This report examines threats to U.S. and global supply chains created by doing business
with authoritarian regimes that flout the rule of law and recommends policies to strengthen global trade
and commerce.

The Commission on Security and Cooperation in Europe, also known as the Helsinki Commission, is an
independent U.S. Government commission created in 1976 to monitor and encourage compliance with
the Helsinki Final Act and other OSCE commitments. As a part of the 1990 Charter of Paris, the Conclud-
ing Document of the Bonn Conference on Economic Cooperation in Europe, and related frameworks,
OSCE participating States undertook commitments to uphold free and competitive market economies,
improve corporate governance, and combat corruption. These commitments are threatened by the ac-
tions of authoritarian regimes in global supply chains.

This report identifies and examines seven threats to U.S. supply chains: (1) the theft of intellectual proper
ty, (2) defective and substandard products, (3) human rights abuses, (4) customs and border operations,
(5) data privacy and security, (6) lack of transparency, and (7) free riders and illicit transactions. The report
also briefly discusses foreign authoritarian investment in the United States. Finally, it analyzes whether
certain goods should be considered for special status based on national security concerns. The report
concludes that, rather than focusing on goods or industries, the United States should build a secure
network of suppliers.

The report recommends a menu of policy options in a framework of three tiers based on (1) non-binding
standards and voluntary guidelines, (2) international framework and development efforts, (3) domestic
U.S. law and executive action. Recommendations aim to mitigate the threats identified by the report and
ensure that supply chains become—and remain—transparent, responsible, accountable, and resilient.

The first tier focuses on the creation of a “certified secure” standard for individual companies and the
establishment of a Secure Supply Chains Initiative, modeled on the Extractive Industries Transparency
Initiative, which would set guidelines for participating countries.

The second tier reflects the need to apply existing international agreements to the problem; add anti-cor
ruption provisions to new agreements; consider rule of law-based country groupings such as the D-10
concept; leverage development to create rule of law-based markets that offer an alternative to authori-
tarian ones; elevate the fight against authoritarian corruption; and redouble efforts at interparliamentary
diplomacy.

Finally, the third tier recommends the passage of important anti-corruption legislation to criminalize the
demand side of bribery and require professional services to uphold anti-money laundering requirements.
The report also briefly discusses corporate board mandates, the role of tax policy, extraterritorial law
enforcement, federal procurement, public-private partnerships, and diplomatic engagement.
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Helsinki Commission

The Commission on Security and Cooperation in
Europe, also known as the Helsinki Commission,
is an independent U.S. Government commission
created in 1976 to monitor and encourage compli-
ance with the Helsinki Final Act and other OSCE
commitments.

Consistent with its mandate, the Commission
issues public reports concerning implementation
of OSCE commitments in participating States.

This report examines threats to U.S. and global
supply chains created by authoritarian regimes and
suggests proposals to strengthen global trade and
commerce through the adoption of democratic
principles. As a part of the 1990 Charter of Paris,
the Concluding Document of the Bonn Conference
on Economic Cooperation in Europe, and related
frameworks, OSCE participating States undertook
commitments to uphold free and competitive
market economies, improve corporate governance,
and combat corruption. These commitments are
threatened by the actions of authoritarian regimes
in global supply chains.

Due to the threats posed by exposure to authori-
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tarian regimes, the United States and all countries
that seek to safeguard the rule of law should gen-
erate a strategy to secure supply chains.

Introduction

The COVID pandemic exposed long-standing vul-
nerabilities in U.S. and global supply chains, includ-
ing U.S. reliance on sole-source manufacturing and
on Chinese manufacturing, in particular.

As COVID-19 cases spiked in the United States in
March 2020, the United States lacked adequate
personal protective equipment, ventilators, and
other products required to safely and successfully
treat patients with the virus." At the time, much of
the world’s manufacturing of PPE was located in
China, which nationalized production and withheld
exports at the beginning of the crisis to deal with
its own outbreak.

Once Chinese production increased, its exports of
PPE included sub-standard, defective products, fur
ther endangering vulnerable and sick populations
rather than assisting them. For example, Spain
returned Chinese-made COVID-19 test kits after
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learning the tests were only 30 percent accurate.?
(China later introduced a new export certification
process in an effort to improve the quality of its
exported products.3)

The pandemic caught the United States unpre-
pared, without the proper stockpiles and unable

to acquire or produce the full extent of needed
supplies from existing supply chains. Likewise, the
United States’ European allies suffered from similar
shortages which were compounded by belated,
defective Chinese supplies and equipment and lack
of a coordinated transatlantic strategy* Reliance on
Chinese manufacturing for COVID-19 related prod-
ucts put the national security of the United States
and its allies at risk. Though ventilators have waned
in importance as the crisis has worn on—and

been replaced with vaccines, which have proven
less susceptible to supply chain issues—the initial
failure of supply chains and even conflict between
allies was eye-opening. Moreover, the theory that
the COVID pandemic began by escaping from a
Chinese lab has also gained new credibility.®

While COVID-19 laid bare the risks of China as

the manufacturing hub for the world, the con-
solidation of goods’ production in China is not a
new phenomenon. In 2018, China comprised 28.4
percent of global manufacturing, while the United
States, the second largest manufacturer, held a
16.6 percent share.® This trend has been described
by economist Thomas Palley as “Chinese-centric
globalization."”

For many manufacturing sectors, the cost competi-
tiveness of producing in China has reduced redun-
dancy in supply chains globally, making them more
vulnerable to shocks that could come not just from
a pandemic, but also from many other disruptors,
including natural disasters, armed conflict, or other
unforeseen events.

More generally, relying upon states in which the
rule of law is not present is a risk that permeates
global supply chains. Though China may be one of
the most prominent examples, it is not the only
state that seeks to participate fully in global supply
chains while freeriding off the rule of law provided
by global institutions.

While it is an oversimplification to conclude that
supply chains located in democratic countries are
inherently more secure than those located in au-
thoritarian states threats to U.S. supply chains are
heightened and compounded by the weak rule of
law and poor governance that are characteristic of
authoritarian governments. This is because authori-
tarian governments rule through corruption—dicta-
tors rely on it to ensure that the loyalty of cronies
is secure.

Why Aren’t U.S. Supply Chains
More Secure?
In accordance with the mandate of the Helsinki

Commission, this report examines the following
threats to U.S. supply chains:

—_

Theft of intellectual property
Defective and substandard products
Human rights abuses

Customs and border operations
Data privacy and security

Lack of transparency

N oo oW N

Free riders and illicit transactions



1. THEFT OF INTELLECTUAL PROPERTY

One of the threats to U.S. supply chain security is
the theft of intellectual property (IP) of U.S. firms.
IP protection is essential to the economic produc-
tivity and growth of the United States. It allows a
fair return on investment for innovators, creators,
designers, and others who bring new ideas and
products to the marketplace.

According to studies by the U.S. Chamber of Com-
merce, the positive effects of strong intellectual
property rights protection include higher rates of in-
vestment in research and development, job growth
in knowledge-intensive sectors, higher rates of
investment in the life sciences and higher rates of
innovative economic activity.® All of these are vital
components of a vibrant economy.

When IP protections are not enforced, there are
serious consequences for U.S. firms and the Amer-
ican economy. Due to the innovative nature of U.S.
businesses and the high demand for U.S. products,
U.S. companies suffer some of the highest rates
of counterfeiting in the world, according to OECD
studies.® In some sectors, such as high-tech infor-

mation technology goods, about 40 percent of fake
goods infringe on the IP rights of U.S. firms." It is
estimated that counterfeit goods and pirated soft-
ware cost the U.S. economy more than $225 billion
each year. If theft of trade secrets is also included,
the loss to the economy could be as much at $600
billion annually.™

Authoritarian regimes often turn a blind eye to IP
violations. In many cases, they predicate technol-
ogy transfer and data localization as a condition of
market access and encourage and abet the theft of
U.S. trade secrets from U.S. companies.

The U.S. Trade Representative publishes two
annual reports on IP violations: the “Special 301"
Report,’? which evaluates the status of IP protec-
tion and enforcement in the countries of U.S. trad-
ing partners, and the Notorious Markets Report,™
which publishes the location of prominent online
and physical markets engaged in piracy and coun-
terfeiting. Both reports identify the worst violators
of American IP as China, Indonesia, India, Algeria,
Saudi Arabia, Russia, Ukraine, Argentina, Chile, and
Venezuela.



Not surprisingly, these countries also suffer from
weak rule of law. According to the World Justice
Project Rule of Law Index 2020™, eight of the 10
countries ranked below the median point, except
Indonesia (which ranked slightly above the medi-
an) and Saudi Arabia (which was omitted from the
ranking).

As the rankings indicate, IP violations are not only
a problem attributable to authoritarian regimes, and
patent issuance and protection are of particular
concern for India and Chile. However, the size and
scale of the IP violations in authoritarian regimes
should trouble the United States.

Firms that operate supply chains in authoritarian
countries risk theft of IP and unfair competition
from counterfeit and pirated products based on
stolen IR China (including Hong Kong) accounted
for 83 percent of counterfeit goods seized by U.S.
customs in 2019."®

In January 2020, the United States and China
signed a Phase One trade agreement which
committed China to undertake structural economic
reforms, including greater protection of American
IP The U.S. Trade Representative has described the
Chinese commitments as “fully enforceable.”

Prior to this agreement, IP enforcement in China
was already improving, in part because China is
developing its own IP it seeks to protect. None-
theless, China’s industrial policies and IP theft,
including cyber theft, remain a serious problem
and China continues to seek to compromise U.S.
systems to surveil and gather data.

2. DEFECTIVE AND SUBSTANDARD
PRODUCTS

Beyond economic losses due to IP theft, counter
feit products frequently are defective or substan-
dard, which threatens U.S. supply chains because
of potential grave harm to American consumers.

For example, the threat posed by substandard
medication that does not do what it purports or de-
fective auto parts can lead to injury or even death.

With the ongoing COVID-19 crisis and the growing
demand for medicines and personal protective
equipment, there has been a sharp growth in

illicit trade of fake goods that pose serious health
and safety risks to citizens.'® The Organization for
Economic Cooperation and Development has ex-
tensively analyzed the threats to public health and
safety and the enrichment of organized crime from
the $4.4 billion industry of counterfeit pharmaceuti-
cal products.”

Identifying and rooting out counterfeit products
from a supply chain has become more difficult as
supply chains become more decentralized, stretch-
ing across borders with multiple tiers of suppliers.
A counterfeit item in an otherwise legitimate sup-
ply chain causes damage to consumers, poses le-
gal liabilities for a firm, and undermines public trust
in the government regulation. For example, the
U.S. firm Baxter International fell victim to adultera-
tion of its drug herapin, which the FDA later traced
to Chinese suppliers. The counterfeit ingredient in
the drug was linked to 19 deaths and hundreds of
allergic reactions in the United States alone.®

3. HUMAN RIGHTS ABUSES

Authoritarian regimes that disregard universal
human rights also pose risks to U.S. supply chains.
Significant human rights abuses, combined with
a lack of transparency and accountability, can
leave U.S. companies vulnerable to knowingly or
unknowingly becoming entangled in practices of
forced labor. Uncovering such practices could
disrupt production as well as damage a compa-
ny’s reputation and leave it vulnerable to lawsuits,
sanctions, or other financial penalties. The Biden
administration has condemned China’s treatment
of the Uyghurs in Xinjiang as “genocide."®
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For example, according to a report by the Australian
Strategic Policy Institute (ASPI), 11 Chinese compa-
nies sanctioned by the U.S. government for use of
forced Uygur labor in production facilities in Xinjiang
province? were part of the supply chains of at least
83 well-known global brands in the technology,
clothing, and automotive sectors.?' The U.S. govern-
ment did not disclose whether any of the U.S. firms
identified in the ASPI report were sanctioned, but
the risks of continuing production and manufactur
ing in Xinjiang clearly remain quite high.

4. CUSTOMS AND BORDER OPERATIONS

Considering how goods, both intermediate and fin-
ished, frequently move across oceans and borders,
U.S. supply chains can be threatened by corrupt or
ill-performing customs and border operations.

Lack of transparency in customs and shipping can
threaten cargo security and facilitate illicit funds
transfers. In 2013, the World Trade Organization
(WTO) adopted a Trade Facilitation Agreement

that aimed to reduce costs and improve efficiency
through automation, simplification of customs pro-
cedures and other measures, as well as improve
governance and limit opportunities for bribery and
corruption. To date, implementation of this agree-
ment has progressed slowly. High-income coun-
tries, in general, have achieved a greater degree of
implementation than low-income countries.?

In countries where customs practices are automat-
ed, like the United States, the threat to cargo secu-
rity results from a lack of analytical information that
would give a fuller picture of patterns over time
about who is associated with a particular shipment
and which countries it may have transshipped
before arriving on U.S. shores. Access to this type
of data would improve the ability to detect and
analyze threats to the border security.

Customs operations also can be threatened by the
data gathered and stored by customs authorities

and service providers. One Chinese state-owned
firm, NucTech, which provides screening systems
for cargo, luggage, and passengers at airports,
appears to be gaining significant market share in
Europe.Z Concerns about the extent to which the
Chinese Communist Party could gather and access
data gathered by NucTech led the Transportation
Security Administration to ban the use of NucTech
equipment from most airports in the United States
in 2014.%* Given the global nature of supply chains,
improving the security for U.S. supply chains
requires convincing top trading partners, such as
Europe, of existing threats and the need to take
action.

5. DATA PRIVACY AND SECURITY

The NucTech example demonstrates the vulnerabil-
ity of enterprises that can be influenced by or com-
pelled to act on orders of an authoritarian regime.
The danger is a not a state-owned enterprise per
se but a state that can access a private firm’s data,
for reasons it deems appropriate, without a right of
refusal by the firm. This is a threat to U.S. supply
chains that store or process the personal data of
U.S. persons in these environments. Recognizing
concerns that have been raised about Chinese
practices related to data privacy and security, China
has recently released a draft law aimed to increase
data protection, although how it will work in prac-
tice is yet to be seen.?®

The U.S. State Department has actively sounded
the alarm about the threat posed to the United
States and its allies by Chinese telecommunica-
tions companies. In response to this threat, the
State Department has launched the “Clean Net-
work,” which established an industry-vetted set
of digital trust standards to ensure the safety and
security of digital transmissions. The standards,
which aim to provide “clean” carriers, apps, app
stores, cloud computing, and more, disqualify
Chinese companies such as Huawei or ZTE from
providing these services in the United States and



partner countries. Thus far, more than a dozen
countries and telecommunications firms from
Europe, Asia and the Western Hemisphere have
pledged to join the Clean Network.%

6. LACK OFTRANSPARENCY

U.S. supply chains face heightened risks when they
depend on inputs, labor, or capital from opaque
regimes. Due to the interconnected nature of the
global trading system, what happens in one coun-
try can threaten the health and security of other
countries.

A country’s lack of transparency impedes a U.S.
firm’s ability to conduct due diligence and can
result in risky deals that create liabilities for the
U.S. firm. The risk is even greater if the country
hosts “corrosive capital” in its economy. This
type of investment is opaque, unaccountable to
local stakeholders, and not locally driven or market
oriented.?” It undermines rule of law and good
governance and can have a degrading effect on the
overall economy of a country and its trading part-
ners. Qver time, this type of investment erodes
the business climate in such a way that it severs
links with foreign direct investment connected to
firms that rely on Western markets, which operate
in a more transparent manner. In addition, lack of
foreign investment limits opportunity for citizens

to engage in the international economy, and for
domestic firms to grow.

Another example of the threat posed by lack of
transparency is state-to-state agreements, such as
China's Belt and Road Initiative, which 34 countries
in Europe and Central Asia have signed. While the
details of each agreement vary, the agreements
are characterized by easy access to financing under
opaque conditions which have included predatory
investment and lending practices, and state sup-
port for Chinese state-owned enterprises, resulting
in unsustainable business models and disadvan-
taged local businesses communities .2 These prac-
tices, which are not transparent to the country or
companies involved in the loans, can lead to large
debt burdens, bankruptcy, and insolvency, and are
often referred to as “debt-trap” diplomacy.?®

7. FREE RIDERS AND ILLICIT TRANSACTIONS

Perhaps the most serious threat to the global
economy is what some have called the “freerid-
er” challenge to the rules-based global economic
system. Free riders benefit from the economic
architecture existing since World War 11, including
bilateral or multilateral trade agreements under the
World Trade Organization (WTO) that set the foun-
dation for a rules-based, open, market-led economy
and limited enforcement mechanisms.*°
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The problem arises when countries selectively
follow the rules, or worse, pass all the necessary
legislation to adhere to the system but fail to
enforce it. For example, the United Arab Emirates
(UAE), aWTO member, has become a global hub
for wealthy investors, with fast-growing real estate
and retail sectors. However, lax regulations and
rent-seeking officials seeking to profit from corrupt
customs practices in this active transshipment
point reportedly have made the UAE a hub for illicit
transactions and dirty money.*!

[llicit transactions threaten both the greater global
economic system and small-town America. In the
2019 Helsinki Commission briefing®? " Asset Recov-
ery in Eurasia: Repatriation or Repay the Patron,”
former FBI special agent Karen Greenaway cap-
tured the impact on the average citizen:

“I’'m not sure people understand how damag-
ing taking dirty money really is to the United
States. | like to use the analogy of a dry stream-
bed. Dirty money is like a rainstorm coming into
a dry streambed. It comes very quickly, and a
lot of it comes very fast, and the stream fills up,
and then it gets dry again. So what if you are a
company that’s purchased by dirty money? That
dirty money is not going to be a steady flow
into and out of the account so that you can run
that company the way — or the business the
way it's supposed to.

So what happens? Well, maybe you don't pay
the electric bill, the FedEx bill, or the tax bill on
time. Over time, the safety standard [of the
business] goes down. But people don't want to
say anything because they want that job, and
they need that job in their community. After
2008, when the financial institutions collapsed,
essentially, in the United States—here was a
fire sale for a lot of our properties.

And as a result, what we have is people who
don't live in the United States, who don't have

any intention of really investing in the United
States, but they needed a place to put their
money. And that business down the road was a
perfect place to put it. Now the money is dry-
ing up. And now those businesses are going
into default. And maybe that’s the only business
in that community that's employing people. So, |
think it's hurting small town America. | just don't
think that we've come to that realization yet.”

Foreign Supply Chains in the
United States

Threats to U.S. supply chains apply to investment
of U.S. companies abroad, but also to foreign
investment in the United States. For instance, for
eign investors and more recently foreign students
have reportedly sought to steal American IP while
working and living in the United States.®®

However, the United States has strong mecha-
nisms in place, such as the Committee on Foreign
Investment in the United States (CFIUS), which
was recently strengthened by the Foreign Invest-
ment Risk Review Modernization Act of 2018 (FIR-
RMA), to protect against acquisitions that threaten
U.S. national security.

In contrast, national security-related investment
screening in Europe is not a competency of the
EU but of its Member States, which have ap-
proached this challenge unevenly. However, a new
agreed-upon EU framework on investment screen-
ing published in October may improve the overall
situation.3*

Should Certain Products or Sup-
ply Chains Be Named Critical for
National Security?

Traditionally, defense sector products have been
designated as critical for national security, which

means the U.S. government regulates any exports
and verifies the end use of the products. In the



context of COVID-19, there have been calls to
expand the definition of national security critical
products and to call for onshoring production of
some of the manufacturing of these goods.

Some analysts suggested that the 16 critical
sectors defined in Presidential Policy Directive 21
could form the basis of national security sensitive
products. Those sectors include chemicals, com-
mercial facilities, communications, critical manufac-
turing, dams, defense industrial base, emergency
services, energy, financial services, food and agri-
culture, government facilities, healthcare and public
health, information technology, nuclear reactors,
materials and waste, transportation systems, and
water and wastewater systems. These sectors
have been extensively analyzed by government and
industry, and plans have been drafted which iden-
tify risks (including supply chain risks) and propose
mitigation strategies.® Perhaps more could be
done to implement these strategies and to ensure
rigorous CFIUS processes for any proposed foreign
investment affiliated with authoritarian regimes
into these sectors, but it seems redundant and
unnecessary to create such a sweeping list of new
national security critical products.

Congress and the U.S. administration are already
examining the inherent risks of China’s role as

a global supplier of PPE, antibiotics, and active
pharmaceutical ingredients and considering actions
to help spur domestic production and diversify U.S.
supply chains.®® During its own COVID-19 outbreak,
China nationalized production of COVID-19-related
supplies and restricted their export, including prod-
ucts made by U.S. firms located in China. It was
not the only country to do so. January-February
2020, the governments of Taiwan, Thailand, France
and Germany also boosted domestic production

of some COVID-19-related supplies and restricted
their export — however, these countries were trans-
parent about their decision and notified the WTO,
while China did not.

China'’s lack of transparency and disregard for
international norms negatively affected its trading
partners, including the United States, while coun-
tries with a strong rule of law upheld international
norms and obligations. For those countries, a
global set of agreed norms and standards on how
to continue cooperation and information sharing
during an event like a pandemic would have gone
a long way to mitigating a winnertake-all attitude
that characterized most countries’ response to
COVID-19.

Assembling a list of national security critical
products based on the experience of COVID-19 is
unlikely to be effective, given the unpredictability
regarding the nature of any future global disruption
to U.S. supply chains. The United States needs a
new strategy that will build a secure and trusted
network of suppliers, rather than supplies.

Goal and Structure of
Recommendations

The four criteria below should all be met for a sup-
ply chain to be considered “secure.” They represent
the ideal criteria that supply chains should meet
and the goal for which the United States should
strive. They are interlocking and should all be met
simultaneously. For example, to be responsible,
supply chains must be transparent. If supply chains
are transparent but not accountable, that results

in deep injustice as crimes go unpunished. The
recommendations seek to pursue all of these aims
equally.

1. Transparent

Transparency is crucial to secure supply chains as
it is key to security in many economic and financial
matters. Transparency means that authorities can
readily trace the origin, transit, and destination of
goods and services journeying through all levels
of the supply chain. It is also important to know
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the ownership structure of manufacturing entities
and the role of non-market players who may have
non-commercial aims. Ideally, journalists and civil
society would have full access to pertinent infor-
mation to serve as a further disincentive to corrupt
or authoritarian efforts to interfere with secure,
open exchange.

2. Responsible

Responsibility in supply chains means compliance
with the highest international standards promulgat-
ed by international organizations with deep exper-
tise and strong credentials in this space.®” Supply
chains should also be compliant with the voluntary
standards proposed and promulgated below and
other standards as set out by U.S. laws and reg-
ulations, save for the rare cases when the supply
chain does not touch the U.S. market, financial
system, or private sector.

3. Accountable

Accountability means that there are reliable and
just mechanisms in place to punish and deter
non-compliance. Even when supply chains are
mostly compliant, there will be actors who attempt
to cheat. In those cases, accountability is central to
ensure that the actor in question is punished and
supply chains are set back into compliance. Other
wise, the lack of penalties for the cheating of one
party will result in the cheating of others.

4. Resilient

Finally, supply chains should be resilient. They
should be able to withstand various shocks,
primarily through supply chain diversification. If
parts of supply chains are based entirely in one
authoritarian jurisdiction, then it no longer matters
that the supply chain is transparent, compliant, and

10

accountable—this state, as the sole source, will
be able to apply pressure to generate outcomes it
considers favorable.

Three Tiers of Response

The United States can seek to establish supply
chains that conform with these criteria via three
tiers of policy response. These tiers begin with
non-binding efforts and move through ever more
legally binding initiatives.

The tiers are not meant to be sequential but rather
provide a menu of options for lawmakers and
policymakers to consider in order to achieve more
secure supply chains. The first tier encompasses
voluntary efforts. This tier seeks to set out guide-
lines and frameworks that companies and coun-
tries may bind themselves to of their own accord
to reap the benefits, both real and reputational. The
second tier encompasses international law and
country-to-country agreements, both bilateral and
multilateral. These recommendations include the
potential for new provisions in international agree-
ments. Finally, the third tier encompasses national
law binding on the U.S. government, U.S. com-
panies, and all companies listed on a U.S. stock
exchanges.

The successful generation of secure supply chains
will empower the pursuit of other U.S. foreign
policy objectives like combating transnational
organized crime, human trafficking, and kleptocra-
cy. Kleptocrats and transnational criminal figures
regularly rely on the weak points in supply chains
to achieve their goals. The current global-consen-
sus system is not working when international
regulatory bodies shy away from needed standards
because a handful of states block these measures.



1. NON-BINDING STANDARDS AND VOLUN-
TARY GUIDELINES (FIRST TIER RESPONSE)

The first tier of response involves the creation
and promulgation of non-binding standards and
voluntary guidelines for companies and countries.
Though non-binding and voluntary, such standards
and guidelines will carry reputational weight.

For such standards and guidelines to be effective,
a system must exist to rate companies and coun-
tries by compliance—or lack thereof—and provide
meaningful reputational advantages to those that
comply.

This report proposes two sets of standards and
guidelines—one for companies and one for coun-
tries. The overarching goal is to create a norm of
secure supply chains that these entities willingly
comply with. This norm will follow broadly the four
criteria set out in the previous section that, taken
together, define a secure supply chain: transparen-
cy, responsibility, accountability, and resiliency.

a. Standards and Guidelines for Companies

While a simple ranking system is precluded by the
sheer number of companies and their variety in
industry and size, companies might be incentivized
by being offered the opportunity to be “certified
secure.” This designation would be certification pro-
vided by a reliable private sector entity or non-gov-
ernmental organization for companies of a certain
size and would be earned by application of the
company. Over time, it would create a community
of companies that would be considered secure.

Participating companies would provide docu-
mentation that demonstrates their commitment
to secure supply chains and the work they were
doing to ensure that they are not contributing to
the problem. Minimum standards would focus on
transparency and resiliency, and include:

Transparency

e  Collecting beneficial ownership informa-
tion of suppliers and clients.

° Fulfilling basic “know your supplier/cus-
tomer” requirements, such as ID and
verification documents as to the identity
of the individual as well as basic informa-
tion that the money being used to pay
for the good or service was not gained
illicitly.

Resiliency

° Committing to a resilient “China plus
one"” or otherwise “authoritarian plus
one” approach, i.e. contracting with at
least one market outside of the China
or other large authoritarian market to
ensure that PRC or that market, as the
largest and most influential authoritari-
an market for the United States, is not
able to exercise undo leverage upon the
company and certain sectors of the U.S.
economy.

While these requirements may not be appropriate
for every company, even many small businesses
with only domestic operations may rely on global
supply chains and would benefit from the knowl-
edge that their partners are “certified secure,” or
the marketing opportunity that might be result
from being “certified secure” themselves. Such a
certification could by synchronized across borders
with countries that are willing to commit to the
same or similar system, culminating in a transna-
tional “certified secure!” Management by a private
sector or non-governmental entity that is already
transnational would be most appropriate.

b. Standards and Guidelines for Countries

The development of standards and guidelines for
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countries for secure supply chains can be modeled
on the Extractive Industries Transparency Initiative
(EITI).®8 The EITI is a non-governmental entity that
promulgates a listing of requirements that coun-
tries sign up to in order to fight corruption and build
integrity in the extractives sector, and could be a
useful model for a similar system relating to supply
chains.

A Secure Supply Chains Initiative (SSCI) would
require countries to commit and implement a set
of conditions, based on the four criteria above,
that would earn them the status of SSCI member
in good standing. The initiative would be governed
by a board made up of countries, businesses, and
appropriate civil society actors, much like the EITI
board. Fundamentally, the goal of this initiative
would be to prevent freeriding by states that seek
to take advantage of global rule of law without any
contribution. Sorted by criteria, such conditions
could include:

Transparency

° Mandating country-level collection of
beneficial ownership information upon
incorporation of companies.

° Mandating anti-money laundering
gatekeeper requirements (reporting of
suspicious activity by all banks, lawyers,
accountants, consultants, real estate
professionals, investment advisors, and
other professional services providers).

° Establishing trade transparency units—
governmental outfits tasked with fight-
ing trade-based money laundering by
invoicing.

° Requiring a clear accounting of state-di-
rected, state-subsidized, and state-sup-
ported activity among companies.

° Requiring transparency around the use
of forced labor.
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Responsibility

° Providing resources for regulation of
not just “hard illicit” activity—weapons,
drug, and human trafficking—»but also
“soft illicit” activity, such as counterfeit-
ing.

®  Taking action on fighting theft of intellec-
tual property.

e  Allowing market access without impos-
ing conditions of coercive technology
transfer.

e  Committing to fighting corruption,
especially in customs (e.g. trade-based
money laundering, bribery at ports of
entry, and falsification of data).

e  Providing ample resourcing to customs.®®

° Mandating shipping “track & trace”
programs.

Accountability

° Resourcing law enforcement to enforce
health, safety, IP and other regulations
and punish and deter attempts to under
mine secure supply chains.

e  Safeguarding independent judicial
systems that are clearly not under the
influence of politics.

° Providing facilitated Mutual Legal
Assistance Treaty (MLAT) process with
participating countries to pursue corrup-
tion and trade crimes rapidly.

®  Targeted sanctions authorities that
are actively used to deter and punish
attempts by non-compliant state and
non-state actors to undermine secure
supply chains.



Resiliency

° Mandating government procurement
policies that prohibit reliance upon a
single supplier, except for cases where
a single supplier is also a participating
state of SSCI.

° Establishing supply chain diversification
requirements for boards of publicly listed
companies.

Countries must remain in compliance in order to
keep their membership. Evaluation would occur via
a board review of participating countries.

Accession will be the point at which the SSCI has
the most leverage, and criteria should be very
strict. Once a country is in the SSCI, it will be diffi-
cult to expel it.

SSCI members in good standing should enjoy
“fast-lane” customs systems in other SSCI coun-
tries, which would provide an opportunity for faster
trade with fewer checks and lower transaction
costs. Customs officials could then focus on riskier,
non-SSCI countries. Though fraud and corruption
might be employed to get around the system,
transparency standards should mitigate such chal-
lenges.*®

The International Framework and
Development Efforts (Second Tier
Response)

There are a large groups of existing trade agree-
ments, including bilateral investment treaties, that
could be amended to include provisions guaran-
teeing transparency, responsibility, accountability,
and resiliency of supply chains. Additionally, trade
agreements currently under negotiation could
include provisions to guarantee similar provisions.
Though such provisions would be new, they would
not be unprecedented.

a. Existing Provisions

The United States should begin by leveraging
existing international frameworks and dispute set-
tlement mechanisms to combat the undermining
of supply chains, including the World Trade Orga-
nization Trade Facilitation Agreement and various
standing free trade agreements (FTAs).

The United States should use all trade policy tools
and dispute settlement options at its disposal to
actively pursue violations of secure supply chains.
Where possible, such actions should be pursued
in coordination with allies. Though the United
States and the European Union sometimes find
themselves at odds concerning trade policy, their
differences are small compared to their common
differences with authoritarian countries. For in-
stance, the United States and Europe have agreed
to expand their bilateral discussions on China to
better align strategies and increase cooperation,
though it remains unclear if that agenda will in-
clude supply chains.*!

The United States can also use its participation in
multilateral organizations to prioritize secure supply
chains. Multilateral organizations should not be the
center of the U.S. strategy, given the membership
of authoritarian states. However, efforts to redirect
these organizations toward the creation of secure
supply chains would still serve a purpose, not only
in the case of organizations focused on law en-
forcement like INTERPOL, but also in organizations
such as the International Standards Organization
(ISO), the International Electrotechnical Commis-
sion (IEC), and the Food and Agriculture Organi-
zation (FAQO). Authoritarian states have invested
considerable resources into these organizations
precisely due to their potential for legitimacy-gener
ation and standard-setting.*?

b. New Provisions in Trade Agreements and
Other Bilateral & Multilateral Agreements
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The United States-Mexico-Canada Trade Agree-
ment (USMCA) ratified in January 2020 is the first
active U.S. FTA to include a chapter on anti-corrup-
tion. * This chapter sets forth a binding, enforce-
able commitment to fight corruption and keep
accountable international trade:

“Each Party shall adopt or maintain legisla-
tive and other measures as may be neces-
sary to establish as criminal offenses under
its law, in matters that affect international
trade or investment, when committed
intentionally, by a person subject to its ju-
risdiction...(b) the solicitation or acceptance
by a public official [an individual: (a) holding
a legislative, executive, administrative, or
judicial office of a Party...(b) who performs
a public function for a Party, including for a
public agency or public enterprise], directly
or indirectly, of an undue advantage for the
official or another person or entity, in order
that the official act or refrain from acting

in relation to the performance of or the
exercise of their official duties.”*

Similar—and similarly enforceable—passages
regarding secure supply chains could be inserted
based on initiatives outlined for the SSCI. Such
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provisions should become the norm for the United
States and the country should insist upon them in
future agreements, thereby leveraging its market
access to generate secure supply chains.

Separately, the United States should join the Unit-
ed Kingdom and the European Union in pushing
for beneficial ownership registers throughout the
world. The Helsinki Commission has been active in
exploring these models, including through holding
a hearing on the topic and hosting an event with
the UK's Anti-Corruption Champion, MP John
Penrose.* Though many abusive shell companies
that facilitate fraud and corruption in supply chains
are incorporated in the United States itself, many
others are incorporated in jurisdictions such as the
British Virgin Islands. This jurisdiction, in particular,
has recently pledged itself to establishing a public
beneficial ownership registry.* If the United States
were to join these efforts, it could not only keep
its own system from abuse, but also monitor the
implementation of others.

c. International Development and
New Markets

The United States can leverage its development
capability and international development assis-
tance to support and strengthen the rule of law in
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foreign markets in order to give companies alter
natives to authoritarian markets. Recent actions in
this space in the form of the Development Finance
Corporation, created by the BUILD Act, as well as
the Blue Dot Network—a set of countries that will
certify infrastructure projects as compliant with global
standards—provide a strong base from which to
expand U.S. efforts.*” These efforts could be further
built upon through the explicit policy of expanding
to include a grouping of democracies and countries
that achieve the four key criteria that ensure secure
supply chains.

The Development Finance Corporation gives the
United States the ability to take a stake in overseas
investments. The United States should work with
major western financial institutions to strategize
large-scale quality development for projects that lack
commercial interest and may be courted by authori-
tarian regimes.

The Export-Import Bank could also potentially play a
role by adopting secure supply chain standards that
would have to be met in order to obtain financing.
The role of the U.S. Agency for International Develop-
ment would be critical as the primary agency tasked
with foreign aid. Finally, the various rule of law pro-
grams managed by the Department of State Bureau
of International Narcotics and Law Enforcement can
be retooled to take into consideration the importance
of supply chain security. Already, many of these pro-
grams aim to counter corruption in customs.

Implementation of the Blue Dot Network should be
prioritized and expanded. The network represents
the most robust effort yet to prioritize quality, rules-
based development over the poorquality, corrosive
development on offer by the China in the form of
the Belt & Road Initiative. The Blue Dot Network
shares the certification-based approach of the SSCI
and “certified secure” designations of the guidelines
and standards aspects of the recommendations. The
Blue Dot Network itself is a certification framework,
which provides a “blue dot” for quality development
projects.

The United States also should use its influence at
the World Bank, the International Monetary Fund,
and other multilateral development organizations
to prioritize the development of alternative mar
kets based in the rule of law. The goal would be for
development projects to help countries strengthen
their systems to such an extent that they can join
in the structures being built to create and uphold
secure supply chains.

d. Global Corruption & Authoritarian
Companies

Global corruption and supply chain security are
inextricably linked. In particular, the rise of global
companies that can be manipulated in the service
of authoritarian regimes is undermining an even
playing field based on the rule of law. While U.S.
companies and other companies based in coun-
tries that respect the rule are legally obligated not
to pay bribes abroad, China and Russian compa-
nies, for example, are encouraged by their govern-
ments to do so to gain a competitive edge.

The recent 2020 Transparency International Export-
ing Corruption index that tracks the enforcement
of foreign bribery laws found that only four coun-
tries—the United States, the United Kingdom,
Switzerland, and Israel—were enforcing their laws
under the OECD Anti-Bribery Convention to pre-
vent their companies from paying bribes abroad.*
This constitutes a serious supply chain risk.

The United States can use its membership in the
treaties that make up the international anti-corrup-
tion law architecture, to push for stronger enforce-
ment, especially as concerns corruption in supply
chains. Ideally, this would culminate in a set of
informal and formal agreements between demo-
cratic states for the rapid tracing and persecution
of corruption. This is of particular importance given
it is Chinese policy via the Belt & Road Initiative
and other government initiatives to corrupt supply
chains.*®
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The United States can also make anti-corruption a
central part of its foreign policy. Although the topic
features in many initiatives, it has not gotten the
prioritization it deserves given its importance in se-
curing supply chains. A Helsinki Commission-sup-
ported piece of legislation, the Countering Russian
and Other Overseas Kleptocracy (CROOK) Act,
would begin to address this by mandating anti-cor-
ruption points of contact at every U.S. embassy.®°
This would reflect the UK Serious and Organized
Crime Network (SOCnet), a new initiative of the UK
to staff its embassies with anti-corruption inter
locutors. SOCnet has been a resounding success
for the UK, enhancing the country’s presence in
anti-corruption circles and elevating anti-corruption
in their foreign policy.

a. InterParliamentary Efforts
Interparliamentary efforts represent a strong ave-
nue to begin a process of prioritization and change.
There are numerous parliamentary outlets and
groups that could push secure supply chains for
ward. Legislators that make up these bodies have
the power at home to pass the laws agreed to be
necessary. Their combined efforts can also exert
pressure on governments to undertake suggested
initiatives. One grouping is the Interparliamen-
tary Alliance on China, which is has been active
recently in pushing back on Chinese efforts to use
its economic influence to exert pressure on other
countries.

Another grouping is the OSCE Parliamentary As-
sembly. This 323-member parliamentary grouping
votes annually on resolutions by majority vote that
can then impact policymaking in the 57 countries
of the OSCE, from Vancouver to Vladivostok. As
previously mentioned, the OSCE already embraces
a comprehensive definition of security, and itis a
known forum where leading democratic, free-mar
ket economy countries can confront authoritarian
countries that can and do manipulate their economic
levers for less-than-benign political purposes.
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Thanks largely to the Helsinki Commission, the
U.S. Congress has actively engaged and helped
shape the OSCE Parliamentary Assembly since its
inception in 1991. As a result, the Assembly has
already adopted resolutions on combatting corrup-
tion, respecting rule of law and increasing trans-
parency in the extractive industries, and one could
imagine in our current environment a resolution
on secure supply chains, laying out and seeking
agreement on the principles of “certified secure”
or SSCI . Such a resolution could build the ground-
work for political commitments at the intergovern-
mental OSCE-level.

Domestic U.S. Law and Executive
Action (Third Tier Response)

The United States finds itself momentarily behind
the curve in best practices to ensure that critical
supply chains are secure. The United States should
work to lead the way in legislating and enforcing
the policies it hopes to see around the world. This
legislation would be wide-ranging, encompassing
anti-corruption and transparency legislation, legisla-
tion affecting the organization and duties of com-
panies and corporate boards, and finally legislation
affecting tax and trade. The primary committees of
jurisdiction would be the House Financial Services
Committee and Senate Banking Committee, in
addition to the House Ways & Means Committee
and the Senate Finance Committee.

The executive branch would also play a major role
with its enforcement and procurement functions.
The executive branch can lead by example in the
creation of secure supply chains by adopting trans-
parency, responsibility, accountability, and resil-
iency in its procurement process. It also can use
various sanctions and export controls enforcement
mechanisms strategically to generate behavioral
change in those countries non-compliant with in-
ternationally recognized guidelines, standards, and



law on secure supply chains. In the most extreme
case, it could cut off U.S. market access to the
countries that are the most consistent violators.

1. LEGISLATIVE BRANCH
i. Anti-Corruption & Transparency Legislation

The U.S. legislative framework should also reflect the
four criteria of transparency, responsibility, account-
ability, and resilience. Congress recently passed
beneficial ownership transparency legislation, which
would prevent U.S. shell companies from being
abused by those who would use them to undermine
supply chain security. The executive branch must now
enforce the new law. A Financial Accountability and
Corporate Transparency (FACT) Coalition study shows
how U.S. shell companies are threatening the securi-
ty of supply chains.®’

Another critical piece of anti-corruption legislation is
the Foreign Extortion Prevention Act, which would
criminalize the demand side of bribery, enabling

the Department of Justice to prosecute those who
attempt to extort U.S. companies. This would provide
companies with a critical means to resist the bribery
that corrodes supply chains as well as IP theft, which
is often extorted by authoritarian countries in ex-
change for market access.%?

Finally, the United States should implement anti-mon-
ey laundering requirements on professional services
that provide the backbone for both money laundering
and illicit supply chain operations. These professional
services firms include lawyers, real estate profession-
als, consultants, accountants, and others.

ii. Company Mandates & Requirements for
Corporate Boards

The United States can mandate—and previously
has mandated—requirements for publicly listed
companies under the Securities Exchange Act.%® In
the case of secure supply chains, the United States
should make the quality of resiliency a requirement

for public listing. Mandating a diversification and
resilience plan could mitigate concerns by compa-
nies that leaving China’s market will put them at

a competitive disadvantage. This mandate would
include that boards plan for supply chain resiliency
and specifically have at least one secondary market
to ensure that supply chains cannot be put under
authoritarian pressure. Other possible mandates to
fight supply chain risks could include reporting of
instances of IP theft or cyberattack and commer-
cial ties to Chinese companies on the Commerce
Department’s Entity List or DOD list of People’s
Liberation Army (PLA) firms operating in the United
States.

The United States can also mandate that boards
develop plans in case of severe supply chain dis-
ruption—be it the case of a second pandemic or
another form of disruption. Similar to the “China
plus one” commitment to prevent authoritarian
pressure, this requirement would focus on enhanc-
ing supply chain resiliency via diversification.

iii. Tax Policy

The United States should be ready to use to tax
policy to incentivize companies to move out of au-
thoritarian jurisdictions where supply chains are in
danger. At the same time, the country and its allies
should be very careful about provoking a race-to-
the-bottom and a push to on-shore. Rather, the
United States should seek to provide incentives to
bring production and supply chains into the sphere
of countries compliant with the SSCI.

iv. Explicit Extraterritorial Jurisdiction

Given the centrality and openness of the U.S.
financial system and economy, many transactions
that occur touch U.S. correspondent banks or some
other space of the U.S. market at some point.
Courts have continuously ruled that this grants U.S.
law enforcement extraterritoriality in these cases,
most recently in the case of the bribery of FIFA
officials that happened outside the country but
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touched the financial system via wire fraud.®

However, in other cases, U.S. extraterritoriality

has been limited by U.S. courts. For the Foreign
Corrupt Practices Act, the critical U.S. anti-foreign
bribery law, the case law is thin; nearly all cases
are resolved outside of court or via a mechanism
such as deferred prosecution agreements. It is
hard to predict how courts would decide to rule if a
case actually was brought to court.

As such, it is becoming jurisprudentially ever more
important that Congress legislate with explicit
reference to “extraterritoriality,” as has been done
with the bipartisan Rodchenkov Anti-Doping Act.
The Rodchenkov Act was spearheaded by Helsinki
Commission Co-Chairman Sen. Roger Wicker (MS)
and Commissioner Sen. Sheldon Whitehouse (Rl)
in the Senate and former Commissioners Rep.
Sheila Jackson Lee (TX-18) and Rep. Michael Bur
gess (TX-26) in the House of Representatives. It
recently completed its course through Congress
and is on its way to the President for signature.
The bill defines doping as a fraudulent act and
would criminalize it in international competitions
when conducted by transnational criminals and
corrupt administers, government officials, coaches,
and doctors (non-athletes).% By legislating explicit
extraterritoriality, there will be no question in court
as to the law'’s application.

2. EXECUTIVE BRANCH

i. Federal Procurement

The United States has a rather poor track record

in ensuring the security of federal procurement
outside of defense technology. In particular, build-
ings leased by the General Services Administration
(GSA) for national security-sensitive agencies such

18

as the FBI and the DEA have been found to be
foreign-owned because GSA was not required to
collect beneficial ownership information.5®

The federal government can immediately begin the
collection of beneficial ownership from its suppli-
ers and use its purchasing power to only purchase
from those suppliers “certified secure,” once this
framework is in place. Using purchasing power

in this way will also provide an initial incentive for
businesses to certify.

ii. Public-Private Partnerships & Country
Dialogues

The executive branch can better work with the
private sector to share data and intelligence on
illicit supply chains and should find ways to over
come the challenge of providing information back
to the private sector. It should not be a one-way
street. A strong model for this is the British Joint
Money Laundering Intelligence Taskforce, which
brings the representatives of UK law enforcement
with the UK banking establishment together on a
weekly basis to share face-to-face information and
suspicions. Information Sharing and Analysis Cen-
ters (ISACs) provide a strong example for critical
infrastructure.®”

Formal exchanges of information back and forth are
a critical way to stay on top of those attempting to
undermine secure supply chains.®Though a “Fin-
CEN Exchange” framework designed to facilitate
similar exchange exists in the United States, it has
thus far not been built out to do so. There has been
greater success with back and forth exchange at
the State Department’s Overseas Security Advi-
sory Council, which may be able to serve as an
effective U.S. model.®® One could imagine similar



exchanges beyond money laundering that involve an effort to find common ground. Engaging in

industries beyond banks—a Joint Counterfeiting In-  “high-level dialogues on secure supply chains” can

telligence Taskforce or a Joint IP Theft Intelligence generate an atmosphere for further engagement.

Taskforce, for example. These dialogues could be entered into as part of

. . _ the SSCI process.
High-level bilateral dialogues also are powerful

ways for the United States to engage with other
countries and signal to the global private sector

Conclusion

COVID-19 has dramatically reshaped the world, but it will not be the last such shock that puts the
current fragile system of insecure supply chains to the test. The next shock may be even more severe
and unravel the entire system, especially if it is the result of targeted authoritarian action against the
United States or its allies. The COVID pandemic has ultimately been blunted by the human incentive

to cooperate on science and health, but that will be lost in the case of a shock imposed by conflict. It
is critically important that the United States begin to rethink the current supply chains systems that so
freely enables authoritarian states to take advantage of countries, companies, and other actors seeking
to adhere to the rule of law.

Supply chains will only become more important for U.S. national security. The Biden administration
should incorporate this platform into its national security strategy. No matter what path is followed and
recommendations enacted, the central tenet should be to work closely with like-minded countries that
also seek to uphold global rule of law and supply chains that are transparent, responsible, accountable,
and resilient. The United States cannot ensure secure supply chains on its own—the task of doing so is
an inherently global one. But it is one based deeply in U.S. values. The vision of an open world of free
commerce bolstered by the rule of law could not be more American. It is a vision worth striving for.
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